PJIGISOL

DG-LB1054UV

LOAD BALANCING ROUTER WITH 2xFE WAN, 1x3G/4G

ENABLED USB, 3xFE LAN

User Manual

V1.0
2015-04-06

As our products undergo continuous development the specifications are subject to change without prior notice

1



deisor 0GLe10swv user Manual

TABLE OF CONTENTS
CHAPTER 1 INTRODUCTION ...ttt e e e an e e e e e e 6
1.1 PACKAGE CONTENTS .etittieiitieiitie ittt ettt sit ettt ekttt e ekt e e bbb e e b e e e b bt kb e e s e e e b e e e be e e bb e e s e s e r e e e nnee s 6
1.2 HARDWARE INSTALLATION. ....ciutititttaittiesitiestte sttt e sts e e sttt et e st e bt e s b e e s bt e e b b e bb e e s b e e e be s e be e e bb e e s e s e r e s e b s 7
1.2.0 AT TENTION L ettt e ettt ettt e e e et e e e etb s e e e et e e aesba e e aaebanaaaees 7
1.2.2 SYSTEM REQUIREMENTS ...ttt e et e e e et e e e et e e e ena e aees 7
1.2.3  Hardware CONfigUIAtION..........coiiiuuiui ettt e e e e e ee bt a e e e e e e eeabba e aaaas 8
1.2.4  LED INQICALOIS......cetttttiiiiiiiiieieiteteeeee ettt bbbt et b bbb bbb bbb bbb bnees 9
CHAPTER 2 GETTING STARTED ....outtiiiiiiiii ettt 10
2.1  CONNECT YOUR DEVICE ....ciutiiiiiiiiiiiiiiie ittt 10
2.2 EASY SETUPBY CONFIGURING WEB Ul ......oiiiiiiiiiiiiiiiiie e 10
CHAPTER 3 MAKING CONFIGURATIONS ... .o 14
3.1 BASIC NETWORK ..ttt et ekt e bbb ek e et e e b e 18
i1l WAN SBIUD ittt ettt oo e et e ettt e e et e et e e e e e e e e et e e e e e e et e e eeaans 18
3.11.1 P Y SICAl INEEITACE. e e s 19
3.1.1.2 Q1T g T ST (H | o USRS 20
3.1.13 LOAA BAIANCE. ...ttt e e oottt e e e e e e e e e e e e e e as 33
312 LAN & VLAN SBIUP ettt ettt e e e et e e e et e e e et e e e e b e e e st aeeeenns 36
3.1.21 1= 0 =T A 36
3.1.2.2 Y I TSP 37
31221 POI-BASEU VAN ...ttt bbbttt bbbt bbbttt b bbbt e bt nb b b nnes 38
TN T o =T =T Y A SRS 39
TR G B | oYY (1 o PO TPPPTR 40
3.1.31 1 = Lo Y TP TP PP PP PPPPPPPPPRN 40
3.1.3.2 (5] (O Y TP 42
3.1.3.3 PPPOEVG ...ttt et et e e et e e bt aaaeeaaaas 43
3.1.34 LS (o TSR 45
3.1.35 IPVB N TPVA TUNNEL ....ceiiiiiiiiiiee ettt e e e sttt e e e e s e e e e e e e s e nebeneeas 46
TN I AN /=74 To [ [ T TSR PSPPI 47
3.14.1 NN AN 0T o - Vo 47
3.1.4.2 VITEUBL SEIVET ...ttt ettt e ettt e e e e s ekt e e e e e s e ab bbb e e e e e e s aanbbneeeeeeeas 47
3.14.3 RV LU @0 4] 01011 PP 48
3.14.4 SPECIAL AP ... 49
3.145 ()] TR PSP UPPTRPPTTUPPNt 50

2

@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



deisor 0GLe10swv user Manual

.15 ROULING SELUP. .. iieiiiitiii ettt ettt e ettt e e e e e e e e ettt e e e e e e e e e abbb e reeaeeeesbbaa e e aeaaeenenns 51
3.15.1 SEALIC ROULING .o 51
3.15.2 DYNAMIC ROULING. s e e e e s 52
3.15.3 ROULING INfOMMALION ... e e e nn 54

TN B I O 11T o 1V 4V =T 7 o ()4TSR PRSPPI 54
3.16.1 DYNAMIC DNS .. e e e e e e e e e s 54
3.1.6.2 DHECP SBIVET ... eittttttttittneteeeeee ettt e s e ettt e s s s s s e e s s e e s e e e et e e e R e e e e e e nnnnnnnnnnnnnnnnnennn 55

3.2 ADVANCED NETWORK ....cttiittiiiititeittie sttt sttt ettt ekttt e s e e b e b e e nbb e e et e et e s et e e s e e nsr e e nes 58

Bi2.1 FHFEWAL ettt 58
3211 PACKEE FILEIS ...ttt e e e e e e e e e e e e ab e e e e e e e ann e as 59
3.21.2 URL BlOCKING -t e e e s 60
3.2.13 WED CONENE FILET ...t e e e e e e e s st e e e e e s 61
3.214 Y @R @70 i o] PR RR 62
I B N o] o] o= o g T 1L =Y PP PPPPPRPPNS 63
3.21.6 1 ORI 64
3.2.1.7 (@] o] 1o 1 SRR 64

3.2.2  QOS (QUAILY OF SEIVICE) ....ciiieeiitii ettt ettt e e e e ettt r e e e e e e e esbba e e e eaaaeeee 65
3.2.2.1 (@0 1S @] 01 o |8 {r=1 1 o] o USSR 66
3.222 [0 [oR oF- TY=To [ @ o 1 L PSR 66

3.22.21  Creating a QoS Rule based 0N IP GrOUPING .......ovveieeriiiieieeie st e see ettt sae e e naeeneeseeenes 68

T BV o N ST = (U | o PP P PP TPPPTT 71

3.23.1 1S T o PRSP RSRP 72
32311 IPSEC VPN TUNNEI SCENATIOS .......evteiieiieieieie ettt bbbt b bbb b b nre b 72
3.23.1.2 | T o 00T To [V =11 o] o SRR 74
3.2.3. 1.3 TUNNEI LISt & SEALUS......eviitiieeiteitesteet ettt bbbt b bbbt b e bbb bbb e bt nnes 74
3.23.1.4  TUNNEl CONFIGUIATION ....vviiiiieeiie ettt ettt e st nte s e nteenteeseenteeneeeneeneeeneesreeneeanes 75
3.23.15 IPSEC PRESE. ... ettt bbbt bbb bbb bbb bbb bbb bbb ne 75
3.23.16 IPSEC Proposal DEfiMItiON.........oiiiiiiieieee ettt ettt e e s e s teeae e e nneeneeanean 76

3.2.3.2 [ e I TP PTRPPTTRPPNt 77
32321 PPTP SEIVE ...ttt Rt nes 77
I I o ol S O =T SRR 78

3.233 228 I SR 80
32331 LL2TP SEIVET c...ei ettt Rt E et E et r et 80
I T I W = 1 113 | SRR PRSRRTSTN 81

3.234 GRE TUNNEL ...ttt e ettt e e e e ekt et e e e e e s ab bbbt et e e e e e s anbbbneeeeeeenannnes 83
BB I €1 =] = @04 o0 =1 o ISR 83
32342  GRE TUNNEI DEFINILIONS ..ottt bbbttt bbbttt 83

3
@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



deisor 0GLe10swv user Manual

3.2.3.4.3  GRE rule ConfigUration..........cccuiiiiieeieiee it ste ettt see e saeasaesaeeeeaseeseeeneeaseeneeeneesseeneeanes 84
T £ U= To U1 0o F= o [on TSP PSUPTPPPRN 85
3.24.1 VR R P ettt a e e e e e r e e aean s 85
3.2.5  SYSIEM MANAGEMENL. .......e ittt ettt e et e e et e e e et e e e eea e e e et e e e et e eeeba e aeaans 86
3.251 TRA069 ...ttt e e oottt e e e et e et e b e e et ettbb e e e e eeeenbaa e aaaae 86
3.25.2 SN I P L et et e et e ettt e e e et ettt e e e e e eeath e e e e aeeeaaaaaas 87
3.25.3 TEINEE WItN CL....eeiiiieei ittt e e e s e e et e e e s s e bt e e e e e s annbrneeeeeenas 88
3.254 (0] o] T PP PPTTRPPN 88
3.2.6  COIMICALE ...ttt 89
G TN I 1Y Y =T {1 o= L =SSP SPPPPPPPRNS 89
3.2.6.2 TrUSEEA COILIfICALES ... uettieeei ittt e e ettt e ettt e e e sttt e e e e e e bbb e et e e e e e s bbbt et e e e e s annbrneeeaeenas 90
3.2.6.3 I1SSUE CItIfICALES ... .uutieiiieeii ittt e e et e e e e e e bbb e e e e e e e e e bbb bbb e et e e e e s annbbeeeeae e s 91
313 SYSTEM ittt e 91
3.3 1 SYSIEM REIAIEA ...ttt e e e et aaaaeaae 92
3.3.2  SCREAUIING ... e e ettt e e et e et e e e e e e e e et e e aeeaaae 94
TR TR T €1 o 11 o1 o [PPSR PURPPPPRPN 95
3.3.4  EXIEINAl SEIVEIS....uiiiiiiiiiiiiiiiiii 96
TG 78S T |7 1Y | TSP UPPPTR 98
3.35.1 LT o PSSP PPPPPRPNS 98
CHAPTER 4 TROUBLESHOOTING ....oviiiiiiiiiiiiiiiiieceee st 99
4

@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



1]

deisor 0GLe10swv user Manual

Copyright

Copyright 2015 by Smartlink Network Systems Ltd. All rights reserved. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated
into any language or computer language, in any form or by any means, electronic, mechanical,
magnetic, optical, chemical, manual or otherwise, without the prior written permission of this
company.

This company makes no representations or warranties, either expressed or implied, with respect to
the contents hereof and specifically disclaims any warranties, merchantability or fitness for any
particular purpose. Any software described in this manual is sold or licensed "as is". Should the
programs prove defective following their purchase, the buyer (and not this company, its distributor,
or its dealer) assumes the entire cost of all necessary servicing, repair, and any incidental or
consequential damages resulting from any defect in the software. Further, this company reserves
the right to revise this publication and to make changes from time to time in the contents thereof
without obligation to notify any person of such revision or changes.

Trademarks

DIGISOL™ is a trademark of Smartlink Network Systems Ltd. All other trademarks are the
property of the respective manufacturers.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it.
However, special attention must be paid to the dangers of electric shock and static electricity when
working with electrical equipment. All guidelines of this and of the computer manufacturer must
therefore be allowed at all times to ensure the safe use of the equipment.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding product DG-LB1054UV. This device is
specifically designed for SMB & SOHO offices, small shops and chain stores. No matter offices
are located at wire unreachable area, it can connect to Intranet of headquarter instantly via fixed
line and/or cellular network. No need to apply for expensive leased line in advance. With multiple
WAN load balance and fail-over, it guarantees non-interrupt operation.

By IPSec/PPTP/L2TP VPN tunneling and failover technology, it can establish a secure non-stop
connection with headquarter even IP is changing all the time. Firewall protection is useful to avoid
hackers attacking. With embedded robust security and firewall function, it’s suitable for remote
branch offices to access the corporate database & servers located in headquarter data center
through internet. Besides, this device also provides VoIP feature to enable secure and cost effective
Intranet voice communication through internet.

Instructions for installing and configuring this product can be found in this manual. Before you
install and use this product, please read this manual carefully for fully exploiting the functions of
this product.

1.1 Package Contents
Before you start using this load balancing router, please check the following items in the package.

e DG-LB1054UV (1 No.)

e Power Adapter

e Patch Cord

e Quick installation guide

e |Installation software CD (includes User Manual & QIG)

If any of the above items are missing, contact your supplier as soon as possible.

6
@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



1]

PIGISOL

DG-LB1054UV User Manual

1.2 Hardware Installation

1.2.1 ATTENTION

Attention

\_

4 .

Do not use the product in high humidity or high \
temperatures.

Only use the power adapter that comes with the package.

Using a different voltage rating power adaptor may

damage the product.

Do not open or repair the case yourself. If the Product is

too hot, turn off the power immediately and have it

repaired at a qualified service center.

Place the Product on a stable surface and avoid using

this product and all accessories outdoor. j

1.2.2 SYSTEM REQUIREMENTS

Network Requirements

e An Ethernet RJ-45 Cable or DSL modem

o 3G/4G cellular service subscription

o IEEE 802.11n or 802.11b/g wireless clients
o 10/100/1000 Ethernet adapter on PC / NB.

Computer with the following:

e Windows®, Macintosh, or Linux-based operating system
e Aninstalled Ethernet adapter

Browser Requirements:

Web-based Configuration Utility e Internet Explorer 6.0 or higher

Requirements

o Chrome 2.0 or higher
o Firefox 3.0 or higher
o Safari 3.0 or higher.

Computer with the following:
° Windows® 7 / 8, Vista®, or XP with Service Pack 2

CD Installation Wizard Requirements | e  Aninstalled Ethernet adapter

o CD-ROM drive

7
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1.2.3 Hardware Configuration

. Power
Rear View:
Reset ON/OFF
Button Switch

Auto MDI/MDIX RJ-45 Ports

Receptor
for Power

Adapter

Front View:

USB

8
@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



deisor 0GLe10swv user Manual

1.2.4 LED Indicators

LED Description

OFF: Device is powered down.

Orange: Device is booting up.
Power .
Green(Steady): Device is powered on.

Orange in flash: Device is in recovery mode or abnormal.

Green: Ethernet connection is established
WAN - Green in flash: data packet transferred through WAN
OFF: No Ethernet cable attached or Device not linked
Green: Ethernet connection is established

LAN1 ~ LAN4 Green in flash: data packet transferred via Ethernet

OFF: No Ethernet cable attached or Device not linked
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Chapter 2 Getting Started

2.1 Connect Your Device

Before you can use this product, you need to connect your PC or NB to this gateway first. You can
connect your PC to one of LAN1~LAN4 ports through an Ethernet cable. Your PC or device will
get an IP address automatically after connecting to this gateway.

2.2 Easy Setup by Configuring Web Ul

You can browse web Ul to configure the device. Firstly you need to launch the Setup Wizard
browser first and then the Setup Wizard will guide you step-by-step to finish the basic setup
process.

Browse to Activate the Setup Wizard

Type in the IP Address (http://192.168.123.254) *

& Windows Internet Explorer

el [&] 192168.123.254 =

10
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Type the default Password ‘admin’ in the
System Password and then
click ‘login’ button.

Remark:

* 1. The default LAN IP address of this gateway is 192.168.123.254. If you change it,
you need to type the new IP address.

*2. It’s strongly recommending that you change this login password from default value.

Select your language.

Language : EFTEE

DIGISOL

Firmware Version:

Logout

Select “Wizard” for basic settings in a simple way.

Or, you can go to Basic Network / Advanced Network / System to setup the configuration by
your own selection.

Language : EREEE

Firmware Version: Logout

£ g
p—
@ Status

& Network Status
“ LAN Client List
 Firewall Status

= VPN Status

Client:1

= Systern Mgmt. Status

= WAN Interface IPv4 Network Status

@ Basic Network WAN ID | Interface |WAN Type 1P Addr. Subnet Mask Gateway DNS MAC Address Conn. Status Actions
N 0000 N
WAN-1 | Ethernet 1 Static: [P 0000 0000 nono 00:50:18:21:DC:C0 Disconnectsd -Ed\t
0 Advanced Network oono -
WiAN.2 Disable
@ System 0000
. WAN-3 |USE 3GMG | 364G 0000 0000 0000 Dono 12 Disconnected

= WAN Interface IPv6 Network Status

'WAN ID |Interface |WAN Type Link-Local IP Address Global IP Address Connection Status Actions
WA Disable

= LAN Interface Status

IPv4 Address IPv4 Subnet Mask IPv6 Link-Local Address IPvG Global Address Actions
192.168.123.254 255255 255.0 54 EditIPvd | | Edit IPvE
m 3G/4G Modem Status
Physical Interface Card Information Link Status Signal Strength Network Name Actions
USB 364G [ Disconnected [y iz,

m Internet Traffic Statistics

11
@ 1800-209-3444 (Toll Free)

B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



BEISOL 0 0GLBI0SAUV User Manual
Press “Next” to start the Setup Wizard.

Wirad Routes Natwerk Satup Wazard wil guids L il i e B8P by S1ap,

+ Step 1. Sotup E308

b Step 2 Login Liser Mas and Passwoed

» Step 3 Time Zane

» Step 4 WWAH Intrrface

[ Meat=

Configure with the Setup Wizard

Step 1
You can change the password of
administrator here.

0 Login Uses Name and Password [Step-2)

» 0ld Password

b Nitw Passwand Canfimaton

o] password > w e )

Step 2 i i zorn (503
Select Time Zone.

(GNT+05:30) Chennal, Kolkata, Mumbal, New Delhi |

Dietect Again

Step 3

» Phiysical Interface Ethemnst 1w

Select the interface and the WAN type. ekt

AN

12
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m WAN Interfacs {Slep 4) (Fthermat . Static IP Address} [ar]

Gateway and the primary DNS. s
(Back ) wan > Fie=

w Eihornet LAN Intarfuce (Step.5) [mar
Step 5 » LANIP Agdress 192168123254

Enter the LAN IP address and Subnet Mask.

Step 6
Confirm the information as shown.

Please confirm the information below.
'| AN Settings |
(Wi wertace
[wanTye
| Wi R
.WﬂN Sttt Mk

WAN Gatuway

Prinary DHS
Secondary DHS
| Ethaanet 1AM Settings |
W A ess
Subived Mask
[cancer | I~ Summary > on

Step 7
Click on “Apply”. The unit will reboot.
Then click on “Finish”

™ System Restarting (Step-7) [EaT]

System iz applying the zettings.

Please wait [ seconds.

Elnish [ Finsn |
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Chapter 3 Making Configurations

Whenever you want to configure your network or this device, you can access the Configuration
menu by opening the web-browser and typing in the IP Address of the device. The default IP
address is: 192.168.123.254. In the configuration section you may want to check the connection
status of the device, to do Basic or Advanced Network setup or to check the system status. These
task buttons can be easily found in the cover page of the Ul (User Interface).

& Windows Internet Explarer

5\;) I\:} £ 192.168123.254 ¥ | b 4 ‘ X |

Enter the default password “admin” in the System Password and then click ‘login’ button.

=JIGISOL

Firmware Version:

Client:0

m WAN Interface IPv4 Network Status

'WAN ID |Interface |WAN Type 1P Addr. Subnet Mask Gateway DNS MAC Address Conn. Status Actions
Wiah-A | Ethernet 1 | Static P 0000 00.04 0008 g g'g'g' 005018 21:DC: 00 Disconnected
WAR-2 Disable
WWRK-3 Disable
= WAN Interface IPv6 Network Status
WAN ID |Interface | WAN Type Link-Local IP Address Global IP Address Connection Status Actions
AR Dizable

= LAN interface Status

IPv4 Address IPv4 Subnet Mask IPv6 Link-Local Address IPv6 Global Address

Actions

182166123254 2352552550 54

m 3G/MG Modem Status

Physical Interface Card Information Link Status

Signal Strength Network Name Actions

USB 364G Ly Dizconnected I Ly

m Internet Traffic Statistics

'WAN ID |Physical Interface Received Packets

Transmitted Packets

14
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Afterwards, you can go to Wizard, Status, Basic Network, Advanced Network or System
respectively on left hand side of web page.

@ Wizard
@ Stotus l“l 2

==y
| © Macarerk Srust ) =}
- LAN Cliant List - N —_
* Firewall Status S’ Client:1
* VPN Siatus
= System Mgml. Stelus 0 WIAN InfarTace B Notwork Status
@ Basic Network [WAH ID | Interface (WAH '“le W Adde. Subuet Mask Gateway DHS MAC Addioss Conn, Satus Actions
VAN |Fihwred 1| Static B noan onoo | oseo 0040, 005018 H DECD [~ Edil
e Advancad Notwark | | | 1 | | oooo | | |
A2 Dusacie [Ean)
Q Gl v | [“cesmie | | [ [ | [ | (Em
[(WAN D Interface |WAN Type Link Locl IP Address Global IP Addiess Convection S1atus Actions.
v | [“oueome | | | (ot
B Addioss B Subnet Mask 1P Link Local Addiess 1PVG Ghobral Addiess Actions.
116817125 | 266255 550 [ | ] | (Gowwa) (Gonew
0 3GMG Mocam Status [ Retresh |
Playsical litortaco CardIfarmation Lk STatise P — Metwark Haime Actions
LS 4G [ s [ Dscornacted Hin | i [
AN 0 | phystest maciacs Recoted Packits Transaufted Packets
iR | [
vona |
—

Drevice Timve: Tue, 01 Jan 2013 054312 +0530

Note: You can see the Network Status screen below after you have logged in.

® WAN Interface IPvd Network Status

WAN ID | Interface |WAN Type IP Addr. Subnet Mask Gateway MAC Address Conn. Status Actions
- 0000, P i i
Witk |Ethernet 1 | Static P 0000 0000 0000 ooon O0E50:18:21:0C:C0 Disconnected
W2 Disable
W3 Disable

® WAN Interface IPv6 Network Status

WAN ID | Interface |WAN Type Link-Local IP Address Global IP Address Connection Status Actions
WUAN-1 Disable

® LAN Interface Status

IPvi Address IPv4 Subnet Mask IPv6 Link-Local Address IPvi Global Address Actions
192.168.123.254 2952552550 154 Edit IPv4 Edit IPvG
m 3G/4G Modem Status
Physical Interface Card Information Link Status Signal Strength Metwork Name Actions
USH 354G (R Dizconnected (R (R

m Internet Traffic Statistics

WAN ID | Physical Interface Received Packets Transmitted Packets
A1 Ethernet 1 1] 1]
WAN-2 - R
AN - -
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You can also check status of wired clients at LAN Client List page, other advanced function
status at Firewall Status page, VPN Status page or System Management Status page as shown
below.

LAN Client Status List

@ Wizard
AA} )

@ Status T
= Network Status

= o

LxDSLUCanie

=« Firewall Status —-———

Client:1

= VPN Status

= Systern Mgmt. Status m LAN Client List

Basic Network LAN Interface IP Address Configuration Host Name MAC Address Remaining Lease Time

Ethernet Cryyniatnic: 192 168123100 savina D0-27-55-5E-BC-F2 23:57:25

g Advanced Network

@ System

Firewall Status

@ Wizard
y P Firewall Status
@ Status

= Network Status

m Packet Filters [+1

Activated Filter Rule Detected Contents P Time

= LAN Client List

© Firewall Status

= VPN Status

= URL Blocking

Activated Blocking Rule Blocked URL Time

= System Mgmt. Status
= Web Content Filters

@ Basic Network Activated Filter Rule Detected Contents P Time:

9 Advanced Network
@ System

m MAC Control [+1

Activated Control Rule Blocked MAC Addresses [ Time

m Application Filters

Filtered Application Category Filtered Application Name Time

Detected Intrusion [ Time

m Options

Stealth Mode SPI Discard Ping from WAN Remote Administrator Management

16
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VPN Status
@ Wizard

@ Status

= Network Status

m IPSec Status

Local Subnet Mask Remote IPFODN Remote Subnet Remaote Subnet Mask Status

Tunnel Hame Tunnel Scenario

= LAN Client List

= Firewall Status

© VPN Status

= System Mgmt. Status
Basic Network

0 Advanced Network

@ System

m PPTP Server Status

User Name Peer IPFODN Peer Virtual IP Peer CalllD Status

m PPTP Client Status

PPTP Client Name Interface Virtual IP Remote IPFODN Default GatewayRemote Subnet Status

m L2TP Server Status

User Name Peer IPFODN Virtual IP Peer CallID Status

® L2TP Client Stalus

L2TP Client Name: Ierface Virtual IP Remote IPFODN Default Gateway/Remote Subnet Status

System Management Status
@ Wizard
Status

= Network Status

® SNMP Linking Status

IP Address

User Hame Community Auth. Mode Privacy Mode SNMP Version

= LAN Client List

“ Firewall Status W SNMP Trap Information

= \/PN Status ]
Trap Level Time Trap Event

m TR-069 Status
it Link Status
9 Advanced Network
" Off

@ System

m UPnP Status

Protocol Internal Port External Port Action
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3.1 Basic Network

You can enter Basic Network for WAN, LAN & VLAN, Wireless, IPv6, NAT / Bridging, Routing
and Client/Server/Proxy settings as the icon here shown.

. WaAN

- PUyS IV M SO ENE et 3545, USE SGAG 0 ADSL ke k3l INE Mies. WRARKIGE DTN B D25 1) 1 RUKS [ Aol Ioek i
IEnEtSemp S The e are vetconsction. ken B netpiye kal INertce e UUAN e ik St 1P, Dyban e 1P, PRROE, PPTP audl LITP. Wilken 36/ or USE 364G phyeeal e riwce, Bere & onbone AN tpe: 36745, Wley ADSL
o A1 IVE et VIS TS5 NCIVE: B 1100 ATH WIS NAT, P cie ATH, PPPOE (DS, PRP ol

Ty TR Lpes e be closen Br i

M AN RFC 1453 Bk,
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3.1.1 WAN Setup

This device is equipped with two or three WAN Interfaces to support different WAN types of
connections. You can configure one by one to get proper internet connection setup.

USB 3G/4G WAN: The product has one USB port for 3G/4G access, please plug in your USB
3G/4G modem and follow Ul setting to setup.

Ethernet WAN: The product has one or two RJ45 Ethernet WAN port(s). Please plug in RJ45
cable from your external DSL modem and follow Ul setting to setup.
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@ Wizard ) . .
. P Physical Interface " Internet Setup " Load Balance
@ Status
Physical Interface List
Basic Network Interface Name Physical Iterface Operation Mode Line Speed Action

m WAN-1 Ethernet 1 Alveays on 0 Mbps i 0 (Mbps)

« LAN & VLAN A2 - Dizahle 0{Mbps)/ 0 Mops)

= IPvE A3 . Disable 0 (Mbps) /0 Maps)
= NAT ! Bridging

= Routing

= Client/ Server / Proxy

9 Advanced Network

@ System

3.1.1.1 Physical Interface

Click on the “Edit” button for each WAN interface and you can get the detail physical
interface settings and then configure the settings as well.

By default, the WAN-1 interface is forced to “Always-on” mode, and operates as the
primary internet connection; the interface WAN-2 / WAN-3 are disabled.

I AUVE TN CH G Internet Setup. * Load Balance

Physical Interface List

Interface Name Physical Interface Operation Mode Line Speed Action
WUAN-1 Ethernet 1 Always on 0 (Mbps) {0 (Mbps)
WAR-2 - Disable 0 {bps) F 0 (Mhps)
AR- 3 - Disable 0 {bps) F 0 (Mhps)

Interface Configuration { WAN- 1)

ftem Setting
¥ Physical Interface
» Operation Mode l:l
» Line Speed | | [Mops |/ | | [Mbps ~] (Upload ! Download)
b WLAR Tagging [ Enakle (1-4085)

1. Physical Interface: Select the WAN interface from the available list. For this device,
there are “Ethernet 1”, “Ethernet 2” and “3G/4G” items. If you would like the Ethernet
WANL1 port to operate as the primary internet connection, Please choose “Ethernet 1”.

2. Operation Mode: There are three configurable items “Always-on”, “Fail over” and
“Disable” for the operation mode setting. It decides whether the corresponding WAN

interface functions as a main access or a failover access connection. If you specified a
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certain WAN interface as a “Fail over” WAN, you have to further identify which WAN

interface(s) is to be failover and fallback.

(AU EEINCH GG Internet Setup " Load Balance

Physical Interface List

Interface Name Physical Interface Operation Mode Line Speed Action

VA1 Ethernet 1 Always an 0 (Mbps)/ 0 (Mbps)
WIAN-2 - Disable 0 (Mbps) £ 0 (Mbps)
WAN-3 - Disable 0 (Mbps)/ 0 (Mbps)

Interface Configuration { WAN- 3 )

ftem Setting

¥ Physical Interface l:l

» Operation Mode

v Line Speed [ | [ | | | (Upload i Download)

» VLAN Tagging Enable (1-4095)

3. Line Speed: You can specify the downstream / upstream speed (Kbps) for the
corresponding WAN connection. Such information will be referred in QoS and load
balance function to manage the traffic load for each WAN connection.

4.  VLAN Tagging: If your ISP required a VLAN tag been inserted into the WAN packets,
you can enable this setting, and enter the specified tag value.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.1.1.2 Internet Setup

There are two or three physical WAN interfaces that you can configure one by one to get
proper internet connection setup. They include the Ethernet WAN(s) - the DSL ISP
(Dynamic IP, Static IP, PPPoE, PPTP and L2TP connection) and the Wireless WAN - the
remote wireless ISP such as 3G/4G (LTE, HSPA+, HSPA, WCDMA, EDGE, GPRS).

20
@ 1800-209-3444 (Toll Free)

B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



PIGISOL

DG-LB1054UV User Manual

Ethernet WAN
Click on the “Edit” button for the Ethernet WAN interface and you can get the detail WAN
settings and then configure the settings as well.

" Physical Interface " Load Balance

Internet Connection List

Interface Name Physical Interface Operation Mode WAN Type Action
AR- 1 Ethernet 1 Alweays on Static IP
WAN-2 Disahle
WAN-3 Disahle

Internet Connection Configuration { WAN - 1)

ftem Setting

¥ NAR Type Dwnamic [P »

B Dynamic IP Address

Dynamic IP WAN Type Configuration

ftem Setting
¥ Host Marme | | (Optional)
v ISP Registered MAC Address 1
¥ Connection Cantral |Aut0-rec0nnect (Alarays on) v|
¥ MTU [0 ] @isAutg
» MAT Enahle
[ Enable

DME Guery ICMP Checking
Loading Check

Check Interval 3 (seconds)
» Metwork Monitaring Check Timeout 3 {seconds)
Latency Threshald 3000 sy
Fail Threshold 10 (Times)
Targetl
Target2
 IGMP
¥ WAN IP Alias [ Enable
1. Host Name: Optional, required by some ISPs, for example, @Home.
2. ISP registered MAC Address: Some ISP would ask you to register a MAC address for

Internet connection. In this case, you need to enter the registered MAC address here, or
simply press “Clone” button to copy MAC address of your PC to this field.

Connection Control: Select your connection control scheme from the drop list:
Auto-Reconnect  (always-on), Dial-on-Demand, or Manually. If selecting
“Auto-Reconnect (always-on)”, this gateway will start to establish Internet connection
automatically since it’s powered on. It’s recommended to choose this scheme if for
mission critical applications to ensure Internet connection is available all the time. If
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choosing “Dial-on-Demand”, this gateway won’t start to establish Internet connection
until local data is going to be sent to WAN side. After that, this gateway will disconnect
WAN connection if idle time reaches value of Maximum Idle Time. If choosing
“Manually”, this gateway won’t start to establish WAN connection until you press
“Connect” button on web Ul. After that, this gateway will disconnect WAN connection if
idle time reaches value of Maximum Idle Time.

MTU: Most ISP offers MTU value to users. The default value is 0 (auto)

5. NAT disable: If you enable this option, it will act with a non-NAT function.

6. IGMP Snooping: Enable or disable IGMP snooping function. If you enable the IGMP
snooping function, this device will detect all IGMP messages exchanged on the link and
will maintain a table indicating each of the interfaces, what multicast groups should be
forwarded. This simple solution easily prevents multicast flooding on an ethernet link.

7. WAN IP alias: The device supports 2 WAN IP addresses for a physical interface, one is
for primary connection that provides users/devices in the LAN to access Internet; the
other is a virtual connection that let remote users to manage this device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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Select this WAN type to give your static IP information. You will need to enter in the IP
address, subnet mask and gateway address, provided to you by your ISP. Each IP address
entered in the fields must be in the appropriate IP form, which is four IP octets separated by a
dot (x.x.x.X). The Router will not accept the IP address if it is not in this format.

® Internet Connection Configuration (WAN - 1)

ltem Setting

Static [P v

» AN Type

Item

m Static IP WAN Type Configuration

Setting

b AN P Address

121,242 57 56

F AR Subnet Mask

255.255.255.0

P AN Gateway 121.242.57.33
b Prirmary DME 4.2.2.3
r Secondary DMS 4222
b MTL 0 (0 is Auta)
b AT Enable
[] Enable

CkE Guery ICMP Checking
Loading Check

Check Interval 2 (seconds)
¥ Metwork Wonitaring Check Timeout £ (seconds)

Latency Threshaold 3000 {ms)

Fail Threshold 10 (Times)

Target!

Target?
r IGHMP Disahle
» AN IP Alias [ Enable [10.0.0.1

1. WAN IP address / Subnet Mask / Gateway: Enter the IP address, subnet mask, and
gateway address, provided to you by your ISP.

2. Primary DNS / Secondary DNS: Input the Primary/Secondary DNS if necessary.

3. MTU: Most ISP offers MTU value to users. The default value is 0 (auto)

4. NAT: If you enable this option, it will act with a non-NAT function.

5. IGMP Snooping: Enable or disable IGMP snooping function. If you enable the IGMP
snooping function, this device will detect all IGMP messages exchanged on the link and
will maintain a table indicating for each of the interfaces, what multicast groups should
be forwarded. This simple solution easily prevents multicast flooding on an Ethernet link.

6. WAN IP alias: The device supports 2 WAN IP addresses for a physical interface, one is

for primary connection that provides users/devices in the LAN to access Internet; the
other is a virtual connection that let remote user to manage this device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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Select this WAN type if your ISP requires you to use a PPPoE connection. This option is
typically used for DSL services.

m Internet Connection Configuration { WAN - 1)

ftem

Setting

F AN Type

FPPOE v

m PPPoE WAN Type Configuration

ftem

Setting

v Py Dual Stack

[] Enable

¥ PPPOE Account

v PPPOE Password

¥ Primary DS

¥ Secondary DS

v Connection Contral

AUto-reconnect (Always ony v

¥ Service Mame

(Cptionaly

» Assigned IP Address

(Dptionaly

F MTU

] (0 is Auto)

b MAT

Enable

¥ Metwork Manitoring

[] Enable
DS Query
Loading Check

Check Interal g

Check Timeout 3

Latency Threshald 3000 (ms)

Fail Threshold 10 (Times)

Targett

Target2

ICMP Checking

(seconds)
(seconds)

b IGHP

Disable

» AN P Alias [ Enahle |10.0.0.1
1. IPv6 Dual Stack: You can enable this option if your ISP provides not only one IPv4 but

also one IPv6 address.

PPPoE Account and Password: The account and password your ISP assigned to you.
Please note the account and password is case sensitive. For security concern, the
password you input won’t be displayed on web UI.

Primary DNS / Secondary DNS: In most cases, ISP will assign DNS server
automatically after PPPoOE connection is established. Input the IP address of primary and
secondary DNS server manually if required.

Connection Control: Select your connection control scheme from the drop list:
Auto-Reconnect  (always-on), Dial-on-Demand, or Manually. If selecting
“Auto-Reconnect (always-on)”, this gateway will start to establish Internet connection
automatically since it’s powered on. It’s recommended to choose this scheme if for
mission critical applications to ensure Internet connection is available all the time. If
choosing “Dial-on-Demand”, this gateway won’t start to establish Internet connection
until local data is going to be sent to WAN side. After that, this gateway will disconnect
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WAN connection if idle time reaches value of Maximum Idle Time. If choosing
“Manually”, this gateway won’t start to establish WAN connection until you press
“Connect” button on web Ul. After that, this gateway will disconnect WAN connection if
idle time reaches value of Maximum Idle Time.

5. Service Name / Assigned IP Address: ISP may ask you to use a specific service name
when connecting PPPoOE connection. In some cases, ISP can also provide you a fixed IP
address with PPPOE connection. For these cases, you need to add that information in this
field.

MTU: Most ISP offers MTU value to users. The default MTU value is 0. (auto)
NAT : If you enable this option, there will be no NAT mechanism between LAN side and
WAN side.

8. IGMP Snooping: Enable or disable IGMP snooping function. If you enable the IGMP
snooping function, this device will detect all IGMP messages exchanged on the link and
will maintain a table indicating for each of the interfaces, what multicast groups should
be forwarded. This simple solution easily prevents multicast flooding on an Ethernet link.

9. WAN IP alias: The device supports 2 WAN IP addresses for a physical interface, one is
for primary connection that provides users/devices in the LAN to access Internet; the
other is a virtual connection that let remote user to manage this device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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m PPTP
Choose PPTP (Point-to-Point Tunneling Protocol) if your ISP uses a PPTP connection. Your
ISP will provide you with a username and password. This WAN type is typically used for
DSL services.

Internet Connection Configuration { VWAN - 1)

tem Setting
F AN Type FFTF v
PPTP WAN Type Configuration
tem Setting
b P Mode Dynamic [P Address w
¥ Server I[P Address [/ Mame | |
¥ Connection Control |Aut0-reconnect (Always on) v|
» MTU D (0 s Auto)
» MFPE [] Enahle
» AT Enable
[] Enakle
DS Query ICMP Checking
Loading Check
Check Interval 3 {seconds)
i seconds
» Network Manitaring Check Timeout 3 { )
Latency Threshald 3000 (s}
Fail Threshold 10 (Times)
Targetl
Target2
> IGME
» VAN (P Alias [ Enahle [10.0.0.1

1. WAN Type: Choose “PPTP” from the drop list

2. IP Mode: Please check the IP mode your ISP assigned, and select “Static IP Address” or
“Dynamic IP Address” accordingly. If you select “Static IP Address” option, you have to
specify additional “My IP Address”, “My Subnet Mask”, and “Gateway IP” settings
provided by your ISP.

26
@ 1800-209-3444 (Toll Free)

B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



dGisor . 0GLe105uv user Manual

Internet Connection Configuration { WAN - 1)

ftem Setting
» WWAN Type

ftem Setting
b IF Mode
b YWAN IP Address ]
b YWAN Subnet Mask ]
¥ AR Gateneay |:|

v Serer [P Address [ Mame

|
b PPTP Account | |
|

» PPTP Password

» Connection 1D | | (Optional)
» Connection Control |Aut0—rec0nnect (Alaways on) v|
b MTU [0 ] isAut
+ MFPE [] Enable
F MAT Enable
[ Enable
DME Cluerny IChMP Checking
Loading Check
Check Interval 3 (seconds)
i seconds
¥ Metwork Monitoring Check Timeout 3 £ !
Latency Threshold 3000 (s}
Fail Threshold 10 (Tirmes)
Targett
Target?
b IoHP
» AR TP Alias [[] Enable |10.0.0.1

3. Server IP Address / Name: The IP address of the PPTP server and designated Gateway
provided by your ISP.

4. PPTP Account and Password: The account and password your ISP assigned to you.
Please note the account and password is case sensitive. For security concern, the
password you input won’t be displayed on web UI.

5. Connection ID: Optional, input the connection ID if your ISP requires it.

6. Connection Control: Select your connection control scheme from the drop list:
Auto-Reconnect  (always-on), Dial-on-Demand, or Manually. If selecting
“Auto-Reconnect (always-on)”, this gateway will start to establish Internet connection
automatically since it’s powered on. It’s recommended to choose this scheme if for
mission critical applications to ensure Internet connection is available all the time. If
choosing “Dial-on-Demand”, this gateway won’t start to establish Internet connection
until local data is going to be sent to WAN side. After that, this gateway will disconnect
WAN connection if idle time reaches value of Maximum Idle Time. If choosing
“Manually”, this gateway won’t start to establish WAN connection until you press
“Connect” button on web Ul. After that, this gateway will disconnect WAN connection
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if idle time reaches value of Maximum Idle Time.

7. MTU: Most ISP offers MTU value to users. The default MTU value is 0. (auto)

8. NAT : If you enable this option, there will be no NAT mechanism between LAN side and
WAN sice.

9. MPPE (Microsoft Point-to-Point Encryption): Enable this option to add encryption on
transferred and received data packets. Please check with your ISP to see if this feature is
supported or not.

10. IGMP Snooping: Enable or disable IGMP snooping function. If you enable the IGMP
snooping function, this device will detect all IGMP messages exchanged on the link and
will maintain a table indicating to each of the interfaces, which multicast groups should
be forwarded. This simple solution easily prevents multicast flooding on an Ethernet link.

11. WAN IP alias: The device supports 2 WAN IP addresses for a physical interface, one is

for primary connection that provides users/devices in the LAN to access Internet; the
other is a virtual connection that let remote user to manage this device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP
will provide you with a username and password. This option is typically used for DSL

services.

Internet Connection Configuration {VWAN - 1)

Item

Setting

kAR Type

L2TP w

Item

LZTP WAN Type Configuration

Setting

r P hlode

Dwnamic IP Address s

» Server P Address fMame

¥ L2TP Account

¥ L2TP Password

¥ Connection Control

| Auto-reconnect (Always on) |

D (05 Auto)

» MTL
¥ Service Port |Userdefined  v| [1702 |
r MPPE [] Enable
F NAT Enahle
[] Enable
DMES Cuery ICMP Checking
Loading Check
Check Interval 3 (seconds)
i seconds
b Network Manitaring Check Timeout 3 { 2
Latency Threshold 3000 (s}
Fail Threshold 10 (Tirmes)
Targetl
Target2
> IGMP
» AN P Alias [ Enable |10.0.0.1

1. IP Mode: Please check the IP mode your ISP assigned, and select “Static IP Address” or
“Dynamic IP Address” accordingly. If you select “Static IP Address” option, you have to
specify additional “IP Address”, “Subnet Mask”, and “WAN Gateway IP” settings
provided by your ISP.
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Internet Connection Configuration { WAN - 1)

Item Setting
¥ WAN Type L2TP w
L2TP WAN Type Configuration
tem Setting
» IF Maode Static IP Address »
b VAN P Address ]
b WIAN Subnet Mask ]
VAN Galeway [ ]
¥ Server IP Address i Mame | |
» L2TF Account | |
¥ L2TP Password | |
¥ Connection Contral |Aut0-rec0nnect (Alwiays an) v|
» WTU D (0is Auta)
» Service Port | User-defined v| |1'.-'02 |
+ MFPE [ Enable
» AT Enable
[] Enable
DS Cuery ICMP Checking
Loading Check
Check Interval 3 (seconds)
i seconds;
» Netwark Manitaring Check Timeout 3 { 1
Latency Threshald anoo ms)
Fail Threshaold 10 (Tirnes)
Targetl
Target?
> IGMF
AR P Alias [ Enable |10.0.0.1

2. Server IP Address / Name: The IP address of the L2TP server and designated Gateway

provided by your ISP.

3. L2TP Account and Password: The account and password your ISP assigned to you.
Please note the account and password is case sensitive. For security concern, the
password you input won’t be displayed on web UI.

4. Connection Control: Select your connection control scheme from the drop list:
Auto-Reconnect  (always-on), Dial-on-Demand or Manually. If selecting
“Auto-Reconnect (always-on)”, this gateway will start to establish Internet connection
automatically since it’s powered on. It’s recommended to choose this scheme if for
mission critical applications to ensure Internet connection is available all the time. If
choosing “Dial-on-Demand”, this gateway won’t start to establish Internet connection
until local data is going to be sent to WAN side. After that, this gateway will disconnect
WAN connection if idle time reaches value of Maximum Idle Time. If choosing
“Manually”, this gateway won’t start to establish WAN connection until you press
“Connect” button on web Ul. After that, this gateway will disconnect WAN connection if
idle time reaches value of Maximum Idle Time.
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5. MTU: Most ISP offers MTU values to users. The default MTU value is 0 (auto)

6. MPPE (Microsoft Point-to-Point Encryption): Enable this option to add encryption on
transferred and received data packets. Please check with your ISP to see if this feature is
supported or not.

7. IGMP Snooping: Enable or disable IGMP snooping function. If you enable the IGMP
snooping function, this device will detect all IGMP messages exchanged on the link and
will maintain a table indicating for each of the interfaces, what multicast groups should
be forwarded. This simple solution easily prevents multicast flooding on an Ethernet link.

8. WAN IP alias: The device supports 2 WAN IP addresses for a physical interface, one is
for primary connection that provides users/devices in the LAN to access Internet; the
other is a virtual connection that lets remote users to manage this device.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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Wireless WAN — 3G/4G
Click on the “Edit” button for the 3G/4G WAN interface and you can get the detail WAN
settings and then configure the settings as well.

® Internet Connection List

Interface Name Physical Imerface Operation Mode WAN Type Action
WAAR-1 Ethernet 1 Ahways on Static IP
WARN-2 - Disable
WARN-3 LISE 3G/4G Failover IGMAG

® Internet Connection Configuration { WAN - 3 )

ltem Setting
b AAN Type
® 3G/MG WAN Type Configuration
ftem Setting
+ Preferred S Card
ltem Setting
v Dial-up Profile O Auto-detection &) Manual-configuration
v Country [India v|
b Service Provider \Vodamne v|
b AP e | (optionaly
b PIN Code ] toptionap
» Dial Murnber
b Account [ ] tontionad
» Password l:l (Optional)
b Authentication
v Primary DS [ woptionan
» Sacondaty DNS [ optional
r Roaming [] Enahle

m Connection Common Configuration

tem Sefting
¥ Time Schedule (M Always
» MTU [0 | mis Autg)
b MAT Enahble
Enahle

(O DMS Query @) ICMP Checking
[] Loading Check

Check Interval 3 (geconds)
Seconds;
¥ Metwnrk Manitaring CheckTimenut 3 ( )
Latency Threshold 3000 (ms)
Fail Threshold 10 (Times)
Target! D51 N
Target? Mone v
» AN IP Alias [ Enable [10.0.0.1

=

WAN Type: Choose “3G/4G” from the drop list

Dial-up Profile: After you subscribe 3G/4G data service, your operator will provide
some information for you to setup connection, such as APN, dialed number, account, or
password. If you know this information exactly, you can choose “Manual” setting and
type in that information by your own. Otherwise, you can select “Auto-Detection” to let
this gateway detect automatically. Even you choose “Manual’” setting, this gateway will
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show responding information for your reference after you select country and service

provider.

Service Provider: Select the service provider from the drop down list.

PIN Code: Enter the PIN Code for your SIM card.(Optional)

Dial Number: Enter the dial number that is provided by your ISP.

Account/Password: Enter the account / Password that is provided by your ISP(Optional).

Authentication: Choose “auto”, “PAP”, or “CHAP” according to your ISP’s

authentication approach.

8. Primary / Secondary DNS: Enter IP address of Domain Name Server (Optional). You
can keep them in blank, because most ISP will assign them automatically.

9. Time Schedule: This option allows you to limit WAN connection available in a certain
time period. You can select “Always” available or “By Schedule” for connection
method. If you choose “By Schedule” rule, you need to add a new schedule at System ->
Scheduling menu.

10. MTU: MTU refers to Maximum Transmit Unit. Different WAN types of connection will
have different value. You can leave it with 0 (Auto) if you are not sure about this setting.

11. NAT: Check mark this fiels to enable this feature.

N o o~ w

3.1.1.3 Load Balance

This device supports multi-WAN load balance function and more than one WAN interfaces
can access to Internet at a time. The load balance function can help you to manage the
outbound traffics and to maximize the utilization of available bandwidth.

 Physical Interface " Internet Setup EACTUNEIETT

® Configuration

ftem Setting

» Load Balance [] Enable

v Load Balance Strategy

1. Load Balance: Enable or disable the load balance function.

2. Load Balance Strategy: Once you enabled the load balance function, you have to further
configure which strategy is to be applied for load balancing the outbound traffics. There
are three load balance strategies: “By Smart Weight”, “By Priority” and “By User
Policy”.
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By Smart Weight:

" Physical Interface  * Internet Setup R AXETNEIETTN

m Configuration

ftem Setting
» Load Balance Enable
¥ Load Balance Strategy By Smart Weight

If you choose the “By Smart Weight” strategy, no other setting is required. This device will
automatically allocate the outbound traffics to each WAN interface.

By Priority:

_ Physical Interfface " Internet Setup ERARETNEIETTS

m Configuration

ftem Setting
» Load Balance Enable
» Load Balance Strateqy By Priarity L

= Priority Definition

WAN ID Priority (%) Action
WAR - 1 100%

1. Priority: If you choose the “By Priority” strategy, you have to further specify the
outbound traffic percentage for each WAN interface. The load balancing mechanism will
follow these settings to allocate proper traffic for each WAN to access the internet.

By User Policy:

 Physical Interface " Internet Setup S AXFTN:EIETT

m Configuration

ftem

Setting

» Load Balance

Enable

¥ Load Balance Strategy

By User Palicy

®m User Policy List

(1] Source IP Address

Destination IP Address

Destination Port

WAN Interface Enable Actions
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If you choose the “By User Policy” strategy, you have to further create the expected policies one
by one. Click the “add” button to add your load balance policy.

You can manage the outbound traffics flow and the force specific traffics to access Internet
through designated WAN interface. For those traffics not covered in the user policy rules, the
device will allocate the WAN interface by applying “Smart Weight” mechanism simultaneously.

_ Physical Interface " Internet Setup ILANTTN:FIETI
m Configuration
Item Setting
» Load Balance Enable
v Load Balance Strategy By User Policy v

m User Policy List

I Source IP Address Destination IP Address Destination Port WAN Interface Enable Actions
Item Setting
» Source IP Address Any hd
» Destination IP Addrass Any M
» Destination Fort All b
» Protocol Bath
P AR Interface WARN - 1w
» Palicy [ Enable

1. Source IP Address: Enter the expected Source IP Address for the load balance policy. It

can be “Any”, “Subnet”, “IP Range”, or “Single IP”. Just choose one type of the source
IP address, and specify its value as well. If you don’t want to specify a certain source IP
address for this policy, just leave it as “Any”.

2. Destination IP Address: Enter the expected Destination IP Address and / or the Port
number for the load balance policy. It can be “Any”, “Subnet”, “IP Range”, “Single IP”,
or “Domain Name”. Just choose one type of the destination IP address, and specify its
value as well. If you don’t want to specify a certain destination IP address for this policy,
just leave it as “Any”

3. Destination Port: Enter the expected Destination Port number for the load balance policy.
It can be “All”, “Port Range”, “Single Port”, or “Well-known Applications”. Just choose
one type of the destination port, and specify its value as well. If you don’t want to specify
a certain destination port for this policy, just leave it as “All”

4. Protocol: Enter the expected protocol type for the load balance policy. It can be “TCP”,
“UDP”, or “Both”. If you don’t want to specify a certain protocol type for this policy, just
leave it as “Both”

5. WAN Interface: Identify which WAN interface is to be selected for accessing the Internet
if all of above source and destination criteria are matched for the outbound traffics.

6. Policy: Enable or disable this user policy.

35
@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



dGisor . 0GLe105uv user Manual

3.1.2 LAN & VLAN Setup

This device is equipped with four fast Ethernet LAN ports as to connect your local devices
via Ethernet cables. Besides, VLAN function is provided to organize your local networks.

& e Dl

‘ » Ethernet LAN AU
@ Status

. Configuration

@ Basic Network ftem Setting
192.168.123.264
- WAN b LANIP Address
& LAN & VLAN » Subnet Mask 255.255.2550(24) ¥
= IPv6
= NAT / Bridging

= Routing

= Client/ Server ! Proxy

e Advanced Network

6 System

3.1.2.1 Ethernet LAN

Please follow the below mentioned instructions to do IPv4 Network Setup.

b Ethernet LAN [ B /E.0]

ftem Setting
b LAM P Address 192.168.123.254
b Subnet Mask |255.255.255.D (124) v|

1. LAN IP Address: The local IP address of this device. The computer on your network
must use the LAN IP address of this device as their Default Gateway. You can change it if
necessary. It’s also the IP address of web Ul. If you change it, you need to type new IP
address in the browser to see web UI.

2. Subnet Mask: Input your Subnet mask. Subnet mask defines how many clients are
allowed in one network or subnet. The default subnet mask is 255.255.255.0, and it
means maximum 254 IP addresses are allowed in this subnet. However, one of them is
occupied by LAN IP address of this gateway. So there are maximum 253 clients allowed
in LAN network. Hereafter are the available options for subnet mask.
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255.0.0.0 (/8)
255.128.0.0 (/9)
255.192.0.0 (110)
255.224.0.0 (111)
255.240.0.0 (112)
255.248.0.0 (113)
255.252.0.0 (114)
255.254.0.0 (115)
255.255.0.0 (116)
255.255.128.0 (17)
955.255.192.0 (118)
255 255.224.0 (119)
255.255.240.0 (/20)
255 .255.248.0 (/121)
955 255,252 0 (/22)
955 255 254.0 (/23)
255 255,255,128 (/25)
255.255.255.192 (/26)
255 255 255 224 (/27)
255 255 255 240 (/28)
255255255248 (/29)
255 255 255 252 (/30)

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.1.2.2 VLAN

This section provides a brief description of VLANSs and explains how to create, and modify
virtual LANs which are more commonly known as VLANs. AVLAN is a group of ports that
form a logical network under a certain switch or router device. The ports of a VLAN form an
independent traffic domain in which the traffic generated by the nodes remains within the
VLAN.

The VLAN function allows you to divide local network into different “virtual LANS”. In
some cases, ISP may need router to support “VLAN tag” for certain kinds of services (e.g.
IPTV) to work properly.

This Device supports port-based VLAN and tag-based VLAN. You can select either one
operation mode and then configure according to your network configuration.
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3.1.2.2.1 Port-Based VLAN

A port-based VLAN is a group of ports on a Ethernet switch or router that forms a logical
Ethernet segment. There are four LAN ports for this device, so you can have various VLAN
configurations to organize the available LAN ports if required.

P VLAN

" Ethernet LAN

Configuration [Help ]

ftem Setting

Port-hased

» WLAN Type

Port-based VLAN List

Port MATBridge WVLAN ID T TAG DHCP Server Available WAN WAN VID

DHCP 1iEnahle
T92168.123.0024

DHCP 1iEnable
192.168.123.0/24

DHCP 1iEnahle
182.168.123.0024

DHCF 1iEnable
192.168.123.0/24

Faortl MAT 1 H Edi

Port2 MAT 1 H Edi

Port3 MAT 1 H Edi

=
2
= = = = =

Fortd AT 1 b Edi

Port-based VLAN Summary

VLAN IDs Members MAT Bridge DHCP Server Bridged WAN Tx Tag

1 Fortl, Port2, Fort3, Portd MAT DHCR A b

=

o

[ Save ] [ WLAMN Routing Group

By default, all the 4 LAN ports belong to one VLAN, and this VLAN is a NAT type network,
all the local device IP addresses are allocated by DHCP server 1. If you want to divide them

into different VLANS, click on the “Edit” button related to each port.

=

no

w

>

o

Type: Select “NAT” or “Bridge” to identify if the packets are directly bridged to the
WAN port or processed by NAT mechanism.

VLANID: Specify a VLAN identifier for this port. The ports with the same VID are in
the same VLAN.

Tx TAG: If ISP requests a “VLAN Tag” with your outgoing data, please check the
checkbox of “Tx TAG”.

DHCP Server: Specify a DHCP server for the configuring VLAN. This device provides
up to 4 DHCP servers to serve the DHCP requests from different VLANS.

WAN VID: The VLAN Tag ID that comes from the ISP service. For NAT type VLAN, no
WAN VLAN tag is allowed, and the value is forced to “0”; For Bridge type VLAN, You
have to specify the VLAN Tag value that is provided by your ISP.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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3.1.2.2.2 Tag-Based VLAN

The second type of VLAN is the tag-based VLAN. VLAN membership in a tagged VLAN is
determined by information within the frames that are received on a port. This differs from a
port-based VLAN, where the port VIDs assigned to the ports determine VLAN membership
When the device receives a frame with a VLAN tag, referred to as a tagged frame, the device
forwards the frame only to those ports that share the same VID.

~ Ethernet LAN ERA"/W.\]

Configuration [Help ]
ftem Setting
» WLAM Type
Tag-based VLAN List Delete
VLAN ID Internet Port DHCP Server Actions
Mone 1#]2 37 4 DHCP 1

Tag-based VLAN Summary
Paort WLAN IDs

Port

Port2
Porn3
Portd

By default, all the LAN ports and virtual APs belong to one VLAN, and this VLAN ID is

forced to “1”. It is a special tag based VLAN for device to operate, there is no tag required
for this default VLAN ID.

If you want to configure your own tag-based VLANS, click on the “Edit” checkbox on a new
VLAN ID row.

1. VLAN ID: Specify a VLAN tag for this VLAN group. The ports with the same VID are
in the same VLAN.

Internet: Specify whether this VLAN can access Internet or not. If it is checked, all the
packets will be un-tagged before it is forwarded to Internet, and all the packets from
Internet will be tagged with the VLAN ID before it is forwarded that the destination
belongs to this configuring VLAN group.

Port 1 ~ Port 4: Specify whether it belongs to the VLAN group or not. You just have to
check the checkbox of the selected ports.

DHCP Server: Specify a DHCP server for the configuring VLAN. This device provides
up to 4 DHCP servers to serve the DHCP requests from different VLANS.

no

w

>

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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3.1.3 IPv6 Setup

The growth of the Internet has created a need for more addresses than are possible with IPv4. IPv6
(Internet Protocol version 6) is a version of the Internet Protocol (IP) intended to succeed IPv4,
which is the protocol currently used to direct almost all Internet traffic. IPv6 also implements
additional features not present in IPv4. It simplifies aspects of address assignment (stateless
address auto-configuration), network renumbering and router announcements when changing
Internet connectivity providers. This router supports various types of IPv6 connection (Static IPv6
/ DHCPV6 / PPPOE / 6 to 4 / IPv6 in IPv4 tunnel). Please ask your ISP what type of IPv6 is
supported before you proceed with IPv6 setup.

3.1.3.1 Static IPv6

@ Wizard

. » Configuration

@ Status

- m IPvE Configuration [Help ]
@ Basic Network ftem Setting

Enable

Static IPvE

b Py

= WAN

= LAN & VLAN ¥ AR Connection Type

o IFss m Stalic IPv6 WAN Type Configuration
= NAT / Bridging

v IPYE Address | |
“ Routing

+ Subnet Prefix Length l:l
= Client ! Server / Proxy

¥ Default Gateway [ |
g Advanced Network v Primary DNS [ |
@ et » Secondary DNS [ |

ystem

. » MLD Snooping [ Enanle

= WAN Connection Options

[] Enahkle AFTR IFvE Address DCynamic

» DE-Lite

m LAN Configuration

v Glohal Address [ | 164

¥ Link-local Address

m Address Auto-configuration

+ Auto-configuration

Enable

+ Auto-configuration Type

Stateless »

y Router Advertisernent Lifetime

(seconds)

When “Static IPv6” is selected you need to do the following settings:

WAN IPv6 address settings:

1. IPv6 address: Enter the IPv6 address here; IPv6 addresses have a size of 128 bits.
Therefore, IPv6 has a vastly enlarged address space compared to IPv4. An example of an

IPv6 address is

“2001:0db8:85a3:0000:0000:8a2e:0370:7334”
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2.

Subnet Prefix Length: Enter the Prefix length of the Subnet Mask here; The subnet
mask was the forerunner of the modern IP address prefix length. For example a subnet
mask of 255.255.255.0 conveys exactly the same information as a prefix length of /24, a
subnet mask of 255.255.255.240 is equivalent to a prefix length of /28.
Default Gateway: Enter the Default Gateway address here; A default gateway is the node
on the computer network that the network software uses when an IP address does not
match any other routes in the routing table.
Primary / Secondary DNS: You may select to obtain DNS server address automatically
or use following DNS address. You may add IPv6 address Primary DNS address and
secondary DNS address.
MLD Snooping: Multicast Listener Discovery (MLD) is a component of the Internet
Protocol Version 6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast
listeners on a directly attached link, much like IGMP is used in IPv4.
Ds-Lite: Dual-Stack Lite (DS-Lite, allows a service provider to share existing IPv4
address space and support both IPv6 and IPv4 clients utilizing an IPv6 infrastructure.
This allows for preservation of the IPv4 address space by reclaiming addresses from the
access network as it migrates to IPv6, and sharing the existing IPv4 addresses among its
customer base. Unlike other migration strategies, DS-Lite combines both tunneling and
network address translation technologies, and decouples the service provider's access
network from the public internet. These features can simplify the migration to IPv6 by
allowing incremental IPv6 deployment within the service provider's network while
continuing to support legacy IPv4 clients.

Global Address: is assigned to a computer or modem by an internet service

provider and can be communicated with from anywhere on the internet. Global IP
addresses are unique and assigned only to a single computer or device.

Link local address: A link-local address is a network address that is valid only for
communications within the network segment (link) or the broadcast domain that the host
is connected to.

Address auto configuration settings:

7.
8.
9.

Auto-configuration: Disable or enable this auto configuration setting.
Auto-configuration type: You may set stateless or stateful (Dynamic IPv6).

Router advertisement Lifetime: You can set the time for the period that the router sends
(broadcast) its router advertisement. Each router periodically multicasts a Router
Advertisement from each of its multicast interfaces, announcing the IP address(es) of that
interface. Hosts discover the addresses of their neighboring routers simply by listening
for advertisements. When a host attached to a multicast link starts up, it may multicast a
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Router Solicitation to ask for immediate advertisements, rather than waiting for the next
periodic ones to arrive; if and only if no advertisements are forthcoming, the host may
retransmit the solicitation a small number of times, but then must desist from sending any
more solicitations. Any routers that subsequently start up, or that were not discovered
because of packet loss or temporary link partitioning, are eventually discovered by
reception of their periodic (unsolicited) advertisements.

3.1.3.2 DHCP v6

tem Setting
L} Enable
b WWAN Connection Type
b DS (% From Server () Specific DMNS
» Primary DNG \ |
+ Secondary DNE ‘ |
b MLD Shooping [] Enable

WAN Connection Options

b DS-Lite []Enable AFTRIPvGAddress  Static [ ] . Dynamic

® LAN Configuration

b Global Address

b Link-local Address

Address Auto-configuration

b Auto-configuration Enable
b Auto-configuration Type Stateless
, Router Advertiserment Lifetime (seconds)

When “DHCPV6” is selected you need to do the following settings:

1. IPv6 DNS (WAN IPv6 address) settings: You may select to obtain DNS server address
automatically or use following DNS address. You may add IPv6 address Primary DNS
address and secondary DNS address.

LAN IPv6 address settings: Please enter “LAN IPv6 address” and ignore the “LAN
IPv6 Link-Local address”.

N
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Address auto configuration settings:

3.
4.
5.

Auto-configuration: Disable or enable this auto configuration setting.
Auto-configuration type: You may set stateless or stateful (Dynamic IPv6).

Router advertisement Lifetime: You can set the time for the period that the router sends
(broadcast) its router advertisement. Each router periodically multicasts a Router
Advertisement from each of its multicast interfaces, announcing the IP address(es) of that
interface. Hosts discover the addresses of their neighboring routers simply by listening
for advertisements. When a host attached to a multicast link starts up, it may multicast a
Router Solicitation to ask for immediate advertisements, rather than waiting for the next
periodic ones to arrive; if and only if no advertisements are forthcoming, the host may
retransmit the solicitation a small number of times, but then must desist from sending any
more solicitations. Any routers that subsequently start up, or that were not discovered
because of packet loss or temporary link partitioning, are eventually discovered by
reception of their periodic (unsolicited) advertisements.

3.1.3.3 PPPoOEV6

IPv6 Configuration

ftem

Setting

[Help ]

b IPvE

Enable

¥ WAR Cannection Type

FFFOEvE

PPPoEvt WAN Type Configuration

¥ Account

v Password

b Senice Mame

v Connection Control

Auto-reconnect (Always ond

» WTL

L]

¥ WMLD Snooping

[] Enable

LAN Configuration

v Glohal Address

b Link-local Address

Address Auto-configuration

v Auto-configuration Enable
v Auto-configuration Type Stateless

y Router Advertisement Lifetime

(seconds)
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When “PPPoE” is selected you need to do the following settings:
WAN IPv6 address settings:

1.

ok~ D

Account: Enter the Username that you got from your ISP

Password: Enter the Password that you got from your ISP

Service Name: Enter the Service Name that you got from your ISP

Connection Control: Leave the setting as “Auto Reconnect (always-on)”

MTU (Maximum Transmission Unit): Most ISP offers MTU value to users. The default
MTU value is 0 (auto).

MLD Snooping: Multicast Listener Discovery (MLD) is a component of the Internet
Protocol Version 6 (IPv6) suite. MLD is used by IPv6 routers for discovering multicast
listeners on a directly attached link, much like IGMP is used in IPv4.

LAN IPv6 address settings: Please enter “LAN IPv6 address” and ignore the “LAN
IPv6 Link-Local address”.

Address auto configuration settings:

8.
9.

Auto-configuration: Disable or enable this auto configuration setting.
Auto-configuration type: You may set stateless or stateful (Dynamic IPv6).

10. Router advertisement Lifetime: You can set the time for the period that the router send

(broadcast) its router advertisement. Each router periodically multicasts a Router
Advertisement from each of its multicast interfaces, announcing the IP address(es) of that
interface. Hosts discover the addresses of their neighboring routers simply by listening
for advertisements. When a host attached to a multicast link starts up, it may multicast a
Router Solicitation to ask for immediate advertisements, rather than waiting for the next
periodic ones to arrive; if and only if no advertisements are forthcoming, the host may
retransmit the solicitation a small number of times, but then must desist from sending any
more solicitations. Any routers that subsequently start up, or that were not discovered
because of packet loss or temporary link partitioning, are eventually discovered by
reception of their periodic (unsolicited) advertisements.
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3.1.346to 4

b Configuration

m IPv6 Configuration

ftem

[Help ]

Setting

L]

Enahle

¥ AN Connection Type

m 6tod WAN Type Configuration

b G104 Address

¥ Frimary DMNS

¥ Secondary DNS

¥ MLD Snooping

[] Enable

= LAN Configuration

v Glohal Address

2002:0°0: |:| 1

¥ Link-local Address

® Address Auto-configuration

¥ Auto-canfiguration

Enable

¥ Auto-configuration Type

Stateless w

y Router Advertiserment Lifetime

(seconds)

When “6 to 4” IPV6 is selected you need to do the following settings:

1. 6 to 4 Settings: You may obtain IPv6 DNS automatically or set DNS address manually
for Primary DNS address and secondary DNS address.

2. LAN IPv6 address settings: Enter “LAN IPv6 address” and “LAN IPv6 Link-Local

address”.

3. Address auto configuration settings: Disable or enable this auto configuration setting.
You may set stateless or stateful (Dynamic IPv6), and also check if you need to send
Router advertisement messages periodically.

45

@ 1800-209-3444 (Toll Free)

B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



PIGISOL

DG-LB1054UV User Manual

3.1.3.5 IPv6in IPv4 Tunnel

P Configuration

m IPv6 Configuration

ftem

Setting

[Help ]

b IPVE

Enahle

» AN Connection Type

® 6ind WAN Type Configuration

v Remote IPvd Address

v Local IPvd Address 0.0.0.0

» Local IPv6 Address | | B4
» Primary DNS [ |

» Secondary DMS [ |

» MLD Snooping [] Enable

® LAN Configuration

v Glohal Address

|.l’64

b Link-local Address

® Address Auto-configuration

¥ Auto-configuration

Enahle

v Auto-configuration Type

Stateless »

y Router Advertisement Lifetime

(seconds)

When “IPv6 in IPv4 Tunnel” is selected you need to do the following settings:

1.

2.
3.

IPv6 in IPv4 Tunnel Settings: you may add remote / local IPv4 address and local IPv6
address, then set DNS address manually for Primary DNS address and secondary DNS
address.

LAN IPv6 address setting: LAN IPv6 address and LAN IPv6 Link-Local address.
Address auto configuration setting: Disable or enable this auto configuration setting.
You may set stateless or stateful (Dynamic IPv6), and also check if need to send Router
advertisement messages periodically.
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3.1.4 NAT/Bridging

3.1.4.1 NAT Loopback

§ Wizard "
Q ~ Virtual Server & Virtual Computer  ~ Special AP & ALG DMZ
® s
@ Basic Network kem Setting
b MAT Lonpback Enable
= WAN
61 LAN VLA

= IPvG
@ NAT / Bridging
 Routing

« Client/ Server / Proxy

o Advanced Network

@ Systemn

Allows you to access the WAN IP address from inside your local network. This is useful
when you run a server inside your network. For an example, if you set a mail server at LAN
side, your local devices can access this mail server through gateway’s WAN IP address. You
don’t need to change the IP address of mail server no matter you are at local side or go out.
This is useful when you run a server inside your network.

3.1.4.2 Virtual Server

This device’s NAT firewall filters out unrecognized packets to protect your Intranet, so all
hosts behind this device are invisible to the outside world. If you wish, you can make some of
them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be redirected to
the computer specified by the Server IP. Virtual Server can work with Scheduling Rules,
and give users more flexibility on Access control. For the details, please refer to Scheduling
Rule.
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 Configuration b Virtual Server & Virtual Computer
Virtual Server Rule Configuration

ftem Setting

" Special AP & ALG ~ ~ DMZ

[User-defined Senice ~| | |

[ ]
L]

¥ Public Port

» Server P

v Private Port

[] Enahle

¥ Protocol

¥ Time Schedule

» Rule

For example, if you have an FTP server (Service port 21) at 192.168.123.1, a Web serverl
(Service port 80) at 192.168.123.2, a Web server2 (Service Port 8080 and Private port 80)
at 192.168.123.3, and a VPN server at 192.168.123.6, then you need to specify the
following virtual server mapping table

Service Port Private Port Server IP Enable
21 192.168.123.1 \
80 192.168.123.2 \%
8080 80 192.168.123.3 v
1723 192.168.123.6 \

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.1.4.3 Virtual Computers

Virtual Computer List

(1] Global IP Local IP Enable Actions
Virtual Computer Rule Configuration [Help]
Global IP Local IP Enable
[ ] [ 1] O

Virtual Computer enables you to use the original NAT feature, and allows you to setup the
one-to-one mapping of multiple global IP address and local IP address.

1. Global IP: Enter the global IP address assigned by your ISP.
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2. Local IP: Enter the local IP address of your LAN PC corresponding to the global IP
address.
3. Enable: Check this item to enable the Virtual Computer feature.

3.1.4.4 Special AP

Some applications require multiple connections, like Internet games, Video conferencing,
Internet telephony, etc. Because of the firewall function, these applications cannot work with
a pure NAT router. The Special Applications feature allows some of these applications to
work with this product. If the mechanism of Special Applications fails to make an application
work, try setting your computer as the DMZ host instead.

" Configuration ~ VWirtual Server & Virtual Computer LTINS 1HE

m Configuration

Item Setting

b ALG SIP ALG [7] Enable

m Special AP List k] Delete

(1] Trigger Port Incoming Ports Time Schedule Enable Actions
Special AP Rule Configuration [Help]
ftem Setting
» Trigger For Port: [ ] Popular pplcetins:
¥ Incoming Ports | |
» Time Schedule (0) Alweays »
» Rule O

This device provides some predefined settings. Select your application and click “Copy to”

to add the predefined setting to your list.

1. Trigger Port: The outbound port number issued by the application.

2. Incoming Ports: When the trigger packet is detected, the inbound packets sent to the
specified port numbers are allowed to pass through the firewall.

3. Time Schedule: Each special AP setting can be turned off according to the schedule rule
you specified. By default, it is always turned on when the rule is enabled.

Afterwards, Click on “Save” to store your settings or click “Undo” to give up the changes.
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@ Wizard £ £ R
- Configuration Virtual Server & Virtual Computer " Special AP & ALG IV V4
Basic Network Item Setting
» DMZ IP Address of DMZHost: [ | []Enable
= WAN
¥ Relay DHCP Relay [ Enable
= LAN & VLAN
—

@ NAT / Bridging

“ Routing

= Client/ Server/ Proxy

g Advanced Network

@ System

DMZ (DeMilitarized Zone) Host is a host without the protection of firewall. It allows a
computer to be exposed to unrestricted 2-way communication for Internet games, Video
conferencing, Internet telephony and other special applications. Otherwise, if specific
application is blocked by NAT mechanism, you can indicate the LAN computer as a DMZ
host to solve this problem.

NOTE: This feature should be used only when needed.
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3.1.5 Routing Setup

If you have more than one routers and subnets, you will need to enable routing function to allow
packets to find proper routing path and allow different subnets to communicate with each other.

" Dynamic Routing  ~ Routing Information

Configuration [Help ]
Basic Network ftem Setting
N i i Enahle
- WAN Static Routing ]
“ LAN & VLAN Static Routing Rule List [N [EEIERR
= IPvE [} Destination IP Subnet Mask Gateway Interface Metric Enable Actions
= NAT / Bridging
@ Routing

= Client/! Server / Proxy

G Advanced Network

@ System

3.1.5.1 Static Routing

" Dynamic Routing

Static Routing Rule Configuration

" Routing Information

ftem Setting
¥ Destination P l:l
» Subnet Mask l:l
b Gateway IP l:l
b Interface
F etric I:l
» Rule [] Enable

For static routing, you can specify up to 32 routing rules. The routing rules allow you to

determine which physical interface addresses are utilized for outgoing IP datagrams. You can

enter the destination IP address, subnet mask, gateway and hop for each routing rule, and

then enable or disable the rule by checking or un-checking the Enable checkbox.

1. Destination: Enter the subnet network of routed destination.

2. Subnet Mask: Input your Subnet mask. Subnet mask defines the range of IP address in
destination network.

3. Gateway IP: The IP address of gateway that you want to route for this destination
subnet network. The assigned gateway needs in the same subnet of LAN side or WAN
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side.
4.  Metric: The number of router/gateway between this device and assigned gateway.
I Destination IP Subnet Mask Gateway Interface Metric Enable Actions
1 10.10.100 2552552550 192.168.123.254 Auta 1 O Select

With above example, every packet goes to IP addresses 10.10.10.1~10.10.10.254 will be sent

to 192.168.123.250 first.

3.1.5.2 Dynamic Routing

The feature of static route is for you to maintain routing table manually. In addition, this
gateway also supports dynamic routing protocol, such as RIPv1/RIPv2, OSPF, BGP for you
to establish routing table automatically. The feature of dynamic routing will be very useful
when there are lots of subnets in your network. Generally speaking, RIP is suitable for small
network. OSPF is more suitable for medium network. BGP is more used for big network

infrastructure.
" Static Routing " Routing Information
em Setting
e

tem

Setting

OSPF Configuration

» OSPF

Enakle

¥ Backbone Subnet

L 1

OSPF Area List

Area Subnet ArealD Enable

Actions

BGP Configuration

tem

Setting

» BGP

Enakle

b SelflD

L 1

Neighbor ID Enable

Actions

BGP Neighbor Configuration

tem

Setting

» Meighbar IP

L 1

¥ Meighbor 1D

L1

» Meighhbor

[] Enable

1. RIP: Routing Information Protocol (RIP) will exchange information about destinations
for computing routes throughout the network. Please select RIPv2 only if you have
different subnets in your network. Otherwise, please select RIPv1 if you need this
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protocol.

2. OSPF: OSPF is an interior gateway protocol that routes Internet Protocol (IP) packets
solely within a single routing domain (autonomous system). It gathers link state
information from available routers and constructs a topology map of the network. The
topology determines the routing table presented to the Internet Layer which makes
routing decisions based solely on the destination IP address found in IP packets.

0SPF Configuration

ftem Setting

» OSPF Enable

¥ Backhone Subnet l:l
OSPF Area List

(1] Area Subnet Area ID Enable Actions

You can enable the OSPF routing function by clicking on the “Setting” button and fill in
the corresponding setting for your OSPF routing configuration. When you finished
setting, click on “Save” to store your settings or click “Undo” to give up the changes.

3. BGP: Border Gateway Protocol (BGP) is the protocol backing the core routing decisions
on the Internet. It maintains a table of IP networks or 'prefixes' which designate network
reach-ability among autonomous systems (AS). It is described as a path vector protocol.
BGP does not use traditional Interior Gateway Protocol (IGP) metrics, but makes routing
decisions based on path, network policies and/or rule-sets. For this reason, it is more
appropriately termed a reach-ability protocol rather than routing protocol.

BGP Configuration

Item Setting

v BGF Enable

b SeifD L
BGP Neighbor List

(1] HMeighbor IP Neighbor ID Enable Actions

BGP Neighbor Configuration

tem Setting
» Neighbor IP L ]
b Neighbor ID L ]
¥ Meighbor [[] Enable
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You can enable the BGP routing function by clicking on the “Setting” button and fill in the
corresponding setting for your BGP routing configuration. When you finished setting, click on
“Save” to store your settings or click “Undo” to give up the changes.

3.1.5.3 Routing Information

A routing table, or routing information base (RIB), is a data table stored in a router or a
networked computer that lists the routes to particular network destinations, and in some cases,
metrics (distances) associated with those routes. The routing table contains information about
the topology of the network immediately around it.

This page displays the routing table maintained by this device. It is generated according to
your network configuration.

3.1.6 Client/Server/Proxy

@ Wizard )
P Dynamic DNS * DHCP Server

@ Status
hl Pre-defined Domain Name List
@ Basic Network Domain Name IP Address Definition Enable Actions
= WAN -

m Dynamic DNS [Help ]
= LAN & VLAN

ftem Setting
= IPv6
Enahle
= NAT/ Bridging » DDA g
: b Frovider [CyaDNS ora(Dynaric) (4]
= Routing
= . . » Host Mame | |

@ Client/ Server / Proxy

» Usemame J E-mail [ |
0 Advanced Network b Password / Key | |
@ sren

3.1.6.1 Dynamic DNS

How does user access your server if your WAN IP address changes all the time? One way is
to register a new domain name, and maintain your own DNS server. Another simpler way is
to apply a domain name to 3-party DDNS service provider. It can be free or charged.

To host your server on a changing IP address, you have to use dynamic domain name service
(DDNS). Therefore, anyone wishing to reach your host only needs to know the name of it.
Dynamic DNS will map the name of your host to your current IP address, which changes
each time you connect your Internet service provider.

Before you enable Dynamic DNS, you need to register an account on one of these Dynamic
DNS servers that we list in Provider field.
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AU S DHCP Senver

Pre-defined Domain Name List

Dromain Name IP Address Definition Enable Actions
Dynamic DNS [Help]
Item Setting
¥ DOMS Enahle
v Provider CynDMS. org{Dynamic)
¥ HostMame | |
v Usermame I E-mail | |
¥ Password ! Key | |

DDNS: Select enable if you would like to trigger this function.
Provider: The DDNS provider supports service for you to bind your IP(even private IP)
with a certain Domain name. You could choose your favorite provider.
3. Host Name: Register a domain name to the DDNS provider. The full domain name is
concatenated with hostname(you specify) and a suffix(DDNS provider specifies).
4. Username/E-mail: Input username or E-mail based on the DDNS provider you select.
5. Password/Key: Input password or key based on the DDNS provider you select.
Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.1.6.2 DHCP Server

@ Wizard
< BOLLEL AL ES P DHCP Server

@ Status
) DHCP Server List UL [ G

) Basic Network DHCP Server ) Lease | Domain | Primary | Secondary | Primary | Secondary Server :
Name LANIP Address | Subnet Mask IP Poal Time Name DNS DNS WINS Wi~ |Gateway| ploie | Actions

192.168.123.100-

193188 12370 | BB400 0000 | 0000 0.0.0.0 0000 | 0000

= WAN DHCR 1 192168123 254|256 266 2860

= LAN & VLAN

<P
= NAT / Bridging

= Routing

@ Client/ Server / Proxy

0 Advanced Network

@ System

1. DHCP Server: Choose DHCP Server to Enable. If you enable the DHCP Server function,
this gateway will assign IP address to LAN computers or devices through DHCP protocol.
This device provides up to 4 DHCP servers to serve the DHCP requests from different
VLANS.

2. LAN IP Address: Specify the local IP address of the enabled DHCP Server. It’s the LAN
IP address of this gateway. Normally, this IP address will be also the default gateway of local
computers and devices.
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3. Subnet Mask: Input your Subnet mask. Subnet mask defines how many clients are
allowed in one network or subnet. The default subnet mask is 255.255.255.0, and it means
maximum 254 IP addresses are allowed in this subnet. However, one of them is occupied by
LAN IP address of this gateway, so there are maximum 253 clients allowed in LAN network.
Hereafter are the available options for subnet mask.

255.0.0.0 (18)
255.128.0.0 (/9)
255.192.0.0 (10)
2585.224.0.0 (11)
255.240.0.0 (12)
255.248.0.0 (N3)
255.252.0.0 (N4)
255.254.0.0 (15)
255.255.0.0 (16)
255.255.128.0 (1N7)
255.256.192.0 (18)
2552552240 (19)
255.255.240.0 (#20)
255.255.248.0 (/21)
2585.256.252.0 (/22)
255.255.254.0 (/23)
255.255.255.128 (/25)
255.255.255.192 (/26)
255.255.255.224 (127)
255256256240 (128)
255256256248 (/29)
255255256252 (130)

4. IP Pool Starting / Ending Address: Whenever there is a request, the DHCP server will

automatically allocate an unused IP address from the IP address pool to the requesting

computer. You must specify the starting / ending address of the IP address pool. Please note

the number of IP addresses in this IP pool must be less than the maximum number of subnet

network as per the subnet mask you set.

5. Lease Time: DHCP lease time to the DHCP client.

6. Domain Name: Optional, this information will be passed to the clients.

7. Primary DNS/Secondary DNS: Optional. This feature allows you to assign a DNS
Server.

8. Primary WINS/Secondary WINS: Optional. This feature allows you to assign a WINS
Server.

9. Gateway: Optional. Gateway address would be the IP address of an alternate Gateway.

This function enables you to assign another gateway to your local computer when DHCP

server offers IP address. For an example, this gateway will assign IP address to local

computers, but local computers will go to Internet through another gateway.

Click on “Add” and the following screen will appear.
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R TLET T B DHCP Server

ftem Setting
¥ DHCP Server Mame DHCP 2
b LAN IP Address 192.168.2.2594
» Subnet Mask [255.0.0.0 ¢y v

Starting Address: |:|

» [P Pecl Ending Address: [ |
» Lease Time seconds

¥ Domain Name |:|

» Primary DS ]

v Secondary DNS I:I

» Primary WiING ]

¥ Secondary WINS |:|

b Sener [] Enable

Press “Fixed Mapping” and you can specify a certain IP address for designated local device
(MAC address), so that the DHCP Server will reserve the special IP for designated devices.
For internal servers, you can use this feature to ensure each of them receives same IP address

all the time.

T EL LS P DHCP Server

DHGP clients | 192.168.123.100 (savina) v | D
1] MAC Address IP Address Enable
1 L 1 L 1 O
2 [ 1 [ 1 O
3 L 1 L 1 O
4 [ 1] [ 1 O
5 L 1 L 1 O
; [ [ ] O
7 L 1 L 1 O
g L 1 [ 1 O
B | 1 0
10 ] ] 0
[ Mext== ] [ Save ] [ Unda ] [ Elack]
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3.2 Advanced Network

This device also supports many advanced network features, such as Firewall, QoS, VPN Security,
Redundancy and Management. You can finish those configurations in this section.

@ Wizard m Advanced Network

Status * Firewall
Basic Network

The firewall functions include Packet Filters, URL Blocking, Web Content Filters, MAC Control, Application Filters, IPS and Cptions

- Packet Filters : Allows you to control access to a netwark by analyzing the incoming and outgoing packets and letthem pass or halting them based on

@ P — the IP address ofthe source and destination
A - URL Blocking : URL Blocking will block LAN users to browse pre-defined websites

m - Web Content Filters : Web Content filter can block files with the specific extension, like "exe’, "bat' (applications), 'mpeg’ (viden), and Scripts Type, like
- QoS & BWM Java Applet, Java Scripts, cookies, Active X,
- VPN - MAC Address Contral : MAC Address Contral allows you to assign different access rule for diferent users

- Application Filters : Application Filter can categorize Internet Protocol packets based on their application layer data and allow or deny their passing of
- Redundancy 44 RR g 4 44 'y ¥ 2 It}

gatewsay. This function depends on model
- System Management
- IPS:IFS (ntrusion Prevention Systems) are netwark security appliances that monitor neteork andior system activities for malicious activity, The main
= Certificate
functions of IP3 are to identify malicious activity, log information about this activity, atternpt to blockistop it and reportit

@ Systern - Options : Provide 4 mare firewall options for system operation. They include the stealth mode enable, SPIenable, discard ping from WAN and remote

administratar host,

3.2.1 Firewall

The firewall functions include Packet Filters, URL Blocking, Web Content Filter, MAC Control,
Application Filters, IPS and Options.

Co Packet Filters  ~ URL Blocking  * Web Content Filters  * MAC Control  ° Application Filters " IPS " Options
. Basic Network Item Setting

¥ Firewall [] Enahble
0 Advanced Network

@ Firewall

= QoS & BWM
= VPN

= Redundancy
= Systemn Management
= Certificate

@ System
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3.2.1.1 Packet Filters

Packet Filters include both outbound filter and inbound filter. And they have the same way
to setting. It enables you to control what packets are allowed to pass the router. Outbound
filter applies on all outbound packets. However, inbound filter applies on packets that are
destined to virtual servers or DMZ host only. You can select one of the two filtering policies:

1. Allow all to pass except those that match the specified rules.
2. Deny all to pass except those that match the specified rules.

~ Configuration JAETCESIICIEN — URL Blocking ~ Web Content Filters ~ MAC Control  ~ Application Filters IPS  Options

ftem Setting
» Packet Filters Enable
¥ Black List/White List |AIIOW all to pass except those match the following rules.
v Log Alert [] Enable

m Packet Filter List

From To
Interface | Interface Port Schedule

(1] Rule Name Source IP Destination IP Destination Protocol Time Enable Actions

[ Save ] [ Undo ] [ MAC Level ]

Packet Filters: Check if you want to enable Packet Filter function.
Black List / White List: Select one of the two filtering policies for the defined rules.
Black List - Allow all to pass except those that match the specified rules.
White List - Deny all to pass except those that match the specified rules

3. Log Alert: Enable Log Alert will record events that are blocked by these rules.

Rule Definition:

You can enter the Source IP, destination IP / Port, Protocol, and Schedule settings for

each packet filter rule, and then enable or disable the rule by checking or un-checking the

Enable checkbox.

4. Source IP: Specify the source IP range for the rule. You can define a single IP address
(4.3.2.1) or arange of IP addresses (4.3.2.20~30). An empty implies all IP addresses.

5. Destination IP / Destination Ports: Specify the Destination IP and Port range for the
rule. You can define a single IP address (4.3.2.1) or a range of IP addresses (4.3.2.20~30).
An empty implies all IP addresses. For destination port, you can define a single port (80)
or a range of ports (1000-1999). An empty implies all port addresses.

6. Protocol: Specify which packet protocol is to be filtered. It can be TCP, UDP, or Both.

7. Time Schedule: The rule can be turned off according to the schedule rule you specified,
and give user more flexibility on access control. By default, it is always turned on when
the rule is enabled. For more details, please refer to the System -> Scheduling menu.
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8. Enable: Check if you want to enable the rule. Each rule can be enabled or disabled
individually.

9. Actions: Click on the “Reset” button to clear the existing settings for the specified rule,
and you can easily delete or overwrite a rule with new rule settings.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.2.1.2 URL Blocking

URL Blocking will block the web containing pre-defined key words. This feature can both
filter domain input suffix (like .com or .org, etc) and a keyword “bct” or “mpe”.

"~ Configuration  * Packet Filters i ~Web Content Filters  ~ MAC Control  * Application Filters " IPS  ° Options
ftem Setting
v URL Blocking Enable
¥ Black Listrihite List |AIIOW all to pass except those match the following rules.
b Log Alert [] Enable
v Invalid Access Web Redirection [] Enahle

m URL Blocking Rule List
(1} Rule Hame URL / Domain Name / Keyword Destination Port Time Schedule Enable Actions

1. URL Blocking: Check if you want to enable URL Blocking.
Black List / White List: Select one of the two filtering policies for the defined rules.
Black List - Allow all to pass except those that match the specified rules.
White List - Deny all to pass except those that match the specified rules

3. LogAlert: Enable Log Alert will record events that are blocked by these rules.

4. Invalid Access Web Redirection: Users will see a specific web page to know their
access is blocked by rule.

Click on “Add”. The following screen will appear.

~ Configuration  ° Packet Filters [V OTR GTTY "~ Web Content Filters  ~ MAC Control  ~ Application Filters “IPS Options
ftem Setting
» Rule Mame Rulel

» LRL T Domain Mame [ Kewword

v Destination Part I:I - |:|
» Time Schedule
+ Rule [] Enable
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5. Rule Name: Give an appropriate name to the rule.

6. URL/Domain Name/Keyword: If any part of the Website's URL matches the
pre-defined word, the connection will be blocked. You can enter up to 10 pre-defined
words in a rule and each URL keyword is separated by ",", e.g., “abc, bt, org”; In addition
to URL keywords, it can also block the designated domain name, like “www.xxx.com®,
“www.123aaa.org, mma.com”.

7. Destination Port: Enter the destination port.

8. Time Schedule: The rule can be turn off according to the schedule rule you specified,
and give user more flexibility on access control. By default, it is always turned on when
the rule is enabled. For more details, please refer to the System -> Scheduling menu.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.2.1.3 Web Content Filter

Web Content filter can block files with the specific extension, like ".exe", ".bat"
(applications), "mpeg” (video) and Scripts Type, like Java Applet, Java Scripts, cookies,
Active X.

" Configuration  ~ Packet Filters  ~ URL Blocking BLAVE'NSTNCIASICIEE ~ MAC Control " Application Filters ' IPS Options

ftem Setting
» Wieh Content Filters Enahle
v Popular File Extension List [J Cookie  []Java [ Activex
v LogAlert [] Enahle

Web Content Filter List

(1] Rule Name User-defined File Extension List Time Schedule Enable Actions

Web Content Filter Configuration

Rule Hame User-defined File Extension List (Use ; to Concatenate) Time Schedule Enable
| | O

1. Web Content Filters: Check if you want to enable Web Content Filter.
Popular File Extension List: Check which extension types, Cookie, Java, ActiveX, are
to be blocked

3. User-defined File Extension List: You can enter up to 10 file extensions in a rule to be
blocked.

4. Time Schedule: The rule can be turned off according to the schedule rule you specified,
and give user more flexibility on access control. By default, it is always turned on when
the rule is enabled. For more details, please refer to the System -> Scheduling menu.
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5. Enable: Check if you want to enable the rule. Each rule can be enabled or disabled
individually.
Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

3.2.1.4 MAC Control

MAC Control allows you to assign different access rights for different users based on
device’s MAC address.

@ Wizard  Configuration " Packet Filters URL Blocking ~Web Content Filters ~ Application Filters "~ IPS " Options
@
Basic Network ftem Setting

: b MAC Caontral Enahle

g Advanced Network ¥ Black ListiWhite List |AIIUW all to pass except those mateh the following rules. V\
¥ Log Alert [ Enable

~ QoS & BWM » Known MAG from LAN PG List

= VPN

* Redundancy MAC Control Rule List

= System Management 1] Rule Name MAC Address Time Schedule Enable Actions

= Certificate

.

@ System -

g Rule Name MAC Adidress {Use :to Compose) Time Schedule Enable

ot [l | O

1. MAC Control: Check “Enable” to enable the “MAC Control”. All of the settings in this
page will take effect only when “Enable” is checked.

2. Black List / White List: Select one of the two filtering policies for the defined rules.
Black List - Allow all to pass except those that match the specified rules.

White List - Deny all to pass except those that match the specified rules.

3. LogAlert: Enable Log Alert will record events that are blocked by these rules.

4. Known MAC from LAN PC List: You can see all of connected clients from this list,
and copy their MAC address to the control table below.

5. MAC Address: Input the MAC address of local device. You can input manually or copy
it from Known MAC from LAN PC List. Please note the format of MAC address is like
EXXEXXEXXEXXEXXEXX, “X” 1S a hexadecimal digit.

6. Time Schedule: The rule can be turn off according to the schedule rule you specified,
and give user more flexibility on access control. By default, it is always turned on when
the rule is enabled. For more details, please refer to the System -> Scheduling menu.

7. Enable: Check if you want to enable the rule. Each rule can be enabled or disabled
individually.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2.1.5 Application Filters

Application Filters can categorize Internet Protocol packets based on their application layer
data.

i Wizard
@ * Configuration Packet Filters  ~ URL Blocking Web Content Filters® ~MAC Control LN TSI CIE IPS ~ Options I
@ Status

Basic Network ftem Setting
v Apnlication Filters Enable

@ Advanced Network v Log Alent [J Enable

& Firewall v Schedule

= Qo5 & BWM

= PN m Chat Software

= Redundancy [Sate] [] Enable

= System Management » Facebook [] Enahle

= Certificate » Skype [] Enable
@ System b Al [] Enable

= P2P Software

¥ BT(BifTorrent, BitSpirit, BitComet) [] Enable
v eDonkey/aMule/Shareaza [] Enable
» HTTP Multiple Thread Download [[] Enahle
¥ Thunder [ Enahble
» Baofeng [] Enable

» HTTF prosy [[] Enable

P SOCKS 415 prowy [] Enable

b MME [] Enable
» RTSP [] Enable
+ PPStream [ Enabls
» PPLive(PFTV) [[] Enable
b Gvod [] Enable

63
@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com ¥ sales@digisol.com (@ www.digisol.com



PIGISOL
3.2.1.6 IPS

DG-LB1054UV User Manual

IPS (Intrusion Prevention Systems) are network security appliances that monitor network
and/or system activities for malicious activity. The main functions of IPS are to identify
malicious activity, log information about this activity, attempt to block/stop it and report it.

~ Configuration " Packet Filters  ° URL Blocking  ~ Web Content Filters  ~ MAC Control  ° Application Filters ~ Options I
ftem Setting
v IPS Enahle
» Log Alert [] Enable
tem Setting
» 7N Flood Defense [ Enable Facketsfgecond (10~10000)
» LDP Flood Defense [ Enable Packets/second (10~10000)
» ICMP Flood Defense [ Enable Facketsfgecond (10~10000)
» Port Scan Detection [] Enable Packets/second (10~10000)
» Block Land Attack [] Enable
¥ Block Ping of Death [] Enahle
» Block [P Spoof [] Enable
¥ Block TGP Flag Scan [] Enahle
» Block Srurf [] Enahle
¥ Block Traceroute [] Enahle
» Block Fragole Aftack [] Enahle
» ARF Spaofing Defence [ Enable Packets/second (10~10000)

3.2.1.7 Options

* Configuration " Packet Filters  * URL Blocking

“Web Content Filters  ~ MAC Control Application Filters

Item Setting
b Stealth Mode [] Enahle
» 5Pl Enable
¥ Discard Ping from WA [] Enahle
» Remote Administrator Hosts (1P S Mask : Porf) [0.0.0.0 | £ [o T | [] Enahle

1. Stealth Mode: Enable this feature, this device will not respond to port scans from the
WAN so that makes it less susceptible to discovery and attacks on the Internet.

2. SPI: When this feature is enabled, the router will record the packet information pass
through the router like IP address, port address, ACK, SEQ number and so on. And the
router will check every incoming packet to detect if this packet is valid.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.
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3.2.2 QoS (Quality of Service)

The main goal of QoS (Quality of Service) is prioritizing incoming data, and preventing data loss
due to factors such as jitter, delay and dropping. Another important aspect of QoS is ensuring that
prioritizing one data flow doesn’t interfere with other data flows.

QoS helps to prioritize data as it enters your router. By attaching special identification marks or
headers to incoming packets, QoS determines which queue the packets enter, based on priority.
This is useful when there are certain types of data you want to give higher priority to, such as
voice packets given higher priority than Web data packets.

@ Wizard .

=3 b Configuration " Rule-based QoS

Slattd Sysiem Resource Configuration [Help]

Basic Network ftem Setting
» Tatal Priotity Queues of All VHANS ]

€ avanced Network » WAN Inferface

= Firewall

© QoS & BWM

L ftem Setting

= Redundancy ¥ Bandwidth of Upstream D

& Systam Management ¥ Bandwidth of Downstream [

« Certificate ¥ Total Connection Sessions 30000

@ s
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3.2.2.1 QoS Configuration

Before QoS function can work correctly, this gateway needs to know available bandwidth of
WAN connection.

P Configuration ST EREEEL RS

Systern Resource Configuration [Help ]
ftem Setting

b Total Priotity Queuss of All AN I

¥ VAR Interface WWAN - 1 W

WHAN Interface Resource
ftem Setting

¥ Bandwidth of Upstream D

¥ Bandwidth of Downstream D

¥ Total Connection Sessions 30000

1. Bandwidth of Upstream: Input the maximum bandwidth of uplink in Mbps/Kbps.
2. Bandwidth of Downstream: Input the maximum bandwidth of downlink in Mbps/Kbps.

3.2.2.2 Rule-based QoS

This gateway provides lots of flexible rules for you to set QoS policies. Basically, you need
to know three parts of information before you create your own policies. First, “who” needs to
be managed. Second, “what” kind of service needs to be managed. The last part is “how” you
prioritize. Once you get this information, you can continue to learn more details in this
section.

PG [TEILLS] P Rule-based QoS

ftem Setting

» Rule-hased QoS Enable

» Flexible Bandwidth Management [] Enable

= QoS Rule List

Interface Group Service | Resource Control Function Direction ﬁ:::::g?l Time Schedule | Enable Actions

1. Enable Rule-based QoS: Check the “Enable” check box to enable the rule-based QoS
function.

2. Flexible Bandwidth Management: It’s strongly recommended to enable this option
to exploit maximum bandwidth effectively.
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3. Add : After you enabled the rule-based QoS function, you can click on the
“Add” button to create a new QoS rule.

PTG EL L] P Rule-based QoS
QoS Rule Configuration

Item Setting
b Interface
» Group [ Sre. MAC Address v |
» Control Function [SetMINR & MaxR v | | | - | | [maps v
¥ @05 Direction
¥ Sharing Method
» Time Schedule
r Rule [] Enahle

For creating a rule-QosS rule, please refer to the following sub-sections.

2. Rule List: Once you saved a QoS rule, it will be displayed in the Rule Lists area as

below.

QoS Rule List L[] Delete | Clear |8 Restart

Interface Group Service | Resource Control Function Direction ﬁ.:::::";?l Time Schedule | Enable Actions

AllWANS | 192.168.123.10032  |DECPBE | Bandwidth 2-3 hbps Inbound Group {0y Always |
Select

Besides, you can move up or down the priority of all rules by clicking on the 9’or ’|’
icon if you want to change the priority of rules. You can also unmark any rule in the list
if you don’t want to enable it.

3. Restart: Press “Restart” button to re-initiate all QoS rules again.
4. Reset QoS Rule: Press “Reset QoS Rule” button to delete all created QoS rules.
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3.2.2.2.1 Creating a QoS Rule based on IP Grouping

= QoS Rule Configuration

ftem Setting
b Interface AllWANS w
b Group IP v 19216812310 SubnetMask: | 265 265 265 265 (j32) v
b Service DSCP | » DiffSery CodePaint | Default v
» Resource Bandwidth “
v Contral Function SetMIMNR & MAXR Mhps w
» Qo3 Direction Inhound
» Sharing Method Group Contral v
» Tirme Schedule (03 Always
» Rule Enahle

1. Rule: Enable the rule setting first.

2. Group: Choose IP from the list, and indicate single IP address or a segment IP range in
following field. As the example above, this rule applies on IP address from
192.168.123.10 to 192.168.123.20.

3. Service: Define “what” kinds of service need to be managed. There are four options for
service recognition. They are DSCP, TOS, User-Defined service and well-known
service.

DSCP: DiffServ Code Point, as known as advanced TOS. You can choose this option if
your local service gateway supports DSCP tags. The DSCP categories that this gateway
can detect are as below. You need to choose a correct one according to your device’s
specification.

Default w
A

IP Precedence 1(C51)
IP Precedence 2(C52)

IP Precedence 3(C53)

IP Precedence 4(C54)

IP Precedence 5{CSA)

IP Precedence G{CSE)

IP Precedence T{CST)

AF Class1(Low Drop)

AF Class1(Medium Drop)

AF Class1(High Drop)

AF Class2(Low Drop) -
AF Class 2(Medium Drop)

AF Class2(High Drop)

AF Class3(Low Drop)

AF Class 3(Medium Drop)

AF Class3(High Drop)

AF Class4(Low Drop)

AF Class4(Medium Drop)

AF Class4(High Dropy »
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4. Control Function: In this field, you will decide what action will be taken on those
selected traffics. Set the corresponding control types for the selected service type as
below.

DSCP Marking: This option is only available when “DSCP” is chosen in
“Service” field. The purpose of this option is changing original DSCP tag to a new
value. This option won’t prioritize data packets.

PRI: Set priority for data packets of selected traffics. The value is from 1 to 6. “1”
is with highest priority, and “6” is with least priority.

MAXR: Indicate the maximum bandwidth for selected traffics. The measurement
unit can be Kbps or Mbps.

MINR: Indicate the minimum bandwidth for selected traffics. The measurement
unit can be Kbps or Mbps.

SESSION: This option is only available when “Connection Sessions* is chosen in
“Service” field. The maximum number of session is 20000.

5. QoS Direction: Select the traffic direction to be applied for this rule.

Direction

IN For In-bond data
ouT For Out-bond data
BOTH In-bond and Out-bond

6. Sharing Method: This option is only available when “MAXR”, “MINR”, or
“SESSION” is chosen in “Control” field. If you want to apply the value of Control
setting on each selected host, then you need to select “Single”. Otherwise, if the value of
Control setting is applying on all selected hosts, then you need to select “Grouping”. For
example, you set MAXR to 2Mbps and select “Single”. Then it means the maximum
bandwidth of each selected host can be up to 2Mbps. If changing to “Grouping”, then it
means the maximum bandwidth of all selected hosts can be up to 2Mbps.

7. Time Schedule: The rule can be turned off according to the schedule rule you specified,
and give user more flexibility on QoS function. By default, it is always turned on when
the rule is enabled. For more details, please refer to the System -> Scheduling menu.
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Example for adding a “DSCP” type QoS rule

QoS Rule Configuration

tem Setting
» Interface
¥ Group [P v | | subnetmask: [ 255255255255 (33 v |
¥ Service |DscP v | » Diffsery CodePaint |IP Precedence 4(C54) v
¥ Resource | Bandwidth v
» Control Function | SetMINR & MaxR | | | — | | [Mhps v
b QoS Direction
b Sharing Method
b Time Schedule
b Rule [] Enahle

Group: Select “IP” and entry IP range.

Service: Select “DSCP” which DiffServ CodePoint is set as CS4.

Control Function: Select “DSCP Marking” and mark these packets as “AF Class 2”.

QoS Direction: Select “IN” for In-bound traffic only.

Time Schedule: Leave the default value of “(0)Always” as it is.
This rule means IP packets from WAN interface to LAN IP address 192.168.12.10 ~
192.168.12.40 which with DiffServ value of “IP Precedence 4(CS4)” will be modified with
DSCP Marking of “AF Class 2(High Drop)”.

Example for adding a “Connection Session” type QoS rule

QoS Rule Configuration

ftem Setting
b Interface
v Group [1P w| [192.168.12310 | SubnetMask: | 255355355265 (32 v|
» Senvice |DSCF' V| v DiffSery CodePoint | IP Precedence 4{CS4) v|
b Resource |Connecti0n Sessions v|
» Control Functian | Set Session Limitation | [200 |
v GoS Direction
¥ Sharing Method
» Time Schedule
» Rule Enahle

Group: Select “IP” and entry IP range.

Service: Select “Connection Sessions”.

Control Function: Select “SESSION”, and set session number to 200.

QoS Direction: Select “Out” for Out-bound traffic only. It is for the client devices under
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the gateway to establish session with servers on the Internet.
Sharing Method: Select “Single” from the list.
Time Schedule: Leave the default value of “(0)Always” as it is.

This rule defines that each single host, whose IP address is in the range of
192.168.123.100~120, can access to a remote server on the internet, and keep a maximum
200 sessions at the same time.

3.2.3 VPN Setup

A virtual private network (VPN) extends a private network across a public network, such as the
Internet. It enables a computer to send and receive data across shared or public networks as if it
were directly connected to the private network, while benefitting from the functionality, security
and management policies of the private network. This is done by establishing a virtual
point-to-point connection through the use of dedicated connections, encryption, or a combination
of the two. The tunnel technology supports data confidentiality, data origin authentication and data
integrity of network information by utilizing encapsulation protocols, encryption algorithms and
hashing algorithms.

The products support following tunneling technologies to establish secure tunnels for data
communication, including IPSec, PPTP, L2TP (over IPSec) and GRE.

@ Wizard . " .

- » Confiquration " IPSec " PPTP “L2TP " GRE

@ Basic Network ftem Setting
LU Enable

0 Advanced Network

- Firewall

= QoS & BWM

@ VPN

= Redundancy

= System Management

= Certificate

e System
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3.2.3.1 IPSec

Internet Protocol Security (IPSec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session.
IPSec includes protocols for establishing mutual authentication between agents at the
beginning of the session and negotiation of cryptographic keys to be used during the session.

3.2.3.1.1 IPSec VPN Tunnel Scenarios
There are some common IPSec VPN connection scenarios as follows:

® Site to Site
Description: The unit establishes IPSec VPN tunnels with security gateway in head
quarter or branch offices. Either local or remote DG-LB1054UV gateway which can be
recognized by a static IP address or a FQDN can initiate the establishment of an IPSec
VPN tunnel. Two peers of the tunnel have their own Intranets and the secure tunnel
serves between these two subnets of hosts for data communication.

=
2
E =
g —
Gfﬁ&ﬂﬁb — !
. — R
BI ;—=) - T I
— _:: j__' T — — - —)
frer Local J Emote E_ !
4l
Static IP or FQDN :

Static IP or FQDN

® Dynamic VPN
Description: DG-LB1054UV supports remote peers without fixed IP address to establish
an IPSec VPN tunnel with itself. The remote peer can be a client host or a network site
with its Intranet. It must be noted that the remote peer has to initiate the tunnel
establishing process first.
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Static IP or FQDN

Dynamic IP

There is one more advanced IPSec VPN application:

Site to Site — Support Full Tunnel Application

Description: When Full Tunnel function of remote VPN gateway is enabled, all data
traffic from remote clients behind remote VPN gateway will go over the VPN tunnel.
That is, if a user is operating at a PC that is in the Intranet of remote VPN gateway, all
application packets and private data packets from the PC will be transmitted securely in
the VPN tunnel to access the resources behind local VPN gateway. As a result, every
time the user surfs the web for shopping or searching data on Internet, checking personal
emails, or accessing company servers, all are done in a secure way through local VPN
gateway.

All Traffic Data

[ INTERNET¢

|
S —— — ‘

Local /

Internet Data W
Static IP or FOQDN

[ Static IP or FQODN

t\

All traffic from clients
behind VPN Gateway
goesover VPN tunnel.
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.2 IPSec Configuration

~ Configuration QAT ~ PPTP S L2TP ~ GRE

ftem Setting
v IPSec Enahle
¥ MetBIOS over IPSec [[] Enahle
b MAT Traversal [] Enahle
v Ma, Concurrent IPSec Tunnels

m Tunnel List & Status Delete

|

Tunnel

Interface Scenario

IPSec: You could trigger the function of IPSec VPN if you check “Enable”.

NetBIOS over IPSec: If you would like two Intranets behind two VPN gateways to
receive the NetBIOS packets from Network Neighborhood, you have to check “Enable”.

NAT Traversal: Some NAT routers will block IPSec packets if they don’t support IPSec
pass through. If your VPN gateway connects to this kind of NAT router which doesn’t
support IPSec pass through, you need to activate this option in your VPN gateway.

Max. Concurrent IPSecTunnels: The device supports up to 32 IPSec tunnels, but you
can specify it with the number of maximum current activated IPSec tunnels that is smaller
or equal to 32.

You can add new, edit or delete some IPSec tunnels in Tunnel List & Status as follows.

3.23.1

.3 Tunnel List & Status

m Tunnel List & Status [RR] EEES

Tunnel

Interface Scenario

Tunnel Name Remote Address Gateway Status Enable Actions

Add: You can add one new IPSec tunnel with Site to Site scenario by clicking the “Add”
button.

Delete: Delete selected tunnels by checking the “Select” box at the end of each tunnel list
and then clicking the “Delete” button.

Tunnel: Check the “Enable” box to activate the IPSec tunnel.

Edit: You can edit one tunnel configuration by clicking the “Edit” button at the end of
each tunnel list.

Note: Tunnel ID1 is only for Dynamic VPN.
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3.2.3.1.4 Tunnel Configuration

Tunnel Configuration

em Setting

F Tunnel [] Enable

b Tunnel Mame

¥ Interface

¥ Tunnel Scenario

+ Operation Mode

v Ercapsulation Protocal

[] Enahle

P espale [Ping 1P+ | Interval [30 ] (seconds)
1. Tunnel Name: Enter Tunnel Name.
2. Interface: Decide the WAN Interface to establish the tunnel.
3. Tunnel Scenario: Support “Site to Site” and “Dynamic VPN”.
4. Operation Mode: Default is “Always on” and options depend on product models.
5. Encapsulation Protocol: Default is ESP and options depend on product models.
6. Keep-alive: Check “Enable” box to keep alive the tunnel. By default, keep-alive method

is “Ping IP” and other options depend on product models. Input the IP address of remote host
that exist in the opposite side of the VPN tunnel (Ex. You can input the LAN IP address of
remote VPN gateway). The Interval is specified with the time interval between two ping
requests, and by default, it is 30 seconds. Now, the device will start to ping remote host when
there is no traffic within the VPN tunnel. If the device can't get ICMP response from remote
host anymore, it will terminate the VPN tunnel automatically.

3.2.3.1.5 IPSec Phase

IPSec Phase

Item Setting

» Fhasel Key Life Time 28800 {seconds) (Max 86400

Phase 2 Key Life Time: The value of life time represents the life time of the key which is
dedicated at Phase 2 between both VPN peers.
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3.2.3.1.6 IPSec Proposal Definition

m IPSec Proposal Definition

1] Encryption Authentication PFS Group Definition
1 AES-autn w SHAT bt Enable
2 AES-auto v Enable
3 DES v SHA1 v Enahle
4 3DES v SHA1 v Enahle

There are 4 IPSec proposals can be defined by you and used in IPSec tunnel establishing.

1. Encryption: There are six algorithms that can be selected: DES, 3DES, AES-auto,
AES-128, AES-192 and AES-256.

2. Authentication: There are five algorithms that can be selected: None, MD5, SHA1,
SHA2-256 and SHA2-512.

3. PFS Group: There are nine groups which can be selected: None, Group 1 (MODP768),
Group 2 (MODP1024), Group 5 (MODP1536) and Group14 ~ 18. Once the PFS Group is
selected in one IPSec proposal, the one in the other 3 IPSec proposals uses the same
choice.

4. Definition: Check this box to enable the IKE Proposal during tunnel establishment.
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The VPN gateway can behave as a PPTP server and a PPTP client at the same time.

"~ Configuration "~ IPSec NI S L2TP " GRE

tem Setting
» PPTP Enahle
» ClientServer

1. PPTP: Check the “Enable” box to activate PPTP client and server functions.
2. Client/Server: Choose Server or Client to configure corresponding role of VPN gateway
beneath the choosing.

3.2.3.2.1 PPTP Server

When VPN gateway plays the PPTP server role, it will allow remote hosts to access LAN
servers behind the PPTP server. The device can support upto four authentication methods:
PAP, CHAP, MSCHAP (v1) and MSCHAP (v2). Users can also enable MPPE encryption
when using MSCHAP.

ftem Setting
» FFTP Enahle
b Clignt/Server
ftem Setting
» PPTP Server [] Enahle
» Server virual IP
¥ IF Pool Starling Address
¥ IP Ponl Ending Address 100
v Authentication Protocol FAP | CHAP | | MS-CHAP | | MS-CHAP w2
» MPFPE Encryption Enable |:|
m PPTP Server Status [[FEIEE
User Name Remote IP Remote Virtual IP Remote Call ID Actions
Mo connection fram remate

m user account List [[E] (EEEE
1] User Name Password Enable Actions

1. PPTP Server Configuration: Enable or Disable PPTP server function.
Server Virtual IP: The IP address of PPTP server. This IP address should be different
from IP address of L2TP server and LAN subnet of VPN gateway.

3. IP Pool Starting Address: This device will assign an IP address to remote PPTP client.
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This value indicates the beginning of IP pool.

IP Pool Ending Address: This device will assign an IP address to remote PPTP client.
This value indicates the end of IP pool.

Authentication Protocol: You can choose authentication protocol as PAP, CHAP,
MSCHAP(v1) or MSCHAP(v2).

MPPE Encryption : Check this checkbox to enable MPPE encryption. Please note that
MPPE needs to work with MSCHAP-v1 or MSCHAP-Vv2 authentication method. You can
choose encryption length of MPPE encryption

PPTP Server Status: The connected PPTP user & connection information will be shown
in this table.

User Account List: You can input up to 10 different user accounts for the PPTP server.

>

o

o

~

©o

Click on “Save” to store what you just select or “Undo” to give up

3.2.3.2.2 PPTP Client

Configuration [Help ]
ftem Setting
» PFTP Enahle
v ClientServer
PPTP Client Configuration
ftem Setting
» PPTF Client [] Enahle
PPTP Client List & Status [[EE}
Remote Default Gateway/
1] PPTP Client Name Interface Virtual IP \PFODN Gateway Remote Status Enable Actions
’ Subnet

1. PPTP Client Configuration: Enable or Disable PPTP client function.
PPTP Client List & Status: You can input upto 10 different user accounts for PPTP
clients, and define each user account settings by clicking on the corresponding “Edit”
button and then check the “Enable” checkbox to enable it.
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PPTP Client Configuration

ftem

Setting

» PRTF Clignt Mame

PPTP #1

b Interface

» Operation Mode

Aliwrays on v

» Remote IPIFQDMN

v UserMame

v Password

I

¥ Default GatewayiRemaote Subnet

|Remote Subnet v |

v Authentication Protocol

[] PAP [] CHAP [] MS-CHAP [] MS-CHAP v2

» MPFE Encryption

¥ MAT hefore Tunneling

¥ LCF Echo Type

[] Enahle
[] Enahle

Interval l:l seconds  Max Failure Tirme |:| times

¥ Tunnel

© 0 N o ok~ w

PPTP Client Name: The name of this rule.

Interface: Select the interface from the list.

Operation Mode: Support “Always on”

Remote IP/FQDN: Enter the IP/FQDN of the remote PPTP server.

User Name: The user name which is provided by remote PPTP server.

Password: The password which is provided by remote PPTP server.

Default Gateway/Remote Subnet: You can check the “Enable” checkbox to set this

tunnel as the default gateway for WAN connection.
10. Authentication Protocol: You can choose authentication protocol as PAP, CHAP,
MSCHAP(v1), or MSCHAP(v2). The protocol you choose must be supported by remote

PPTP server.

11. MPPE Encryption: If you enable MPPE, then this L2TP tunnel will be encrypted.
12. NAT before tunneling: It can go to access the Server internal data.
13. LCP Echo Type: Choose the way to do connection keep alive.
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3.2.3.3 L2TP

The VPN gateway can behave as a L2TP server and a L2TP client at the same time.

ftem Setting
» L2TF [] Enable
b ClientSerer I:l

1. L2TP: Check the “E

nable” box to activate L2TP client and server functions.

2. Client/Server: Choose Server or Client to configure corresponding role of VPN gateway
beneath the choosing.

3.2.3.3.1 L2TP Server

When VPN gateway plays the L2TP server role, it will allow remote hosts to access LAN
servers behind the L2TP server. The device can support four authentication methods: PAP,
CHAP, MSCHAP(v1) and MSCHAP(v2). Users can also enable MPPE encryption when

using MSCHAP.

ftem Setting
v LZTP Enahle
v ClientfServer
ftem Setting
» LZTP Server Enable
» LITF over IPsec [] Enahle Preshare Key |:| Min. & characters)
» Sarver virtal IP
¥ IP Pool Starting Address

b [P Pool Ending Address

v Authentication Protocol

[] PAP [] CHAP [] MS-CHAP [ MS-CHAP v2

+ MPFPE Encryption [] Enable |:|
» Service Part 1701

L2TP Server Status

User Name

Remote IP

Remote Virtual IP Remote Call ID Actions

Mo connection fram rermate

User Account List

User Name

Password Enable Actions

L2TP Server Configuration: Enable or Disable L2TP server function.
L2TP Over IPSec: L2TP over IPSec VPNs allow you to transport data over the Internet,

while still maintaining a high level of security to protect data. Enter a Pre-sharekey when
you use some devices, like Apple related mobile devices to establish L2TP tunnels.
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3. Server Virtual IP: The IP address of L2TP server. This IP address should be different
from IP address of PPTP server and LAN subnet of VPN gateway.

4. 1P Pool Starting Address: This device will assign an IP address to remote L2TP client.
This value indicates the beginning of IP pool.

5. IP Pool Ending Address: This device will assign an IP address to remote L2TP client.
This value indicates the end of IP pool.

6. Authentication Protocol: You can choose authentication protocol as PAP, CHAP,
MSCHAP(v1), or MSCHAP(v2).

7. MPPE Encryption : Check this checkbox to enable MPPE encryption. Please note that
MPPE needs to work with MSCHAP-v1 or MSCHAP-Vv2 authentication method. You can
choose encryption length of MPPE encryption.

8. Service Port: Enter the service port.

9. L2TP Server Status: The connected L2TP user & connection information will be shown
in this table.

10. User Account List: You can input upto 10 different user accounts for the L2TP server.

Click on “Save” to store what you just select or “Undo” to give up

3.2.3.3.2L2TP Client

1. L2TP Client Configuration: Enable or Disable L2TP client function.

* Configuration “IPSec " PPTP BA¥ild "~ GRE

ftem Setting
v LITP Enahle
v Client'Server

ftem Setting
» LITP Client Enable

L27TP Client List & Status [[F] [EEES

P y . ; Remote Default Gateway/' ’ y :
[} L2TP Client Name Interface Virtual IP P FODN Remote Subnet Status Enable Actions

2. L2TP Client List & Status: You can input upto 10 different user accounts for L2TP
clients, and define each user account settings by clicking on the corresponding “Edit”
button and then check the “Enable” checkbox to enable it.
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® L2TP Client Configuration

Setting

v L2TP Client Mame

L2TP #1

b Interface

VAN T v

¥ Operation Mode

Always on W

¥ L2TP over IPsec

O Enable Preshare Key (Min. & characters)

v Remote LMS [P/FQDMN

¥ Remote LMS Port

170

r Lser Mame

¥ Passwaord

¥ Tunneling Password (Optional)

¥ Default GatewaywRemaote Subnet

Remote Subnet

v Authentication Protocol

[] PAP [] CHAP [] MS-CHAP [ MS-CHAP v2

¥ MPPE Encryption

[] Enable

¥ MAT before Tunneling

[] Enable

Auto v

¥ LCF Echo Type

Interval |30 seconds  Max Failure Time |5 times

¥ Service Port Auto v |0

[] Enable

¥ Tunnel

L2TP Client Name: The name of this rule.

Interface: Select the interface from the drop down list.

Operation Mode: Supports “Always on”.

L2TP Over IPsec: L2TP over IPSec VPNs allow you to transport data over the Internet,

while still maintaining a high level of security to protect data. Enter a Pre-sharekey when

you use some devices, like Apple related mobile devices to establish L2TP tunnels.

Remote LNS IP/FQDN: Enter the IP/FQDN of the remote PPTP server.

User Name: The user name which is provided by remote L2TP server.

Password: The password which is provided by remote L2TP server.

Tunneling Password: Enter the tunneling password.

Default Gateway/Remote Subnet: You can check the “Enable” checkbox to set this

tunnel as the default gateway for WAN connection.

10. Authentication Protocol: You can choose authentication protocol as PAP, CHAP,
MSCHAP(v1), or MSCHAP(v2). The protocol you choose must be supported by remote
L2TP server.

11. MPPE Encryption: If you enable MPPE, then this L2TP tunnel will be encrypted.

12. NAT before tunneling: It can go to access the Server internal data.

13. LCP Echo Type: Choose the way to do connection keep alive.

14. Service Port: Enter the service port.

A w b P

© 0 N o u

Click on “Save” to store what you just select or "Undo” to give up.
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3.2.3.4 GRE Tunnel

3.2.3.4.1GRE Configuration

Configuration

Configuration

“IPSec " PPTP " L2TP

Item

[Help ]

Setting

v GRE Tunnel

Enable

m GRE Tunnel List

’ . Operation Keep- Default Gateway/ ; :
I | Tunnel Name Interface WMode Tunnel IP Remote IP Hey TTL alive Remote Subnet Enable | Actions

1. GRE Tunnel: You could trigger the function of GRE Tunnel if you check “Enable”.
2. Default Gateway: You can choose a tunnel as the default gateway for WAN connection.

3.2.3.4.2 GRE Tunnel Definitions

1.

> w

button.

Add: You can add one new IPSec tunnel with Site to Site scenario by clicking the “Add”

Delete: Delete selected tunnels by checking the “Select” box at the end of each tunnel list

and then clicking the “Delete” button.

each tunnel list.

Tunnel: Check the “Enable” box to activate the IPSec tunnel.
Edit: You can edit one tunnel configuration by clicking the “Edit” button at the end of
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3.2.3.4.3 GRE rule Configuration

ftem Setting

¥ Tunnel Mame GRE #1

b Interface VAR 1w

v Cperation Mode Always on v

¥ Tunnel IP

» Remote [P

b Key

F TTL

[] Enable

> Keep-alive Interval [5 (seconds)

» Default GatewayRemote Subnet Default Gateway | |0.0.0.0/0

» DMYPMN Spoke [] Enable

¥ IPSec Pre-shared Key (Min. & characters)

» Tunnel [] Enable
1. Tunnel Name: The name of this GRE tunnel.
2. Interface: Select the interface form the drop down list.
3. Operation Mode: Supports “Always on”.
4. Tunnel IP: Assign a virtual IP address of this tunnel.
5. Remote IP: Enter the IP address of remote host that you want to connect.
6. Key: Enter the password to establish GRE tunnel with remote host.
7. TTL: Time-To-Live for packets. The value is within 1 to 255. If a packet passes number

of TTL routers and still can't reach the destination, then this packet will be dropped.

Keep alive: Enter the ping IP and the interval.

Default Gateway/Remote Subnet: You can choose a tunnel as the default gateway for
WAN connection. Or enter the local subnet of remote host. If a packet wants to go to this
subnet, the GRE tunnel will be established automatically.

10. DMVPN Spoke:Selects device as device which connects to cental HUB.

11. IPsec Pre-Shared Key: Enter the preshared key.

12. Tunnel: Enable or Disable this GRE tunnel.

© o

Click on “Save” to store what you just select or "Undo” to give up.
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3.2.4 Redundancy

3.2.4.1 VRRP

The Virtual Router Redundancy Protocol (VRRP) is a computer networking protocol
providing device redundancy. It allows a backup router or switch to automatically take over
if the primary (master) router or switch fails. This increases the availability and reliability of
routing paths via automatic default gateway selections on an IP network.

Internet Access Q

J.
N

M1a3112,

.,
\.

l I | 118.18.811.33
Master: 192.168.12.254 | Slave: 192.168.12.253
VRRP Setting: VRRP Setting:
Virtual Server|D: 1 Virtual Server ID: 1
Priority: 254 Priority: 253
Virtual Server IP: Virtual Server IP:
192.168.12.200 192.168.12.200
Gateway:

192.168.12 200

DHCP Server ‘

IP:192.168.12.100
Gateway:1192.168.12.200

The protocol achieves this by creation of virtual routers, which are an abstract representation
of multiple routers, i.e. master and backup routers, acting as a group. The default gateway of
a participating host is assigned to the virtual router instead of a physical router. If the physical
router that is routing packets on behalf of the virtual router fails, another physical router is
selected to automatically replace it. The physical router that is forwarding packets at any
given time is called the master router.

» VRRP

Configuration

ftem Setting
r VRRFP Enable
» Virual Server ID [ Joms
» Priority of virtual Server [ | (Lowest1 ~ 254 Highest)
¥ Yirtual Server IP Address l:l
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1. VRRP: Enable or Disable the VRRP function.

2. Virtual Server ID: Means Group ID. Specify the ID number of the virtual server.

3. Priority of Virtual Server: Specify the priority to use in VRRP negotiations. Valid
values are 1-254, and a larger value has higher priority.

4. Virtual Server IP Address: Specify the IP address of the virtual server.

Click on “Save” to store what you just select or "Undo” to give up.

3.2.5 System Management

0 Wizard o =
- » TRA069 ~ SNMP ~ Telnet with CLI ~ UPnP
@ Status m Configuration [Help]
@ Basic Network ftem Setting
» TR-0R9 Enable
0 Advanced Network v Interface WAN-1 v
= Firewall > ACE URL ‘
' L ]
.~ QoS & BWM ACS UserName
b ACE Passwor) ]
= VPN
v ConnectionReguest Port 8089
= Redundancy
» ConnectionRequest UserMName
E » ConneclionReguest Password I:l
= Certificate
» Infarm Enable  Interval

@ System

TR-069 is a customized feature for ISP, It is not recommend that you change the configuration for
this. If you have any problem in using this feature for device management, please contact with
your ISP or the ACS provider for help.
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In brief, SNMP, the Simple Network Management Protocol, is a protocol designed to give a
user the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

" Telnet with CLI  ~ UPnP

ftem Setting
» SMMP Enable [ LAM ] Wan
» Supported Versions vl [ v2e[] v3

¥ Get/ Set Community

¥ Trap Event Receiver 1

¥ Trap Event Receiver 2

¥ Trap Event Receiver 3

¥ Trap Event Receiver 4

| |
| |
| |
| |
| |
P AN Access IP Address | |

User Privacy Definition

(1] User Hame P il Aurtl ication Encryption Privacy Mode Privacy Key Authority Enable Actions

1 MDs Disahle authMoPriv Disahle Read

2 MDE Disahble authMoPriv Disahble Read

3 MD5 Disable authMoPriy Disable Read

4 MDs Disahle authMoPriv Disahle Read

5 MDs Disahle authMoPriv Disahle Read
[(5ave ) (Unde

1. SNMP Enable: You can check “Local(LAN)”, “Remote(WAN)” or both to enable SNMP
function. If “Local(LAN)” is checked, this device will respond to the request from LAN.
If “Remote(WAN)” is checked, this device will respond to the request from WAN.

2. Supported Versions: Supports SNMP V1, V2c¢ and V3.

3. Get Community: The community of GetRequest that this device will respond. This is a
text password mechanism that is used to weakly authenticate queries to agents of
managed network devices.

4. Set Community: The community of SetRequest that this device will accept.

5. Trap Event Receiver 1 ~ 4: Enter the IP addresses or Domain Name of your SNMP
Management PCs. You have to specify the IP address, so that the device can send SNMP
Trap message to the management PCs consequently.

Afterwards, click on “Save” to store your settings or click “Undo” to give up the changes.

6. WAN Access IP Address: If you want to limit the remote SNMP access to specific
computer, please enter the PC’s IP address. The default value is 0.0.0.0, and it means that
any internet connected computer can get some information of the device with SNMP
protocol.
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3.2.5.3 Telnet with CLI

BRI [ b Telnet with CLI

m Configuration

ftem Setting
» Telnetwith CLI LAN [v] Enable WWAMN [] Enable
Telnet: Senice Port Enahle
v Connection Type .
55H: Senice Port [] Enable

UPNP Internet Gateway Device (IGD) Standardized Device Control Protocol is a NAT port
mapping protocol and is supported by some NAT routers. It is a common communication
protocol of automatically configuring port forwarding. Applications using peer-to-peer
networks, multiplayer gaming and remote assistance programs need a way to communicate
through home and business gateways. Without IGD one has to manually configure the
gateway to allow traffic through, a process which is error prone and time consuming.

~TRO63  ~SNMP " Telnet with CLI AV

m Configuration [Help ]

ftem Setting

» LUPnP Enable

This device supports the UPnP Internet Gateway Device (IGD) feature. By default, it is
enabled.
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3.2.6 Certificate

3.2.6.1 My Certificates

AUV GREICEl Trusted Certificates Issue Certificates

® Root CA REELTETE )

(1] Name Subject Issuer Vaild To Action

= Local Certificate List

D Name Subject Issuer Vaild To Action

Root CA Certificate Configuration

m Root CA Certificate Configuration

ftem Setting
» Name [ ]
v Key Key Type . Key Length : [1024-hits
Countr(C) State(ST) : Locationil) :
» Subject Name Organization(0) : | | Organization Unit{OU} : | |
Camman Mame{ Gy E-mail : | |
s vaiiy e

Local Certificate Configuration

m Local Certificate Configuration

ftem Setting
¥ Key Key Type : Key Length © [ 1024-bits v

CountreCy State(ST) : Location(l) :
» Subject Name Organization(0) : Organization UnitiOL) | |
Cormman MarmedCh E-mail : | |
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3.2.6.2 Trusted Certificates
) Trusted Certficates

m Trusted CA Certificate List

(1] Mame Subject Issuer Vaild To Action

(1] Mame Subject Issuer Vailld To Action

Import trusted CA Certificate

My Certificates JLBNECORWOI=ICE - Issue Cerlificates
® Trusted CA Certificate Import from a File

Choose File | ya file chosen

® Trusted CA Certificate Import from a PEM

Import Trusted Client Certificate

m Trusted Client Certificate Import from a File

Chaose File | nofile chosen

m Trusted Client Certificate Import from a PEM
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3.2.6.3 Issue Certificates

My Certificates I CLER i P Issue Certificates

m Certificate Signing Request (CSR) Import from a File -

Choose File | o file chosen

m Certificate Signing Request (CSR) Import from a PEM -
P

3.3 System

In this section you can see system information, system logs, use system tools for system update
and do service scheduling and system administration settings.

& s o

@ A + System Related

) Systern Related sub-section includes 'Change Passward', "System Information’, *Systemn Status' and "Systern Tools' Change Password is to change the
Hasic Network password of administrator for configuring the device by using Weh Ul Systern Tools support systemn time configuration, FW upgrading, system
g P a— rebooting, system resetting to default, waking on LAM and configuration settings backup. Y¥ou also can check the system information and system status
A log here
@ System - Change Password : You can change the Systern Password here. We strongly recommend you to change the systemn password for security reason

- System Information : You can view the Systermn Information in this page. tincludes the WAN Type, Display Time and Modem Information. Butthe
tmodern infarmation will be existed anly atthe models with embedded modems, like ADSL modern and 2GILTE modem.
= Scheduling - Systern Status : You canview the Systern Logs in ek UL You also can send the logs to specific ernail aceounts periodically ar instantly by clicking on
= Grouping the Emall Now' cammand autton.
P ExiemalServers - Systern Tools : The device supparts many systern tools, including systern tirme configuration, PW upgrading, system rebooting, system resetting to
- MM default, waking on LAN and configuration setings backup
+ Scheduling
About Scheduling, you can define some time scheduling rules here to ke applied atvarious applications in the device systern. Whatever one application
needs a tirme schedule, like the Work Hours is defined as AME:00~PMS:00 from Monday to Friday, the time schedule object can be defined in this sub-

section.

* User Management' (The feature depends on product model)
User Management function provides you to manage user accounts, group them and define their properties based on user groups. ¥ou can manage
useraccountin this section, including user list, user profile and user group. User List shows out all user accounts and User Profile can let you add one
nieswy profile or edit it User Group offers you to collect several user accounts to one group o own same properties and bound services. Certainly, one

individual user account also can be & unigque group, like Administrator group.

+ Grouping
Except for user group, the device also provides you o group some kinds of objects to be several groups, including host grouping, extension file grouping

and LT application grouping

¢ External Servers
About External Servers, you can define some external server objects here to be applied atvarious applications in the device system. Yhatever one

application needs an external server, like a RADIUS server, the external server object can be defined in this sub-section. These server objects include
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3.3.1 System Related

Change Password

You can change the System Password here. We strongly recommend you to change the system
password for security reasons. Click on “Save” to store your settings or click “Undo” to give up
the changes.

(AN ES Il System Information ~ ° System Status  ~ System Tools

m Change Password [Help ]

tem Setting
» Old Password |:|
b Mewr Password l:l
¥ Mewy Password Confirmation I:l

System Information
You can view the System Information in this page. It includes the WAN Type and Display Time.

- Change Password JLEVECNNNONNELDNN ~ System Status =~ ° System Tools

ftem Setting
FWAR Type Static IP
v Display Time Tue, 01 Jan 2013 09:23:44 +0530

System Status
You can view the system status in this page. You also can send the logs to specific email accounts..

= System Web Log

ftem Setting

» Web Log System Attacks Drop [ Debug Categaties

¥ Email Alert [ Enable
Server List: | — Option — +| [AddOnject |

E-mail Addresses:

E-mail Subject: | |

» Syslood [] Enable ServerList |- Option -— | [Addonject |
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System Tools

Click on system tools to refer to the system time, perform the firmware upgrade, do the ping test,
tracert test, reboot from the web, reset to default settings and take a back up of the config file. The
Wake-on-LAN (WOL) is an Ethernet networking standard that allows a computer to be turned on
or awakened by a network message. You can enter the MAC address of the computer, in your
LAN network, to be remotely turned on.

~ Change Password  ° System Information  ° System Status
Item Setting
¥ Systern Time [(Sync with ry FC (Tuesday March 31, 2015 12:25:11) |
» P Upgrade | viawen Ul v| [Fw Upgrade |
b Ping Test Hast IP: | | Interface:
» Tracert Test Host 1P | | nterface: [Auto w| [UDP | [Tracerouts
v Reboot |NDW V| [ Rebnot]
» Resetto Default
» Wake on LAR |:|
¥ Backup Configuration Settings
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3.3.2 Scheduling

You can set the schedule time to decide which service will be turned on or off. The added rules
will be listed.

» Schedule Settings

m Configuration

ftem Setting
» Tire Scheduling [ Enahle
m Time Schedule List [[EE] [EEEE)
D Rule Name Actions
1 test i
2 test! i

1. Enable: Enable or disable the scheduling function.
Add: To create a schedule rule, click the “Add” button. When the next dialog popped out
you can edit the Rule Name, Policy and set the schedule time (Week day, Start Time
and End Time).

® Time Schedule Configuration

ftem Setting

» Rule Mame l:l

» Rule Palicy the Selected Days and Hours Below.
D Week Day Start Time (hhzmimy) End Time {hh:mmj}
1 ] ]
2 ] ]
8 ] ]
: L] L]
: ] ]
; ] ]
7 L] L]
3 L] L]

Afterwards, click “save” to store your settings or click “Undo” to give up the changes.
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3.3.3 Grouping

Except for user group, the device also provides you to group some kinds of objects to be several
groups, including host grouping, extension file grouping and L7 application grouping.

Configuration

(AT ITEN Y~ Host Grouping  * File Extension Grouping L7 Application Grouping

m Configuration

tem Setting

b Grouping Enable

Host Grouping

PTG P Host Grouping " File Extension Grouping L7 Application Grouping

® Host Group List

(1] Group Name Group Type Member List Bound Services Enable Actions
™ Host Group Configuration
tem Setting

» Group Name L

¥ hlember List

» Multiple Bound Services [] Firewall ] QoS

¥ Memiber Type

» Memhber to.Join [ ]
b Group [] Enahle

File Extension Grouping

~ Configuration  * Host Grouping BATICHSTCNEONREGNINIM = L7 Application Grouping

m File Extension Group List

(1] Group Name File Extension Group List Bound Services Enable Actions
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m File Extension Group Configuration

em Setting
» Group Marme |:|
» File Extension Group List
» hultiple Bound Services [[] Firewall
» Mernberto Join [Image v| [bmp v

» Group

[] Enahle

L7 Application Grouping

* Configuration  * Host Grouping

P ERESELE LG P LT Application Grouping

m L7 Application Group List

[} Group Name

L7 Application Group List Bound Services Enable Actions

* Configuration  * Host Grouping

> 17 Agptcation Growping [

" File Extension Grouping

m L7 Application Group Configuration

ftem Setting
v Group Marne |:|
¥ L7 Application List
¥ Wultiple Bound Services [[] Firewsall
¥ LT Application to Join [chat v| [ea v
» Group [] Enable

3.3.4 External Servers

About External Servers, you can define some external server objects here to be applied at various
applications in the device system. Whatever one application needs an external server, like a
RADIUS server, the external server object can be defined in this sub-section. These server objects
include Email Server objects, Syslog Server objects, RADIUS Server objects, Active Directory
Server objects, LDAP Server objects and UAM Server objects. (Some objects' supporting depends
on product model.)
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@ Wizard
P External Servers

Status
@ m External Server List [[ER]

. Basic Network 1] Server Name Server IPFODN Server Port Server Type Enable Setting

9 Advanced Network
@ System

= System Related
= Scheduling
= Grouping

@ External Servers

Click on “Add“. Whatever one application needs an external server, like a RADIUS server, the
external server object can be defined in this sub-section.

P External Servers
m External Server List

1] Server Name Server IPFODN Server Port Server Type Enable Setting

® External Server Configuration

ftem Setting

» Server Name L 1

b Semver IPIFQDN ]

» Server Port |:|

| Email Server v|

User Marme: |:|
Pazgword: |:|

Primary:

Authentication Pratocol: | CHAP s

Secondary

Authentication Protocol: | CHAR

Domain:[ ]

b Server Type Base OM: |:|

ldenty [ |
Password:| |
warkgroup: I:l

Login URL: l:l
Shared Secret: I:I
MASIGatewayiD: | ]
Location 10: I:I
Location Mame: I:I

» Server [] Enahle
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3.3.5 MMI

3.3.5.1 Web UI

About MMI (Man-Machine Interface), it means the Web-based GUI. User can set the
administrator timeout of Web Ul surfing during configuring the device by the administrator. You
can set Ul administration time-out duration in this page. If the value is “0”, means the time-out is

unlimited.
P Web UI
Others [Help |
htem Setting
v Administrator Tirme-out seconds (0 1o disable]
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CHAPTER 4 Troubleshooting

This Chapter provides solutions to problems for the installation and operation of the Load

Balancing Router. You can refer to the following if you are having problems.

1

Why can’t | configure the router even when the cable is plugged

and the LED is lit?

Do a Ping test to make sure that the load balancing

Router is responding.

Go to Start > Run.

1. Type cmd.

2. Press OK.

Ron 21

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: |=3E] ™|

3. Type ipconfig to get the IP of default gateway.

4. Type “ping 192.168.123.254”". Assure that you ping the correct IP Address assigned

to the load balancing Router. It will show four replies if you ping correctly.

Pinging 192.168.123.254 with 32 hytes of data:

Reply from
Reply from
Reply fFrom
Reply from

122.168.123.254: hyte==32 time{ims
192.168.123.254: bytes=32 time{ims
122.168.123.254: bhyte==32 time<ims
122.168.123.254: bhytez=32 time{ims

Ensure that your Ethernet Adapter is working, and that all network drivers are installed

properly. Network adapter names will vary depending on your specific adapter. The

installation steps listed below are applicable for all network adapters.
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1. Goto Start > Right click on “My Computer” > Properties.

2.  Select the Hardware Tab.

3. Click Device Manager.

4. Double-click on “Network Adapters”.

5. Right-click on Wired Card bus Adapter or your specific network adapter.
6. Select Properties to ensure that all drivers are installed properly.

7. Look under Device Status to see if the device is working properly.

8. Click “OK”.

2 What can | do if my Ethernet connection does not work properly?

1. Make sure the RJ45 cable connects with the router.

2. Ensure that the setting on your Network Interface Card adapter is “Enabled”.

3. If settings are correct, ensure that you are not using a crossover Ethernet cable, not all
Network Interface Cards are MDI/MDIX compatible, and use a patch cable is
recommended.

4. If the connection still doesn’t work properly, then you can reset it to default.

3 How to reset to default?

1. Ensure the load balancing Router is powered on

2. Find the Reset button on the right side

w

Press the Reset button for 8 seconds and then release.

4. After the Router reboots, it gets back to the factorydefault settings.

This product comes with One Year warranty. For further details about warranty policy and Product
Registration, please visit support section of www.digisol.com
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