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COPYRIGHT
Copyright 2016 by DIGISOL SYSTEMS LTD. All rights reserved. No part of this publication may be reproduced,
transmitted, transcribed, storedin a retrieval system, or translated into any language or computer language, in
any form or by any means, electronic, mechanical, magnetic, optical, chemical, manual or otherwise, without
the prior written per mission of this company.
This companymakes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following their
purchase, the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all necessary
servicing, repair, and any incidental or consequential damages resulting from any defect in the software.
Further, this companyreserves the right to revise this publication and to make changes fromtime totime inthe
contents ther eof without obligation to notify any person of such revision or changes.
Trademarks:
DIGISOL™ is a trademark of DIGISOL SYSTEMS LTD. All other trademar ks ar e the property of the respective
manufacturers.
Safety
This equipment is designed with the utmost care for the safety of those whoinstall and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacturer must therefore be allowed at all times to

ensure the safe use of the equipment.
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1

Product Information

The ADSL access device supports multiple line modes. It provides four 10/100Base-T

Ethernet interfaces at the user end. Utilizing the high-speed ADSL connection, the device

provides users with broadband connectivity to the Internet or the Intranet for high-end users

like net bars and office users. It provides a downlink speed up to 24 Mbit/s and an uplink

speed up to 1 Mbit/s.

The device supports WLAN access, as WLAN AP or WLAN router, to internet. It is compliant
with IEEE 802.11b/g/n specffications and complies with WEP, WPA and WPA2 security

specifications.

Other features of this wireless broadband router include:

Supports various line modes.

Supports external PPPoE dial-up access.
Supports internal PPPoE/PPP oA dial -up access.
Supports leased line mode.

Supports 1483Raccess.

Supports multiple PVCs (eight at most) and these PVCs can be isolated from
each other.

Supports single PVC with multiple sessions.
Supports multiple PVCs with multiple sessions.
Supports the binding of the ports and the PVCs.
Supports the 802.1Q and 802.1P protocol.
Supports DHCP sewer.

Supports NAT / NAPT.

Supports static route.

Supports firmware upgrade: WEB/tftp/ftp.
Supports reset to factory default: Reset, WEB.
Supports DNS relay.

Supports Virtual sewver.

Supports DMZ functions.

Supports two-lev el passwords and usernames.
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Supports WEB interface.

Supports telnet CLI.

Supports System status display.

Supports PPP session PAP / CHAP.

Supports P filer function.

Supports IP QoS function.

Supports remote access control.

Supports line connection status test.

Supports remote management (Telnet; HTTP).

Supports configuration file backup and restoration function.
Ethernet supported such as Crossov er Detection, Auto-Correction and polarity
correction.

Supports 3G failover and Mass storage function.

1.1 Safety Precautions

In order to keep the safety of users and y our properties, please follow the safety instructions

as mentioned below:

Use the ty pe of power marked in the volume label.

Use the power adapter packed within the device package.

Pay attention to the power load of the outlet or prolonged lines. An overburden
power outlet or damaged lines and plugs may cause electric shock or fire accident.

Check the power cords regularly. If you find any damage, replace it a once.
Proper space left for heat radiation is necessary to avoid any damage caused by

overheating the device. The long and thin holes on the Access Point are designed

for heat radiation to make sure the device works normally. DO NOT cover these
heat radiant holes.

DO NOT put this device close to a place where a heat source exists or high
temperature occurs. Avoid exposing the device to direct sunlight.

DO NOT put this device close to a place which is over damp. DO NOT spill any
fluid on this device.

DO NOT connect this device toany PC or electronic product, unless our customer
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engineer or your broadband provider instructs you to do this, because any wrong
connection may cause any power or fire risk.
® DO NOT place this device on an unstable surface.

1.2 System Requirements

The following sy stem requirements are recommended:

® A 10BaseT/100BaseT Ethernet card installed onyour PC.

®  Ahub or switch is available for connecting one Ethernet interface on the device
and several PCs.

®  Operating sy stem: Windows Vista, Windows 7, Windows 98SE, Windows 2000,
Windows ME or Windows XP.

® Internet Explorer V7.0 or higher, or Netscape V4.0 or higher, or firefox 1.5 or
higher.

1.3 Package contents

Before you start using this router, please check if there’s anything missing in the package,
and contact y our dealer of purchase to claim for missing items:

[ DG-BG4100NU 150MBP S WIRELESS ADSL2+ BROADBAND ROUTER WITH
USB PORT

Switching Power Adapter

POTS Splitter

Two RJ-11 cables

One RJ-45 patch cord

Quick Installation Guide

Installation Guide CD (includes user manual, QIG & Utility)
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1.4 LEDs and Interfaces

Top Panel

O O0OO0OO0O0OO0O0O0 @
VEPODDDOED «» @

DG-BG4100NU
Wireless ADSL2/2+ Broadband Router with USB Port

The following table describes the LEDs of the device.

LEDs Color Status Description
Red On Device is initializing or initialization has failed.
e
Power Off Power is off.
Green On Power is on.
On Phy sical link is up
DSL Green o ADSL handshaking process is on or ADSL line
Blinking
unplugged.
On Internet connection is established.
Green
Blinking Data is being transmitted or receiv ed.
Internet
Off Device is not connected to internet.
PPPOE/PPP0A username-password not set or
Red On
wrong.
LAN On PC is connected to LAN port
Green
1/2/3/4 Off PC is unplugged/not connected.
Oon USB deviceis plugged.
uUsB Green .
Off USB device is not plugged.
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On Wireless is enabled.
WLAN Green Blinking Data is being transmited or receiv ed.
Off Wireless is not enabled.
o WPS negotiation is enabled waiting for the
Blinking )
WPS Green clients.
Off WPS negotiation is not enabled on the device.
9
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Rear Panel

Awwww g

LANT  LANZ  LANS  LANG Power On/Off \.;’

The following table describes the interfaces of the device.

ltem Description

Antenna One 5dBi fixed dipole antenna.

DSL RJ-11 interface, for connecting to the ADSL interface or a splitter using
a telephone cable.
RJ-45 interface, for connecting to the Ethernet interface of a computer

LAN4/3/2/1 .
or the Ethernet devices through an Ethernet cable/LAN Cable.

Power Power interface, for connecting to the power adapter.

ON / OFF Power switch, to power on or power off the device.
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Side Panel
3 — -
' -
ltem Description
USB To connect USB 3G Dongle or USB Mass Storage.
Reset to the factory default configuration. Keep the device powered
Reset on, and insert a pin into the reset hole for 3 seconds, then release fi.
The device will reset to the factory default configuration.
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2 Hardware Installation

® Connect the ADSL interface of the device and the router interface of the splitter
through a telephone cable. Connect the phone to the Phone interface of the splitter
through a telephone cable. Connect the incoming line to the Line intefface of the

splitter.
The splitter has three interfaces:
® Line: Connect to awall phone jack (RJ-11 jack).

® Modem: Connect to the ADSL jack of the device.

® Phone: Connect to atelephone set.

® Connect the LAN interface of the device to the network card of the PC through an
Ethernet cable (MDI/MDIX).

I:] Note: Use twisted-pair cables to connect to the hub or switch.

®  Plug one end of the power adapter to the wall outlet and the other end to the

Power interface of the device.
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The following figure shows the application diagram for the connection of the router, PC, splitter
and the telephone sets.

13

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

3 Software Installation

® Insert the Setup CD intoy our CD-ROM drive of notebook/desktop computer.

® Explore the CD and execute the “India_autorun.EXE” file. Screen given below
will be display ed. Click ‘Start’ to continue.

=][c][=]a]H

WELCOME TO QUICK SETUP WIZARD

To run the utility and configure this router you just
require a computer, with a LAN card set to obtain

an IP address automatically. If there is any difficulty,
then please refer the User Manual.

Note :

To use this WIZARD, the Router configuration

must be factory defaults or reset if required.

DG- BG4 100" U User Manual QIG Start
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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®  Connect the ADSL line and the phone line to the router. Click ‘Next’

DIGISOL

Connection : Splitter INTERNET

© Connect ADSL Line from
ISP to the Line port (] Pots
on the POTS Splitter Splitter

Phone || Modem
© Connect the Modem port (2]
on the POTS Splitter to ——

Line interface on the
router

© Connect the Phone port

on POTS Splitter to the
Phone instrument

DG-BG4100NU T T
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

®  Connect the power adapter to the AC Mains and the other end to the power
interface on the router. Push the power button on the router to power up the

device. Click ‘Next’.

@ =] [c][={=]H

Connection : Power Adapter

@ Connect the Supplied S
Power Adapter to the Splitter
AC Mains and the other Phone | | Modem
end to the Power interface @

on the router ]

© Push the Power

Button on the router Powar
to power up the device . Source

DG-BG4100NU
—

www.digisol.com Tech Support 1800 209 3444
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Connect the Ethernet interface on the router to the LAN card on the computer
using the Ethernet cable. Click ‘Next’

Connection : Computer / Laptop

INTERNET

© Connect the Ethernet <
interface on Router to Splitter
the LAN card on
the computer using
Ethernet cable.

Power
Desktop Source

Computer

[ Ethernet LAN
DG-BG4100NU -
Xt Exit
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

Modem

After powering up the router, verify the status of the LED indicators on the front

panel of the router. Click ‘Next’

DIGISOL

LED : Status

Dovice is inftiaizing or initialization has failod.
Power is OFF
Power is ON
Physical ink is UP.
Binking
ON  internet connection Is established.
Binking  Data is being transmitted or received
et OFF Device is not connected to Internet.
ON_ PPPOEPPPOA username.password not 50t or Is Wrong.

on PC Is connected on LAN Port

LAN (1-4)

OFF PC I Unplugged / Not Connected
on USB device Is plugged.
OFF USB device is not plugged.

uss

ON  Wireloss Is onablod.
Binking  Data Is boing transmitted or received.

OFF  Wireloss is not enabled.
Binking WP negotiation s enabled, waiting for the clients.

wps
oFF WPS negotia

DG-BG4100NU —
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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° Below as shown please select the “WAN Mode” type.
Suppose you select “ADSL and 3G” option to setup 3G failov er click “Next”.
73| DiGIsOL

Configure : WAN Mode
WAN Mode: [EEREEH - <--- Click Dropdown for more options

DG-BG4100NU = o

‘WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

°

Please select your ‘Country’ and ADSL service provider. VPI and VCI v alues
will auto fill.

Configure : ADSL (vpr,vcr)

Please select your ‘Country’ and ADSL Service
Provider. The values for VPI and VCI will auto fill

Country: = o
Service Provider: [0 hd

VPI: (0 ~ 255)
VCI: (32 ~ 65535)

Note: You can set different values for VPI and VCI as provided
by your ISP. If your ISP is not listed in the “Service Provider’ list
then select "OTHERS'.

DG-BG4100NU ——
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com

Tech Support 1800 209 3444
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®  Select the network protocol for WAN interface. Click Next’.

N

) biGisoL

Configure : ADSL Protocol

Please select the type of network protocol for IP
over Ethernet as WAN interface

:

Encapsulation Mode

DG-BG4100NU

'WIRELESS ADSL2/2+ BROADBAND ROUTER

Next Exit

www digisol.com Tech Support 1800 209 3444

All the utility installation steps till here are the common steps to be followed for the modes.
Following are the stepsfor configuring PPPoE connection:

®  Enter the username and password provided by your ISP. Click ‘Next’
N

~ .

[\aj] DIGISOL

Configure : ADSL PPPoE

Please enter the Username and Password
provided by your ISP

User ID:
Password: _

DG-BG4100NU ——
WIRELESS ADSL2/2+ BROADBAND ROUTER

www digisol.com Tech Support 1800 209 3444
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® Configure the 3G Dialup parameters and click “Next”

| DiIGISOL

Configure : 3G Dialup

Please connect the 3G USB Dongle and then enter the
dialer parameters for 3G Dongle provided by your ISP
(Leave it blank if no 3G USB dongle connected.)

Username :
Password :
APN Code :

Pin Code :
Dialup Number :

DG-BG4100NU ——
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

® Configure a wireless name (SSID) fory our router. Click ‘Next’

j DIGISOL

S

Configure : Wireless Name (SSID

Configure a name (SSID) for your wireless network,
so you can always identify your wireless network.

Wireless Name (SSID):

[Example: MyNetwork, WIFI123]

Wireless Channel: auto Scan -

DG-BG4100NU R —
WIRELESS ADSL2/2+ BROADBAND ROUTER

www digisol.com Tech Support 1800 209 3444
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®  Configure the wireless securiy. Click ‘Next’

3 |[c][]=]N

Configure : Wireless Security

Security Mode: WRAZ-Mized hd
Pre-Shared Key: (I

DG-BG4100NU T—
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

® The next screen is asummary of the wireless settings of the router.

JIGISOL

Summary : Wireless Configuration

Internet Connection Type:

Wireless Name (SSID):
Wireless Security: “EAz-Mixed

Security Key: disi345ht

After click “"Next” please wait for the next page to appear.

DG-BG4100NU ——
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

20

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

® Click on ‘Next’ , thefollowing screen will appear.

r

Saving......please wait

[ 0 T T 0 0 e |

A

®  Once the connection is established, the router connection status will appear.

(=][c][={=]H

Status : WAN

WAN Link Type
WAN IP

Default Gateway
Primary DNS
Secondary DNS

Note: If the IP Address appears 0.0.0.0, then click ‘Refresh’ for
retrying the connection to Internet. If a valid IP address appears
(other than 0.0.0.0) then click 'Finish’ button to complete the setup.

Please reboot the Router after click "Finish” (Recommended).

DG-BG4100NU —— T
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Bridging Mode:
® To configure the router in the bridge mode select “Bridging” option. Click

‘Next’

(=][c][={=]®

Configure : ADSL Protocol

Please select the type of network protocol for IP
over Ethernet as WAN interface

L_IPPP aver ATH (PPPoA)
[ 1FPP over Ethernet (PPPoE)

{1 MnC Encapsulation Routing (MER)

1P over ATM {IPaA)

Encapsulation Mode

LLC/ENCAPSULATION hd

DG-BG4100NU ——
'WIRELESS ADSL2/2+ BROADBAND ROUTER

www_digisol.com Tech Support 1800 209 3444

® Configure a wireless name (SSID) fory our router. Click ‘Next’

| DiGISOL

Configure : Wireless Name (SSID

Configure a name (SSID) for your wireless network,
s0 you can always identify your wireless network.

Wireless Name (SSID):

[Example: MyNetwork, WIFI123]

Wireless Channel: Auta Scan -

DG-BS:54100NU v

Next
2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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®  Configure the wireless securiy.

P

(23] DiGISOL

N

Configure : Wireless Security

to protect your wireless network from
d Key is the maost secured encry
Shared key a8to
f in the ow

Security Mode: WPAZ-Mixed -
Pre-Shared key: [

DG-BG4100NU

WIRELESS ADSL2/2+ BROADBAND ROUTER

Next Exit

www._digisol.com Tech Support 1800 209 3444

® Click on ‘Next’ the following screen will appear.

DIGISOL

Bridge Mode

Please use a third party Dial-up software or
“Windows New Connection Wizard” to configure
the Internet Dial-up access

ve your current gs and reboot the router.
ts, you can connect w ss clients to the router

DG-BG4100NU Finish
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

® Click on ‘Finish’ to complete the configuration of the router in Bridge mode.

23

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

4 About the Web Configuration

This section describes how to configure the router by using the Web-based configuration
utility.

4.1 Access the Router

The following is the detailed description of accessing the router for the first time.
Open the Internet Explorer (IE) browser and enter http:/192.168.1.1.

® [nthe Login page that is display ed, enter the username and password.
® The username and password of the super user are admin and admin.
® The username and password of the common user are user and user.

Authentication Required 3

The server 192.168.1.1:80 requires a username and password.
The server says: index.htrm.

User Name: | | |

Password: | |

[ Log In H Cancel

If you log in as a super user, the page shown in the following figure appears. You can check,

configure and modify all the settings.

24
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-
| 150MDbps Wireless ADSL2/2+
DIGISOL DG-BG4100NU e

Wizard Setup Advanced Service Firewall Maintenance Smart MENU
ADSL Router Status
This page shows the current status and some basic settings of the device
57 System
= Device Info
+ 3G Info Model Name DG-BG4100NU
Uptime 13 days, 6:45:28
= ADSL
Date/Time Sat Jan 142012/ 12:15:28
Built Date Jul 16 2016 -
Serial Number 00177CE4D954
2 DSL
Operational Status G992.5
Upstream Speed 509 kbps
Downstream Speed 2463 kbps

If you log in as a common user, you can check the status of the router, but cannot

configure/modify most of the settings.
I:L_] Note: In the Web configuration page, you can click Apply Changes to save the settings.

4.2 Wizard

When subscribing to a broadband service, you should be aware of the method by which you
are connected to the Internet. Your physical WAN device can be PPP, ADSL or both. The
technical information about the properties of your Internet connection is provided by your
Internet Service Provider (ISP). For example, your ISP should inform y ou whether you are
connected to the Internet using a static or dy namic IP address and the protocol that y ou use
to communicate on the Internet.

In the navigation bar, choose Wizard. The page shown in the following figure appears. The
Wizard page guides fast and accurate configuration of the Internet connection and other

important parameters. The following sections describe these various configuration

25
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parameters. Whether y ou configure these parameters or use the default ones, click NEXT to

enable y our Internet connection.

+ Wazard

Fast Config

Step 2: WLAN Cannection Setting
Stop 3; Save Seting

Stop 1 WAN Conection Sefling: Flease select he wan connection mode

VPIVCE Pl [ 255 Vet o (32:85539)
Encapsulation: D Lucrap Ove-w
Brigge
3
Connaction Morke: © pppos
Oeppon
O 1482 Routed
1P Protacal: T
B JEnatle © Disale
VLA ID(1-4095):
PPP Saitings: Usemame Passward
DS Seltings: © Atsin DS Automaticaly

O gat NG Manualy

The following table describes the parameters in this page:

Field

Description

Virtual path identifier (VPI) is the virtual path between two points in an

VPI ATM network. Its valid value is in the range of 0to 255. Enter the correct
VPI provided by your ISP. By default, VPI is set to 0.
Virtual channel identifier (VCI) is the virtual channel between two points
Vel in an ATM network. Its validvalue is in the range of 32 to 65535. (0 to 31

is resewved for local management of ATM traffic) Enter the correct VCI
provided by your ISP. By default, VCI is set to 35.

After the setting is done, click Next, the page as shown in the following figure appears.

There are five WAN connection ty pes: PPP over ATM (PPPoA), PPP over Ethernet (PPPOE),

and 1483 Routed. The following sections below describe them respectively.

26
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PPPOE/PPPOA

In the Connection Ty pe page, set the WAN connection ty pe to PPP over Ethernet (PPPOE),
the encapsulation mode to LLC/SNAP.

Step 1: WAN Connection Setting: Flease selectthe wan connection mode
VPINCE Pl |0 (0-258) VWCI: |0 (32-655349)
Encapsulation: @ LLcigMap Ove-Mux

C Bridge

CipoE
Connection Mode: ®PPPOE

CPPPoA

1483 Routed
IP Protocol: Ipwd v
BOZ. I OEnable ® Disable
VLAN ID(1-4095):
PPP Settings: Userame: Password

DINS Settings: @ Aftain DNS Automatically

O 5el DNS Manually :

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters in this page:

Field Description

There are three WAN connection types: PPP over

ATM (PPPoA), PPP over Ethernet (PPPoOE) and 1483

Connection Mode
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Field Description

Routed. In this example, the connection type is set to
PPPOE.

. You can select LLC/SNAP or VC-Mux. In this example,
Encapsulation Mode ) )
the encapsulation mode is set to LLC/SNAP.

IP Protocol Select the IMP protocol: IPv4, IPv6 or IPv4/IPv6.
802.1q You can enable or disable 802.1q

VLAN ID (1-4095) Enter the VLAN ID here. The valid range is 1-4095.
PPP Settings Enter the username and password.

DNS Settings Select the DNS settings.

After the settings are done, click Next, the page as shown in the following figure appears.

Fast Config
Step 2Wireless Fast Settings: Please confiy basic settings about wireless
WLAN: @ Enable O Disahle
Band: 2.4 GHz (B+G+MN) v
SSI0: DIGISOL
Encryption: Mone -
Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters in this page:

Field Description
WLAN You can enable or disable the WLAN.
Band Here select the appropriate band form the list.
SSID Enter the SSID.
Encry ption Select the enciy ption from the list.
28
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After the settings are done, click Next, the page as shown in the following figure appears.

Fast Config
Step 3:Save Ifyou need finish seftings in the fast config please click "Apply Changes" otherwise please click
Settings "Cancel' or" Prev'
Settings as follow:
VPI: 1}
VCIE: 122
Encapsulation: LLCISNAP
Channel Mode: PPFoE
IP Protocol: Ipvd
Ppp Username: digisoltech
ppp password: goal2ld
DNS Setting: DNS Autarmatically
WLAN: Enable
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

If you need finish settings in the fast config, please click "Apply Changes" otherwise please

click "Cancel" or "Prev".

I—:] Note: If the WAN connection type is set to PPPoA the parameters of the WAN

connection type are the same as that of PPPoE.
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1483 Routed

In the Connection Type page, set the WAN connection type to 1483 Routed, the

encapsulation mode to LLC/SNAP.

Fast Config

Step 3 Save Setting

VPIVCI:

Encapsulation:

Connection Mode:

IP Protocol:
80214
VLAN ID{1-4095):

WAN IP Settings:

IP Address:
Metmask:
Gateway.

DNS Settings:

The wizard will help you do some basic configurations step by step
Step 1: WAN Connection Setting
Step 20 WLAN Connection Setting

Step 1: WAN Connection Setting:

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Please select the wan connection mode

VPL |0 (0-255) VGl |0 (32-65635)
@ LLcisnap O ve-mux
OBndge
OIpoE
O PPPoE
O PPPoa
@ 1483 Routed
Ipvd v

OEnable @ Disable

O Attain IP Automatically

@ Manually.

@ attain DNS Automatically

© 5et DNS Manually
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After the settings are done, click Next, the page as shown in the following figure appears.

Fast Config

Step 2:Wireless Fast Settings: Flease confiy basic seftings about wireless

WLAN: @Eenable O Disable
Band:
Encryption:

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

For subsequent configuration, refer to the description in the above section PPPoE/PPPoA.
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4.3 Status

In the navigation bar, choose Status. The Status page that is display ed contains: Device Info,
3G Info and ADSL.

Device Info

Choose Status > Device Info. The page that is display ed shows the current status and some
basic settings of the router, such as firmware v ersion, upstream speed, downstream s peed,
LAN status, DNS status, ADSL WAN interfaces etc.
DIGISOL Da-Ba4100NU

wzard Sotu Advanced Serwce  Frewsd  Mamieance | SmarMEWJ

ADSL Rauter Status

. I

208

[T

[ras——

[———

) U Sus

e s

g

e konss Wi

)OS s

) ADSLWAN Immtacos

5 BDSLWAN 1PVS Cantiuraton

5 et A rariscas

BT —— sy

Tachnical Supper - 1900 208 3444 Emad Support - helpesk Betginsd com
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3G Info

Choose Status > 3G Info. This page shows the Signal strength, Connection status, SIMcard
status, IP address details of 3G etc.

3G Status

This menu shows 3g status of the device.

Signal Strength:

Connection Status Mo dongle conhected
SIM Card Status Mo SiM Card
Received 0.000 MBe

Sent 0.000 MB

IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Gateway Address 0.0.0.0

DNS1 Address 0.0.0.0

DNS2 Address 0.0.0.0

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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ADSL

This page shows the settings of the ADSL Router.

ADSL Configuration
This page shows the setting ofthe ADSL Router.

* Device Info AdslLine Status ACTIVATING.

= 3GInfo AdslMode:

o MEL Up Stream

Down Stream
Attenuation Down Stream

Attenuation Up Stream

SNR Margin Down Stream

SNR Margin Up Stream

Vendor ID RETK
Firmware Version 4926002
CRC Errors

Up Stream BER

Down Stream BER

Up Output Power

Down Output Power

Down Stream ES

Up Stream ES

Down Stream SES

Up Stream SES

Down Stream UAS

Up Stream UAS

LCLELC Retrain [ Refresh |

Technical Support - 1800 209 3444

Statistics

Choose Status > Statistics.

= Statistics
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4311 Statistics

Click Statistics in the left pane. The page shown in the following figure appears. In this page,

you can view the statistics of each network port.

Statistics
This page shows the packet statistics for transmission and reception regarding to network interface:
‘2; Statistics:
Interface Rx pkt Rx err Ry drop Tx pkt Tx err Tx drop

larv! a a a 0 a a
lan2 a a a 0 a a
lan3 2808 ] 1 4698 [t} [t}
land o o o o a a

pppoel a a a a a il
wl 62529 o o 4323 36 22989
w2 o o o 0 [t} [t}
w3 o o o o a a
wed a a a 0 a a
w5 o o o 0 [t} [t}
Wb o o o o a a
T o o o 0 a a
el a a a 0 a a
w3 o o o 0 [t} [t}
wel 0 o o o o a a
Wl a a a 0 a a
wi2 o o o 0 [t} [t}
w13 o o o 0 [t} [t}
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4.4 Setup

In the navigation bar, click Network. The Network page that is displayed contains WAN,
LAN and Wireless.

WAN

Choose Network > WAN. The WAN page that is display ed contains WAN, 3G, Auto PVC,
ATM Settings and ADSL Settings.
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4411 WAN

Click WAN in the left pane, the page shown in the following figure appears. In this page, y ou

can configure WAN interface of y our router.

VaNT ADSLANon EBE et Mokm Rove [ Nok ke conlectis of
o wilbe e abk

WAH Fhipileal Type O ememet wian (Fort-Lany

Defauilt Routs Selection:

Rt . ek [

Encapiiaton: ®ue Oicanas

Channsl Mods PPPOE v Enabls NEPT:
Enaniz G ME: O

I Protocal s W

PPP gtng s

Usar Hams:

|

P —

WAN [P Setlings:
Tips: Red IP CHCP

CHMi e Chable Enabls Ao

unnumbered:

IPVE WAN Satting

eddrs v Mods: SE W

DHCPYE Mads: bW

Raqueast DHCPYG PO

I I I I I I

o Wi Interfaces Table:

9“(“ N Mods WPl WSl Encap NAFT KSMP DR:”‘ IPaddr  Remots P HetMash NUI'"’"; st:tu Edit

O ™™ e 0 ® Uc o or  or  omon 000D o A0
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The following table describes the parameters of this page:

Field

Description

WAN physical ty pe: Ethernet
WAN (Port-LAN1)

When this option is selected the unit will auto reboot.

Default Route Selection

You can select Auto or Specified.

The virtual path between two points in an ATM network,

VPI )

ranging from 0to 255.

The virtual channel between two points in an ATM network,
VCI ranging from 32 to 65535 (1 to 31 are reserved for known

protocols)

Encapsulation

You can choose LLC and VC-Mux.

Channel Mode

You can choose PPPoE, PPPoA and 1483 Routed.

Select it to enable Network Address Port Translation (NAPT)

function. If you do not select it and you want to access the

Enable NAPT Internet normally, you must add a route on the uplink
equipment. Otherwise, the access to the Internet fails.
Normally, it is enabled.

Enable IGMP You can enable or disable Internet Group Management

Protocol (IGMP) function.

PPP Settings

Enter the correct user name for PPP dial-up, which is provided

User Name

by your ISP.

Enter the correct password for PPP dial-up, which is provided
Password

by your ISP.
Ty pe You can choose Continuous, Connect on Demand, or Manual.

Idle Time (min)

If set the type to Connect on Demand, you need to enter the
idle timeout time. Within the preset minutes, if the router does
not detect the flow of the user continuously, the router
automatically disconnects the PPPoE connection.

WAN [P Settings

Ty pe

You can choose Fixed IP or DHCP.
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® |If selected Fixed IP,you should enter the local IP address,
remote IP address and subnet mask.

® |If selected DHCP, the router is a DHCP client, the WAN IP
address is assigned by the remote DHCP sewer.

Local IP Address

Enter the IP address of WAN interface provided by y our ISP.

Remote IP Address

Enter the remote IP address.

Net mask

Enter the subnet mask of the local IP address.

Unnumbered

Select this checkbox to enable IP unnumbered function.

Default Route

Enable/Disable the default route.

After configuring the parameters of this page, click it to add a

Add new PVC into the Current ATM VC Table.
Select PVC in the Current ATM VC Table, then modify the
Modify parameters of this PVC. After finishing, click it to apply the
settings of this PVC.
Delete Select PVC inthe Current ATM VC Table, then delete the PVC.
Reset Click reset to undo the settings entered in this page and retain

them to default settings.

Current ATM VC Table

This table shows the existing PVCs. It shows the interface
name, channel mode, VPI/VCI, encapsulation mode, local IP

address, remote IP address and other information. The

maximum item of this table is eight.
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4412 3G

This page is used to configure the parametersforyour 3G network access.

3G Settings
This page is used to configure the parameters for your 3G network access.
36 WAN: Cpisable @Enable
3G Status: Mo dongle connected
PIN Cade: | |
APN: | |
Dial Number: [*ao¥ |
Authentication:
User Name:
Passwor:
Connection Type:
NAPT: C Disable @ Enable
Default Routte: O Disable © Enable
mTU: 1500 |
P Type:
3G to Wired switch time(s): |1 1] |
=3
\5’,4 WAN 3G Connections
Interface Droute Protocol IP Address Gateway Status
[ Refrosh |
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Field Description
3G WAN Selection will Enable or Disable 3G WAN.
(Enable/Disable)
Pincode Enter the Pincode — Check with 3G Service provider.
APN Enter the APN - Check with 3G Sewice provider.
Dial Number Enter the dial number eg: *99#, #777 etc as per ISP.
Username Enter username — Check with 3G service provider.
Password Enter password — Check with 3G sewice provider.
Connection ty pe Persistent means Automatic dial & Manual means manual dial.
NAPT WAN [P/Port sharing (Network Address Port Translation)
Default Route Enable or Disable Default route. Router will select the default route
to internet.
MTU Set as per 3G Sewice provider (Do not modify).
IP Ty pe Select the IMP type: IPv4, IPv6 or IPv4/IPv6.
3G to wired switch Set the switch overtime in seconds.
time

Note: Kindly refer to the 3G USB compatibility list uploaded on the website.
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4413 Auto PVC

Click Auto PVC inthe left pane, page shown in the following figure appears. In this page, y ou
can get PVC automatically through detecting function, and add or delete the PVC thatyou
want or do not want.

lAuto PVC Configuration

[This page is used to configure pyc auto detect function. Here you can add/delete auto pvc search tahle.

Probe WAN PVC
L vee [ ] A

2} Current Auto-PVC Table:

PVC

=
=

{"[w]

0 35

1 35
43
51
39
43

51

=
@ oW e e o @ @ o

59

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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44.14 ATM Settings

Click ATM Settings in the left pane, the page shown in the following figure appears. In this
page, you can configure the parameters of the ATM, including VPI, VCI, QoS, PCR, CDVT,
SCR and MBS.
ATM Settings

This page is used to configure the parameters for the ATM of your ADSL Router. Here you may change the seting for QoS,
FCR,COVT, SCR and MBS,

VP VCIE Qos: | UBR v

PCR: COVT: SCR: MBS:

Adsl Retrain: Apply Changes m

5 Current ATM VC Table:

Select VPl Vel QoS PCR covT SCR MBS

o] ] 35 UBR 6144 0

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description
VPI The virtual path identifier of the ATM PVC.
VCI The virtual channel identifier of the ATM PVC.
QoS The QoS category of the PVC. You can choose UBR, CBR,

rt-VBR or nrt-VBR.

PCR Peak cell rate (PCR) is the maximum rate at which cells can
be transmitted along a connection in the ATM network. Its
value ranges from 1 to 65535.

CDVT Cell delay v ariation tolerance (CDVT) is the amount of delay
permitted between ATM cells (in microseconds). Its value
ranges from O to 4294967295.

SCR Sustained cell rate (SCR) is the maximum rate that traffic can
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pass over PVC without the risk of cell loss. Its value ranges
from O to 65535.

MBS Maximum burst size (MBS) is the maximum number of cells
that can be transmitted at the PCR. Its value ranges from 0 to
65535.

44.15 ADSL Settings

Click ADSL Settings in the left pane, the page shown in the following figure appears. In this
page, you can select the ADSL modulation. Mostly, try to retain the factory default settings.
The router supports these modulations: G.Lite, G.Dmt, T1.413, ADSL2 and ADSL2+. The

router negotiates the modulation modes with the DSLAM.

ADSL Settings

This page allows you to choose which ADSL modulation settings your modern router will support.

O 6 Lite
G Dmt
ADSL modulation: T1.413
ADSL2
ADSL2+
AnnexL Option: Enahled
AnnexM Option: [ Enatled
Bitswap Enable

ADSL Capability:
SRAEnable

Technical Sup

Choose Network > LAN. The LAN page that is display ed contains LAN IR, DHCP and DHCP
Static IP.
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4.4.1.6 LAN

Click LAN IP inthe left pane, the page shown in the following figure appears.
In this page, you can change the IP address of the router. The default IP address is
192.168.1.1, which is the private IP address of the router.

LAN Interface Setup
This page is used to configure the LAN interface of your Router. Here you may change the setting for IP address, subnet mask,
etc.

Interface Name: Ethemnet1
IP Address: [192.168.1.1 |
Subnet Mask: |255.255.255.0 |

[ secondary IP

IGMP Snooping: O Disable & Enable
Apply Changes
MAC Address Control: Cleant Ceanz Ceanz COiand Clwean

Apply Changes
New MAC Address: [ | (m

25 Current Allowed MAC Address Table:

MAC Addr Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description
Enter the IP address of LAN interface. It is recommended to use
IP Address an address from a block that is resewved for private use. This

address block for example is 192.168.1.1 - 192.168.1.254.

Subnet Mask

Enter the subnet mask of LAN interface. The range of subnet
mask isfrom 255.255.0.0 - 255.255.255.254.

Secondary IP

Select it to enable the secondary LAN IP address. The two LAN

IP addresses must be in different networks.

IGMP Snooping

When IGMP snooping is enabled, only hosts that belong to the
group receive the multicast packets. If a host is deleted from the

group, the host cannot receive the mutkicast packets any more.

It is the access control based on MAC address. Select it, and the

MAC Address
c | host whose MAC address is listed in the Current Allowed MAC
ontrol
Address table can access the router.
Add Enter MAC address and then click it to add a new MAC address.

Current allowed
MAC address table

All the allowed MAC addresses added will be listed here.
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44.1.7 DHCP

Dy namic Host Configuration Protocol (DHCP) allows the individual PC to obtain the TCP/IP
configuration from the centralized DHCP sewer. You can configure this router as a DHCP
server or disable it. The DHCP sewver can assign IP address, IP default gateway and DNS
server to DHCP clients. This router can also act as a DHCP sewver (DHCP Relay) where it

relays IP address assignment from an actual real DHCP sewer to clients. You can enable or
disable DHCP sewer.

Click DHCP inthe left pane, the page shown in the following figure appears.

DHCP Mode

Thig page can be used to config the DHCP mode:None,DHCP Relay or DHCFP Server.
(1)Enahle the DHCP Server ifyou are using this device as a DHCP server. This page lists the IP address pools available to host
anyour LAN. The device distributes numbers in the poal to host on your network as they request Intermet access

(21Enahle the DHCP Relay if you are using the other DHCP serverto assign IP address to your host on the LAM. You can setthe
DHCP server IF address.

(3 you choose "Mone”, then the moderm will do nothing when the host request a IP address

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0
DHCP Mode: DHCP Server
Lant Meanz Mianz Foans Muian Fuapo Fuapr Mluapz
Interface:
VAP3
IP Pool Range:

192.168.1. |2 = 192.168.1. 254 Ehow Client]
Subnet Mask:

Default Gateway: m

Max Lease Time: minutes

Domain Name:

DNS Servers: m

I

appy changes [l undo |
Set VendorClass IP Range

Technical Support - 1800 208 3444 Email Support - helpdesk@di
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The following table describes the parameters of this page:

Field Description

If set to DHCP Server, the router can assign IP addresses, IP default
DHCP Mode gateway and DNS Servers to the host in Windows95, Windows NT and

other operation systems that support the DHCP client.

It specifies the first and the last IP address in the IP address pool. The
IP Pool Range . o

router assigns IP address that is in the IP pool range to the host.

Click it, the Active DHCP Client Table appears. It shows IP addresses
Show Client

assigned to clients.

Subnet Mask

Enter the subnet mask here.

Default Gateway

Enter the default gateway of the IP address pool.

Max Lease Time

The lease time determines the period that the host retains the assigned
IP addresses before the IP addresses change.

Domain Name

Enter the domain name if you know. If you leav e this blank, the domain
name obtained by DHCP from the ISP is used. You must enter host
name (system name) on each individual PC. The domain name can be

assigned from the router through the DHCP sewer.

DNS Servers

You can configure the DNS sewerip addresses for DNS Relay.

Set VendorClass

IP Range

Click it, the Device IP Range Table appears. You can configure the IP

address range based on the device ty pe.
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Click Show Client in the DHCP Mode page, the page shown in the following figure appears.
You canview the IP address assigned to each DHCP client.

[ Active DHCP Clien

able - Google Chrome =A==
(@ 192.168.1.1/dhcptbl him
Active DHCP Client Table

This table shows the assigned IP address, MAC address and time expired for each DHCP leased clisnt,

llame IP Address MAC Address Expiry(s) Type
antiroicl-4109as0d53024745 19216812 dDb33t1bd2S0 InOdays 20:31:04  Automatic
antiroil- 58037607 c02530 1 19216814  9063:c32S0ch In0days 230702 Automatic
antiroicl-Tehed 781 7abeal 77 19216815 309157300haT In0days 2326116 Automatic
Windows-Phone 19216816  54:44.08:4360:30 In0days 234222 Automatic
android-14584286168c1405 19216817 7E:521adEcs (T In0days 234347 Automatic
android-T5ce5a0a68HC0b1S 19216813 4021:dDE501:08 InOdays 235831 Automatic

The following table describes the parameters and buttons in this page:

Field Description

It displays the IP address assigned to the DHCP client from the
IP Address

router.

It display s the MAC address of the DHCP client.Each Ethernet

device has a unique MAC address. The MAC address is
MAC Address

assigned at the factory and it consists of six pairs of
hexadecimal characters, for example, 00-17-7C-00-02-12.
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Click Set VendorClass IP Range inthe DHCP Mode page, the page as shown in the following
figure appears. In this page, you can configure the IP address range based on the device
ty pe.

3 Untitled - Google Chrome
(@ 192.168.1.1jdhepvendortbl.htm

Device IP Range Table
I This page is used to configure the IP address range hased on device type

start address: 1921681, |
end address: 1921881 |
Rowter address: :l
option60 I:l

i) IP Range Table:

select:  device name: start address: end address: default gateway: option6:

In the DHCP Mode field, choose None. The page shown in the following figure appears.

DHCP Mode

This page canh be used to config the DHCP mode:Mone DHCP Relay or DHCP Server.

(13Enable the DHCP Server ifyou are using this device as 3 DHCP server. This page lists the [P address pools available to host
onyour LAN. The device distributes numbers in the pool to host on your network as they request Internet access

(ZEnable the DHCP Relay ifyou are using the ather DHCP server to assign IF address to your host an the LAN. You can setthe
DHCF server [P address.

(3Ifyou choose "Mone", then the modem will do nothing when the host request a IP address.

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0

[unee |
Set VendorClass IP Range

Technical Support - 1800 209 3444 Email Support - helpdesk@
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In the DHCP Mode field, choose DHCP Relay. The page shown in the following figure

appears.

DHCP Mode

This page can he used to config the DHCP mode:Mone,DHCP Relay or DHCP Server.

{13Enable the DHCP Server ifyou are using this device as a OHCP server. This paoe lists the IP address pools availahle to host
onyour LAN. The device distributes numbers in the pool to host on your netwark as they regquest Internst access

(ZEnable the DHCP Relay ifyou are using the other DHCP server to assian IP address to your host an the LAN. You can setthe
DHCP server [P address.

(3)Ifyou choose "None", then the modern will do nothing when the host request a IP address

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0

DHCP Mode: DHCP Relay

Relay Server: 192.168.2.242

apptyChanges [l undo |
Set VendorClass IP Range

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons of this page:

Field Description
If set to DHCP Relay, the router acts a DHCP Sewver and relays
DHCP Mode the DHCP requests and responses between the remote serv er and
the client.
Relay Server Enter the DHCP serv er address provided by your ISP.
Apply Changes Click it to sav e the settings of this page.
Reset Click i torefresh this page.
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4.4.1.8 DHCP Static

Click DHCP Static IP in the left pane, the page shown in the following figure appears. You
can assign the IP addresses on the LAN to the specific individual PCs based on their MAC

address.

DHCP Static IP Configuration
This page lists the fixed IP/MAC address on your LAN. The device distributes the number configured to hosts on your network as
they requestInternet access.

IP Address: 0000

Mac Address: 0naaooooaaon (ex. D0EOSET10502)

Cros [ et suces o |

%) DHCP Static IP Table:

Select IP Address MAC Address

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons of this page:

Field Description

IP Address Enter the specfified IP address in the IP pool range, which is
assigned to the host.

MAC Address Enter the MAC address of a host on the LAN.
Add After entering the IP address and MAC address, click it. A
row will be added in the DHCP Static IP Table.

Delete Selected Select a row in the DHCP Static IP Table, then click it, this

row will be deleted.

Undo Click it to refresh this page.

DHCP Static IP Table It shows the assigned IP address based on the MAC

address.
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4.4.1.9 LAN IPv6

Click LAN IP in the left pane, the page shown in the following figure appears. In this page,
you can change the IP address of the router. The default IP address is 192.168.1.1, which is
the private IP address of the router.

LAN IPv6 Setting
This page is used to configurate ipvd lan setting. User can setlan RA server work mode and lan DHCGPYE server wark mode.

‘,ﬂ; Lan Global Address Setting

Global Address: | ! | |
Apply Changes

\9,‘ RA Setting

Enable:

MFlag: O

0 Flag:

Min Interval: 200 Secs

Prefix Mode:

ULA Enable: O

RA DNS Enable: [l

<) DHCPv Setting

DHCPvG Mode: Auto Mode v

IPvB Address Suffix Pool: [ BREL e o
1PV DNS Mode:
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The following table describes the RA parameters of this page.

Field Description
Global Address Specify the LAN global ipv 6 address, which may be assigned by ISP.
RA Setting
Enable Enable or disable the Router Adv ertisement feature.
M Flag Enable or disable the “Managed address configuration” flag in RA
packet.
O Flag Enable or disable the “Other configuration” flag in RA packet.
The maximum time allowed between sending unsolicited multicast
Max interval Router Adv ertisements from the interface, in seconds.
Note: The Max Interval must not beless than 4 seconds and not
greater than 1800 seconds.
The minimum time allowed between sending unsolicited multicast
Min Interval Router Adv ertisements from the interface, in seconds.
Note: The Min Interval must not be less than 3 seconds and not
greater than 0.75 * Max Interval.
Specify the RAfeature prefix mode:
Prefix Mode “Auto”: The RA prefix will use Wan dhcp-pd prefix. “Manual”: User will
specify the prefix Address, Length, Preferred time and Valid time.
When enabled the following parameters appear:
oA e
ULA Enable Pt dtess:

Prefix Longth: 16-641
Preferred Time: 1600 - 2147483647 5] or [1 8]

Valld Time: 6002147483647 5] r 1 8]

RADNS Enable

When enabled the following parameters appear:

RADNS Enable:
RADNS Mode: Auto v

Manual

Apply Changes

DHCPv6 Setting
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Field Description
Specify the dhcpv 6 server mode:
“None”: Close dhcpv6 sewver.
DHCPY6 Mode “Manual”: dhcpv6 server is opened and user specifies the dhcpv6

server address pool and other parameters.
“Auto”: dhcpv 6 serveris opened and it can use Wan dhcp-pd prefix to

generate address pool.

IPv6 address suffix

pool

Ty pe the IPv6 address suffix range for the DHCPv 6 LAN clients

IPv6 DNS Mode

Ty pe the IPv6 DNS address
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44110 Wireless

Choose Setup > Wireless. The WLAN page that is displayed contains Basic, Security,
MBSSID, Access Control List, Advanced, WPS and WDS.

4.41.11 Basic

Choose Wireless > Basic and the following page appears. In this page, y ou can configure

the parameters for wireless LAN clients that may connect to the router.

Wireless Basic Settings
This page is used to configure the parameters for your wireless network

[J pisable Wireless LAN Interface

Band: 2.4 GHz (B+G+MN) »

SSID: DIGISOL

Channel Wicdth: 40MHZ hd

Control Sideband:

Channel Number: Current Channel: 6
Radio Power (Percenty: 100%

Associated Clients: Show Active Clients

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field

Description

Choose the working mode of the router. You can choose from
drop-down list.

2.4 GHz (B+G+N) »

Band 2.4 GHz (B)
2.4 GHz (G}
2.4 GHz (B+5)
2.4 GHz (N}
2.4 GHz [G+1)
Mod Choose the network mode of the router, which varies according to
ode
the software. By default, the network model of the router is AP.
The service set identification (SSID) is a unique name to identify the
ss router in the wireless LAN. Wireless stations associating to the
ID

router must have the same SSID. Enter a descriptive name that is

used when the wireless client is connecting to the router.

Channel Width

Options av ailable are 40 MHZ, 20 MHz and 40/20 MHz

Control Sideband

There are two sidebands upper and lower bands. The lower band
comprises of channel numbers 1-7. The upper band comprises of
channel numbers 5-11.

Channel Number

A channel is the radio frequency used by 802.11b/g/n wireless
devices. There are 11 channels (from 1 to 11) available depending
on the geographical area. When You may have achoice of channels
(for your region) you should use a different channel from an
adjacent AP to reduce the interference and degrading performance
occurs when radio signal from different APs overlap. Choose a

channel from the drop-down list box.

Radio Power (Percent)

You can choose the transmission power of the radio signal. The
default one is 100%. Itis recommended to choose the default value
100%.

Show Activ e Clients

Click it to view the information of the wireless clients that are

connected to the router.

Apply Changes

Click it to apply the settings.
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44.1.12 Security

Choose Wireless > Security and the following page appears.

Wireless Security Setup
This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized
access toyour wireless netwark,

SSID TYPE: ©Rroot Ovaro Ovap1 Owarz Ovap3
Encryption: Mone -

[CJuse 802.1x Authentication WEF G4hits WWEF 128hits

WPA Authentication Mode: Enterprise (RADIUS) Personal (Fre-Shared Key)

Pre-Shared Key Format:
Pre-Shared Key:
Authentication RADIUS Server: Port [1812 IP address |0.0.0.0 Password

ote: When encriotion WEP s sefectsd, vou must set WEP iey vaiue.
Apply Changes
Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Field Description

Configure the wireless encry ption mode. You can choose

None, WEP, WPA (TKIP), WPA (AES), WPA2 (AES), WPA2

(TKIP) or WPA2 Mixed.

® Wired equivalent privacy (WEP) encry pts data frames
bef ore transmitting ov er the wireless network.

Encry ption ® Wi-Fi protected access (WPA) is a subset of the
IEEE802.11i security specification draft.

® WPA2 Mixed is the collection of WPA and WPA2
encry ption modes. The wireless client establishes the
connection between the router through WPA or WPA2.

Key differences between WPA and WEP are user
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authentication and improv ed data encry ption.

Select Personal (Pre-Shared Key), enter the pre-shared
key in the Pre-Shared Key field.

Select Enterprise (RADIUS); enter the port, IP address and
WPA Authentication password of the Radius serwer.

Mode You need to enter the username and password provided by
the Radius server when the wireless client connects to the
router. If the encryption is set to WEP, the router uses

802.1x authentication, which is Radius authentication.

Select WEP encty ption, as shown in the screen below and the following screen appears.

Wireless Security Setup
This page allows yau setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorizad
access o yourwireless network,
SSID TYPE: @root Ovaro Ovarr Owarz Owars
Encryption:
Key Length:
Key Format:
Default Tx Key:
Encryption Key 1:
Encryption Key 2: D
Encryption Key 3:
Encryption Key 4.
[Fluse 802.1x Authentication @ weP B4bits O WEP 128bits
WPA Authentication Mode: Enterprise (RADIUS) * Personal (Pre-Shared Key)
Pre-Shared Key Format: l:l
Pre-Shared Key: |:|
Authentication RADIUS Server:  Fart IP address [0.0.0.0 | Password
Note: When encryption WEP Js selected, vou must set WEP fey value

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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44113 MBSSID

Choose Wireless > MBSSID and the following page appears. In this page, y ou can configure

the multiple SSID on the access point.
Wireless Multiple BSSID Setup

This page allows you to setvitual access points(VAP). Here you tan enable/disable vitual AP, and setits SSID and
authentication type. click "Apply Changes" o take it effect.

[ Enable vaPD

SSID: DIGISOL1

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap1

SSID: DIGISOLZ

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap2

SSID: DIGISOL3

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap3

SSID: DIGISOL4

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

Apply Changes

It supports four virttual access points (VAPs). It is a unique name to identify the router in the

wireless LAN. Wireless stations associating to the router must have the same name. Enter a

descriptive name that is used when the wireless client connects to the router.
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4.4.1.14 Access Control List

Choose WLAN > Access Control List and thefollowing page appears. In this page,you can
configure the access control of the wireless clients.

Wireless Access Control

Ifyou chonse Wiowed Listed!, only those clients whose wireless MAC addresses are in the access control list will be able to
connect to your Access Point. When 'Deny Listed' is selected, these wireless clients on the listwill not be able to connect the
Access Point

Wireless Access Control Mode: Apply Changes
WACAdaress: | | (ex.00E086710502)

‘2> Current Access Control List:

MAC Address Select

Delete Selected Delete All

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Choose Allow Listed as the access control mode to enable white list function. Only the
devices whose MAC addresses are listed in the Current Access Control List can access the
router.
Choose Deny Listed as the access control mode to enable black list function. The devices
whose MAC addresses are listed inthe Current Access Control List are denied to access the
router.
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44115 Advanced

Choose WLAN > Advanced and the following page appears. Inthis page,you can configure
the wireless advanced parameters. It is recommended to use the default parameters.
Il_] Note: The parameters in the Advanced link are modified by the professional

personnel, it isrecommended to keep the default values.

Wireless Advanced Settings
These settings are only for more technically advanced users who have a sufiicient knowledge about wireless LAN. These
settings should notbe changed unless you know what effectthe changes will have on your Access Point.
Authentication Type: © open System O Shared Key & Auto
Fragment Threshold: 2346 (256-2348)
RTS Threshold: 2347 (0-2347)
Beacon Interval: 100 (20-1024 ms)
DTIM Interval: 1 (1-245)
Data Rate: Auto L4
Preamble Type: @ Long Preamble O Short Preamble
Broadcast SSID: @ Enabled O Disabled
Relay Blocking: O Enabled ® Disabled
Ethernet to Wireless Blocking: O Enabled @ Disahled
Wifi Multicast to Unicast: ® Enabled O Disabled
Aggregation: © Enabled O Disabled
Short GI: @ Enabled O Disabled

The following table describes the parameters of this page:

Field Description

Select the router operating in the open system or encry ption

o authentication. You can choose Open System, Shared Key, or
Authentication ty pe A
uto.

® |n the open system, the wireless client can directly connect
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to the device.

® In Shared key, the wireless client connects to the router
using the shared key.

® The default is set to Auto, which allows either Open Sy stem

or Shared Key authentication to be used.

Fragment treshold

This value should remain at its default setting of 2346. It
specifies the maximum size for a packet before data is
fragmented into multiple packets. If you experience a high
packet error rate, you may slightly increase the “Fragment
Threshold” value within the value range of 256 to 2346. Setting
this value too low may result in poor network performance. Only

minor modifications of this value are recommended.

RTS Treshold

This value should remain at its default setting of 2347. If you
encounter inconsistent data flow, only minor modfications are
recommended. If a network packet is smaller than the preset
“RTS threshold” size, the RTS/CTS mechanism will not be
enabled.

Beacon Interval

The Beacon Interv al v alue indicates the frequency interval of the

beacon. Enter avalue between 20 and 1024.

Data beacon proportion (transmission quantity indication). Its

DTIM Interval . .
value range is 1-255 and the default value is 100.
Choose the transmission rate of the wireless data.
Data Rate You can choose Auto, 1M, 2 M, 5.5M,11 M, 6 M, 9 M, 12 M, 18
M, 24 M, 36 M, 48 M, 54M, MSCO ~ MSC15.
® Long Preamble: It means this card always uses long
preamble.
PreambleTy pe

® Short Preamble: It means this card can support short
preamble capability.

Broadcast SSID

Select whether the router broadcasts SSID or not. You can

select Enable or Disable.

® Select Enable, the wireless client searches the router
through broadcasting SSID.

® Select Disable to hide SSID, the wireless clients cannot find
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the SSID.

. Wireless isolation. Once thisfield is Enabled, the wireless clients
Relay Blocking . .
that are connected to the router cannot intercommunicate.

Ethernet to Wireless Whether the wireless network can communicate with the
Blocking Ethernet network or not.
Wifi Multicast to Enable it to use unicast to transmit multicast packets.
Unicast
. It is applied when the destination end of all MPDU are for one
Aggregation
STA.
It is not recommended to enable Gl in obvious environment of
Short GI .
Multi-path effect.
Apply Changes Click on this button to apply the settings.

44116 WPS

Choose WLAN > WPS and the following page appears.

Wi-FiProtected Setup
This page allows you to change the sefting for WPS Vi-Fi Protected Setup). Using this feature could let your wireless client
autornically syncronize its setting and connect to the Access Pointin a minute without any hassle

[ pisable wps

WPS Status: Configured UnCaonfigured
Self-PIN Number: Regenerate PIMN
Push Button Configuration: Start PREC

[Croowcranaes | se |

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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There are two ways for the wireless client to establish connection with the router through
WPS. Click Regenerate PIN to generate a new PIN. Inthe wireless client tool, enter the PIN
which is generated by the router, start connection. The client will automatically establish the
connection with the router through the encry ption mode, and you need not enter the key. The
other way is the wireless client generates PIN. Inthe abov e figure, enter PIN of the wireless
client in the Client PIN Number field, then click Start PIN to establish the connection.

| | Note: The wireless client establishes the connection with the router through WPS

negotiation. The wireless client must support WPS.

44117 WDS

Choose WLAN > WDS, and the following page appears. In this page you can enable

wireless distribution sy stem (WDS) so that the router can communicate with another AP.

WDS Settings

Wireless Distribution Systern uses wireless media to communicate with other APs, like the Ethernet does. Tao do this, you must
setthese APs in the same channel and set MAC address of other APs which you want to communicate with in the table and then
enable the WDSE.

Enable WDS

2: Add WDS AP

MAC Address: l:l

Apply Changes m

57 Current WDS AP List:

MAC Address Comment Select
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description
Enable WDS Check this box to enable WDS.
MAC Address Wireless MAC address of the AP to be connected.
Comment Add comment for the WDS AP.

All the MAC addresses of the AP to be connected will be
Current WDS AP List

listed here.
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45 Advanced

In the navigation bar, click Advanced. In the Advanced page that is displayed contains
Routing, NAT, QoS, CWMP, Port Mapping and Others.

Routing
Choose Advance > Routing, and the page shown in the following figure appears. The page
that is display ed contains Static Route, |Pv 6 Static Route and RIP.

4511 Static Route

Click Static Route inthe left pane, and the page shown in the following figure appears. This

page is used to configure the routing information. You can add or delete IP routes.

Routing Configuration
This page 15 used to configure the routing information. Here you can addidelete IP routes

Enable:
Destination:
Subnet Mask:
Next Hop:
Metric:
Interface:

Add Route Update Delete Selected Show Routes

.27 Static Route Table:

Select State Destination Subnet Mask HextHop Metric It

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

67

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

The following table describes the parameters and buttons of this page:

Field Description
Enable Select it to use static IP routes.
Destination Enter the IP address of the destination device.

Subnet Mask

Enter the subnet mask of the destination device.

Next Hop Enter the IP address of the next hop in the IP route to the destination
device.

Metric The metric costfor the destination.

Interface The interface for the specified route.

Add Route Click it to add the new static route to the Static Route Table.

Update Select a row in the Static Route Table and modify the parameters.
Then click it to sav e the settings temporarily.

Delete Select a row in the Static Route Table and click it to delete the row.

Selected

Show Routes

Click it, the IP Route Table appears. You canview a list of destination

routes commonly accessed by y our network.

Static Route
Table

Alist of the previously configured static IP routes.

Click Show Routes, the page shown in the following figure appears. The table shows a list of

destination routes commonly accessed by y our network.

7 Untitled - Google Chrome

(© 192.168. 1.1 /routetbl htm

IP Route Table

[This table shows a list of destination routes cormmonly accessed byyour netvork

Destination Subnet Mask NextHop Interface
192.168.1.1 255.255.255.155 ° Ethemet!

192.168.1.0 55.255.255.0 ° Ethemet!
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451.2 IPv6 Static Route

Click IPv6 Static Route in the left pane, and the page shown in the following figure appears.
This page is used to configure the routing information. You can add or delete IP routes.

IPv6 Routing Configuration
This page is used to configure the ipws routing information. Here you can addidelete IPYB routes

Destination:
Prefix Length:
Next Hop:

Interface: -

Add Route Delete Selected

2 IPv6 Static Route Table:

Select Destination HextHop Interface

Technical Support - 1800 209 3444 Email Suppart - helpdesk@digisol.com

The following table describes the parameters and buttons of this page.

Field Description

Destination Enter the IPv6 address of the destination device.

Prefix Length Enter the prefix length of the IPv6 address.

Next Hop Enter the IP address of the next hop in the IPv6 route to the
destination address.
Interface The interface for the specified route.
Add Route Click it to add the new static route to the IPv 6 Static Route Table.
Delete Select a row in the IPv6 Static Route Table and click it to delete the
Selected row.
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4513 RIP

Click RIP inthe left pane, the page shown in the following figure appears. If you are using this
device as a RIP-enabled router to communicate with others using Routing Information Protocol
(RIP), enable RIP. This page is used to select the interfaces onyour devices that use RIP, and

the version of the protocol used.

RIP Configuration
Enable the RIP ifyou are using this device as a RIP-enabled router to communicate with others using the Routing Information
Protocal

RIP: @ o O on Apply
interface: LAM v

Recv Version: RIP1 »

Send Version: RIPT %

Ctor | et |

(2> Rip Config List:

Select interface Recv Version Seml Version

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons of this page:

Field Description

RIP Select Enable, the router communicates with other

RIP-enabled devices.

Apply Click it to save the settings of this page.

Interface Choose the router interface that uses RIP.

Receiv e Version Choose the interface version that receives RIP messages. You
70
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can choose RIP1, RIP2 or Both.

Choose RIP1 indicates the router receives RIP vl messages.
Choose RIP2 indicates the router receives RIP v2 messages.
Choose Both indicates the router receives RIP v1 and RIPv2

messages.

Send Version The working mode for sending RIP messages. You can choose
RIP1 or RIP2.

Choose RIP1 indicates the router broadcasts RIP1 messages
only.

Choose RIP2 indicates the router multicasts RIP2 messages

only.
Add Click it to add the RIP interface to the RIP Config List.
Delete Select a row in the RIP Config List and click it to delete the row.

71

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4100NU User Manual

NAT

Choose Advanced > NAT, and the page shown in the following figure appears. The page
that is display ed contains Setup DMZ, Virtual Server, ALG, NAT Exclude IP, Port Trigger, FTP
ALG Port and NAT IP Mapping.

4514 DMZ

Demilitarized Zone (DMZ) is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains devices
accessible to Internet traffic, such as web (HTTP) servers, FTP sewers, SMTP (e-mail)
servers and DNS sewvers.
Click DMZ inthe left pane, the page shown in the following figure appears.
The following steps describe how to configure manual DMZ.

. Select Enable DMZ to enable this function.

. Enter an IP address of the DMZ host.

. Click Apply Changes to sav e the settings.

DMZ

A Demilitarized Zone is used fo provide Internet services without sacrificing unauthorized access to its local private netwaork,
Typically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP ) semvers, FTP servers, SMTP {e-mail}
servers and DNS servers

WAN Interface: pppoel v
DMZ Host IP Address: [ ]

Apply Changes

2 Current DMZ Table:

Select WAH Interface DMZ IP
Technical Support - 1800 209 3444 Email Support - helpdesk@digisel.com

Note: DMZ when enabled, theremote access service of the Router web page will be disabled.
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As an alternative, you can use the port forwarding for that IP address/Port. Please contact technical

support for anytechnical help.

4515 Virtual Server

Click Virtual Server inthe left pane, and the page shown in the following figure appears.

Virtual Server
This page allows you to config virtual server 5o others can access the server through the Gateway.

Service Type:

@ vsual Service Name: AUTH

O User-defined Service Name:

Protocol: TCP »

'WAN Setting: Interface  »

'WAN Interface: pppoel »

'WAN Port; 113 (ex. 5001:5010)
LAN Open Port: 113

LANIP Address:

2 Current Virtual Server Forwarding Table:

Serverlame Protocol Local IP Address Local Port WAHN IP Address WAHPort  State  Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page.

Field Description
You can select the common sewice type, for example, AUTH,

Service Type DNS or FTP. You can also define a service name.

If you select Usual Service Name, the corresponding parameter
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has the default settings.
If you select User-defined Service Name, you need to enter the
corresponding parameters.

Choose the transport lay er protocol that the sewice ty pe uses.

Protocol
You can choose TCP or UDP.
WAN Setting You can choose Interface or IP Address.
WAN Interface Choose the WAN interf ace that will apply virtual serwer.
WAN Port Choose the access port onthe WAN.
LAN Open Port Enter the port number of the specfified service type.

Enter the IP address of the virtual sewver. It is in the same
LAN IP Address

network segment with LAN IP address of the router.

451.6 ALG

Click ALG in the left pane, and the page shown in the following figure appears. Choose the
NATALG and Pass-Through options, and then click Apply Changes.

NAT ALG and Pass-Through
Setup MAT ALG and Pass-Through configuration

IPSec Pass-Through: Enahle Auto-PVC Search Mode
L2TP Pass-Through: Enable Auto-PYC Search Mode
PPTP Pass-Through: Enable Auto-PYC Search Mode
FTP: Enahle Auto-PYC Search Mode
H.323: Enahle Auto-PVC Search Mode
SIP: Enafile Auto-PYC Search Made
RTSP: Enafile Auto-PYC Search Made
Ica: Enable Auto-PYC Search Mode
MSHN: Enable Auto-PYC Search Mode

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

74

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4100NU User Manual

45.1.7 NAT Exclude IP

Click NAT Exclude IP inthe left pane, and the page shown in the following figure appears.
In the page, you can configure some source IP addresses which use the purge route mode

when accessing internet through the specffied interface.

NAT EXCLUDE IP
This page is used to confly some source ip address which use the purge route mode when access internet through the
specified intarface.

interface:

1P Range: [ |-

Apply Changes

25 Current NAT Exclude IP Table:

WAH Interface Low IP High IP Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description
Enter the IP address range, which do not require NAT

IP range

translation entries to be permitted by the router.
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45.1.8 Port Trigger

Click Port Trigger in the left pane, and the page shown in the following figure appears.

Nat Port Trigger
Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway, Use
of such filters can be helpful in securing of restricting your local network,

Nat Port Trigger: O Enable® Disakle

Apply Changes

Application Type:

@ Usual Application Name: Select One v
O User-defined Application Name: l:l

Start Mateh Port  End Match Port  Trigger Protocol  Start Relate Port  End Relate Port  Open Protocol  lat Type

\ | | [up ] | | (e v [ouseing v
[ | | [uor %] ] | [uop ] [outaeing ]
[ | | [ur w] | ] | [uop | [ouigeing ]
\ | | | | [ur ] | | | | | [uop v [ougoing v
[ || | [ ] | ]| | [wor )] [ovtgang ]

LIDP v LIDP v outgoing

‘2: Current Port Trigger Table:

Serverlame Trigger Protocol Direction Match Port Open Protocol Relate Port Action

al Support - 1800 209 3444 Email Support - helpdesk@d H
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Click the Usual Application Name drop-down menu to choose the application you want to
setup for port triggering. When you have chosen an application the default Trigger settings
will populate the table below.

If the application y ou want to setup isn't listed, click the User-defined Application Name radio
button and ty pe in a name for the trigger in the Custom application field. Configure the Start
Match Port, End Match Port, Trigger Protocol, Start Relate Port, End Relate Port, Open
Protocol and NAT ty pe settings for the port trigger y ou want to configure.

When you hav efinished click the Apply changes button.

4519 FTP ALG Port

Click FTP ALG Port in the left pane, the page shown in the following figure appears. The
common port for FTP connection is port 21, and a common ALG monitors the TCP port 21 to
ensure NAT pass-through of FTP. By enabling this function, when the FTP sewv er connection
port is not port 21, the FTP ALG module will be informed to monitor other TCP ports to
ensure NAT pass-through of FTP.

FTP ALG Configuration
This page is used to configure FTF Server ALG and FTF Client ALG ports

Add Dest Ports Delete Selected DestPort

i) FTP ALG ports Table:

Select Ports

o} 21

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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45.1.10 NAT IP Mapping

NAT is short for Network Address Translation. The Network Address Translation Settings

window allows you to share one WAN IP address for multiple computers ony our LAN.

Click NAT IP Mapping in the left pane, the page shown in the following figure appears.
Entries in this table allow you to configure one IP pool for specified source IP address from
LAN, so one packet whose source IP is in range of the specified address will select one IP

address from the pool for NAT.

NAT IP MAPPING
Entries in this table allow you to config one [P pool for specified source ip address from lan,so one packetwhich's source ip is in
range ofthe specified address will selectone IP address from pool for MAT,

Local Start IP: [ ]
Local End IP: I:I
Global Start IP: [ ]
Global End IP: ]

Apply Changes

22 Current NAT IP MAPPING Table:

Local Start IP Local End IP Global Start IP Global End IP Action
Delete Selected Delete All
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

78

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

QoS

Choose Advanced > QoS, and the page shown in the following figure appears. Entries in the
QoS Rule List are used to assign the precedence for each incoming packet based on
physical LAN port, TCP/UDP port number, source IP address, destination IP address and

other information.

IP QoS

IP Gos: O disable ® enable

Schedule Mode: strictprior

‘2 QoS Rule List

src MAC dest MAC sre P sPort destIP dPort proto phy port

= 00S Rule List{Continue)

PP TOS DSCP TC 802.1p  Prior IPP Mark TOS Mark DSCP Mark TC Mark 302.1p Mark sel
Aaarue

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

[ Enable IP QoS and click Apply to enable IP QoS function.
[ ] Click add rule to add a new IP QoS rule. The screen shown below will appear.
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Conee J recru |

.27 Add Or Modify QoS Rule

Source MAC:
Destination MAC:
Source IP:

Source Mask:
Destination IP:
Destination Mask:
Source Port:
Destination Port:
Protocol:

Phy Port:

IPPDS Field:

IP Precedence Range:
Type of Service:
DSCP Range:
Traffic Class Range:
802.1p:

Priority:

[ insert or modity Gos mark

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

v

OIppmos @psce

- (Value Range:0~63)

~ (Value Range:0-255)

|~ v

p3Lawes)

The following table describes the parameters and buttons of this page:

Field

Description

Source IP

The IP address of the source data packet.

Source Mask

The subnet mask of the source IP address.

Desti

nation IP The IP address of the destination data packet.

Desti

nation The subnet mask of the destination IP address.
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Mask

Source Port The port of the source data packet.

Destination The port of the destination data packet.

Port

Protocol The protocol responds to the IP QoS rules. You can choose TCP,
UDP, or ICMP.

Phy Port The LAN interface responds to the IP QoS rules.

IPP/DS Field Select the IP packet header field type, Select IPP/TOS (IP

Precedence/ Ty pe of Service) for defining the IPP Range or Select
DSCP (Differentiated Serwvices Code Point) for defining the DSCP
Range.

IP Precedence

Range

Select the IP Precedence range values for IPP/TOS.

Ty pe of sewice

Select the ty pe of sewvice.

.

Narmal Serviced0x)
Minirmize Cost(lxz)
Maximize Reliability(0x4)
Maximize Throughput{0xe)
Minimize Delay(0x10)

DSCP Range Ty pe the DSCP Value Range from 0~63.

Traffic Class Ty pe the Traffic Class range from 0~255.

Range

802.1p You can choose from Oto 7.

Priority The priority of the IP QoS rules. PO is the highest priority and P3 is

the lowest.
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Traffic Shaping
Entries in this table are used for traffic control.

IP QoS Traffic Shaping

Entries in this table are used far traffic control.

‘&) Traffic Shaping in the network interface:

Total Bandwidth(0, Unlimited): UP Stream D kbps
Doveen) Stream Dkbps

‘o) Traffic Shaping Rule List

Garanted i Wax
ID Wan itf Protocol SrcPort DstPort SrcIP DstIP Remove
Up Floor DownFloor  UpCeiling Down Ceiling

[Cror | sovmon

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Click on “Add”, the following screen will appear.

Cror ] oo |

Interface: (Clickto Select)
Protocol: MONE v

Up Floor:

|:| Kbis Up Ceiling: |:| Kbis
Down Floor: l:l khis Down Ceiling: l:l khis

Technical Support - 1800 208 3444 Email Suppert - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description

Interface Select the interface from the list.

Protocol Select the below mentioned protocols from the list: None, ICMP, TCP,
UDP and TCP/UDP.

Src IP The IP address of the source data packet.

Src Mask The subnet mask of the source IP address.

DstIP The IP address of the destination data packet.

Dst Mask The subnet mask of the destination IP address.

Src Port The port of the source data packet.

Dst Port The port of the destination data packet.

Up Floor This value Should not be greater than Up Ceiling. This field defines
Guaranteed Upload bandwidth.

Up Ceiling This field defines Maximum Upload bandwidth.

Down Floor This value should not be greater than Down Ceiling. This field defines
Guaranteed Download bandwidth.

Down Ceiling This field defines Maximum Download bandwidth.
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CWMP

TR-069 is a protocol for communication between a CPE and Auto-Configuration Server

(ACS).

Choose Advanced > CWMP, and the page shown in the following page appears. In this

page, you can configure the TR-069 CPE.

[TR069 Configuration

ACS
Enable:
URL hitp:/itms. airtelbroadband.in8 10

User Name:

Paszword:

Feriodic Inform Enable

Periodic Inform Interval

Connection Request

——
Debug:

ACS Certificates CPE: @ND OY&S

Show Message: Epissble Oenable

CPE Sends GetRPC Epissble Oenable

Skip MReboot Epissble Oenable

Detay O pisatte ©nasle
futo-Execution O pisatte ©nasle

Cartificate Management

CPE Certificate Password client

CPE Certificate:

Choose File | No file chosen
Choose File | no file shosen

CA Certificate:

Technical Support - 1800 209 3444
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This page is used to configure the TR-0B8 CPE. Here you may shange the setting for the ACS's parameters.
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The following table describes the parameters of this page:

Field Description

ACS

URL The URL of the auto-configuration serverto connect to.
User Name The user name for logging in to the ACS.

Password The password for logging in to the ACS.

Periodic Inform Enable

Select Enable to periodically connect to the ACS to

check whether the configuration updates.

Periodic Inform Interv al

Specify the amount of time between connections to
ACS.

Connection Request

User Name The connection username provided by TR-069 service.
Password The connection password provided by TR-069 sewice.
Path Identifies the PATH that the service should use.

Port Identifies the port number that the serwvice should use.
Debug

ACS Certificates CPE

As vital data (like user names and passwords) may be
transmitted to CPE via TR-069 protocol it is essential to
provide secure transport channel and always
authenticate the CPE against the ACS. Secure transport
and authentication of the ACS identity can easiy be
provided by usage of HTTPS and verification of ACS

certificate.

Show Message

Select Enable to display ACS SOAP messages on the

serial console.

CPE sends GetRPC

Select Enable, the router contacts the ACS to obtain
configuration updates.

Skip MReboot

Specify whether to send an MReboot event code in the
inform message.

Delay

Specify whether to start the TR-069 program after a
short delay.
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Auto-Execution

Specify whether to automatically start the TR-069 after
the router is powered on.

Port mapping

Choose Advanced > Port Mapping, and the page shown in the following figure appears. In

this page, y ou can bind the WAN interface and the LAN interface to the same group.

Port Mapping Configuration
To manipulate a mapping grou
1. Select a graup fiom the fable.

2. Select interfaces from the available/grouped interface list and add itto the aroupediavailable interface list using the arow.
hutions to manipulate the required mapping ofthe ports
3. Click"Apply Changes" hutton to save the thanges.

Note that the selected interfaces will be removed from their existing groups and added to the new group.

@ pisable O Enable

LAN

Select

O groupt
O Group2
Ocrouns

O eroups

Default LAN1 LAN2 LANS,L AN wian fvian-vap0 wian-vap! jwian-vap2 wien-vap3 pppost Enablect

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Interfaces Status.

The procedure for manipulating a mapping group is as follows:

Select Enable to enable this function.

Select a group from the table.

Select interfaces from the WAN and LAN interface list and add them to the grouped

interface list using the arrow buttons to manipulate the required mapping of the ports.

Click Apply Changes to sav e the changes.
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Others

Bridge Setting

Choose Advanced > Others>Bridge Setting, and the page shown in the following figure
appears. This page is used to configure the bridge parameters. You can change the settings

or view some information on the bridge and its attached ports.

Bridge Setting
This page is used to configure the bridge parameters. Here you can change the seftings or view some information an the bridge
and its attached parts

Ageing Time: 300 (seconds)

802.1d Spanning Tree: @ Disabled O Enabled

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and button of this page:

Field Description

Ageing Time If the host is idle for 300 seconds (default value), its entry is
deleted from the bridge table.

802.1d Spanning You can select Disable or Enable.
Tree Select Enable to provide path redundancy while preventing

undesirable loops in y our network.

Show MACs Click it to show a list of the learned MAC addresses for the

bridge.
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Click Show MACs, and the page shown in the following figure appears. This table shows a
list of learned MAC addresses for this bridge.

"7 Untitled - Google Chrome =@ x|

® 192.168.1.1Fdbtbl.htm

Forwarding Table
MAC Address Port Type Aging Time
01:80:2:00:00:00 0 Static 300
00:05:1d:03.04:05 0 Statie Ell
01:00:5e:00:00:08 0 Static 300
40:27:88: 520012 1) Dynamic 300
AT 0 Static 300

[oose |

Client Limit

Choose Client Limit in the left pane, and the page shown in the following figure appears.
This page is used to configure the capability of forcing how many devices can access to the

Internet.

Client Limit Configuration
‘This page is used to configure the capability of force how many device can access {o Internet!

Client Limit Capability: O pisable @ Enable

Maximum Devices: D
Apply Changes

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Tunnel

Choose Tunnel in the left pane, and the page shown in the following figure appears. You

may configure tunnels to connect to ipv4 and ipv 6 networks.

Tunnel Configuration
Thiz page is used to configure ¥Binvd tunnel or vdinvé tunnel

V6inV4 Tunnel:

Enable:

Interface: ~ | (Only support IP¥4 Wan Interface)
Mode: Btod Tunnel v

Relay Router:

Apply Changes

DS-Lite Tunnel:

Enable:
Interface: + | (Only support IPYE Wan Interface)

Mode: Auto -
Technical Support - 1800 209 3444 Email Suppert - helpdesk@digisol.com

The following table describes the parameters and button of this page.

Field Description

v6inv4 Tunnel

Interface Select the tunnel intefface name; user can set 2v6inv4 tunnel.

Mode: 6to4 Tunnel Enable or disable special tunnel.
DS-Lite Tunnel

Enable Enable or disable the DS-Lite tunnel.
Interface Select current wan interface used as tunnel interface.
Mode: Auto/ Manual Select Auto or Manual.
89
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Telnet

This page is used to configure telnetfunction.

Telnet Configuration
This page is used to configure telnet function,

Telnet: Cpisable @ Enable

Apply Changes

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Others

Choose Others in the left pane, and the page shown in the following figure appears. You can

enable half bridge so that the PPPoE or PPPoA connection will be set to Continuous.

Other Advanced Configuration
Here you can set other miscellaneous advanced settings.

Half Bridge: When enable Half Bridge, that PPPoE(PPPoA)'s connection type will set to Continuous,

Half Bridge: O pisable @ Enable

Interface:
oo |

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

90

@ 1800-209-3444 (Toll Free)

B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4100NU User Manual

4.6 Service

In the navigation bar, click Sewice. The Service page that is display ed contains IGMP, UPNP,
SNMP, DNS, DDNS, FTP server and USB storage.

IGMP

IGMP Proxy

Choose Service > IGMP Proxy, and the page shown in the following figure appears. IGMP
proxy enables the sy stem to issue IGMP host messages on behalf of hosts that the system
discov ered through standard IGMP interfaces. The sy stem acts as a proxy for its hosts after
you enable it.

IGMP Proxy Configuration

IGMP proxy enables the system to issue IGMP host messages an behalf of hosts thatthe systern discovered through standard
IGMP interfaces. The systern acts as a praxy for its hosts when you enable it by doing the follows:

Enable IGMP proxy on WAN interface (upstream), which connects to a router running IGMP

Enable IGMP on LAN interface {downstream), which connects to its hosts

I1GMP Proxy: O pisable @ Enable
Multicast Allowed: O Disable @ Enable

Robust Count:

Last Member Query Count:

Query Interval: (seconds)
Query Response Interval: (*100ms)
Group Leave Delay: 2000 (ms)

=
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description

Robust Count The Robust Count allows tuning for expected packet loss on a

network. By default, the value is set to 2.
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Last member This parameter indicates last member query intewval. It is the

query count maximum response time in seconds for an IGMP host in reply

to group-specific queries. By default, the value is setto 2

This parameter indicates the query interval. It is the interval in

Query Interval
seconds(s) between general queries sent by the querier.

Defaultis 60 secs.

Query response This parameter indicates the query response interval. It is the
Interval maximum response time in seconds for an IGMP host in reply

to general queries. By default, the value is set to 100.

Group Leave The message is sent when a host leaves a group. Default

delay value is 2000.
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MLD

MLD Proxy and snooping can be configured here.

MLD Configuration
MLD Proxy and Snooping can be conflaured here.

WLD proxy: @ Disagle O Enable

MLD snooping: @ pisable O Enable

Robust Counter:

Query Interval: (Secand)
Query Response Interval: (millisecond)
Response Interval of Last Group Member: (Second)
Apply Changes m
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

UPnP

Choose Service > UPnP, and the page shown in thefollowing figure appears. This page is

used to configure UPnP. The sy stem acts as a daemon after

you enable it.
UPnP Configuration
This page is used ta configure UPnP. The systern acts as a daemon when you enable UPnP,
UPnP: O pisanle @ Enatle
WAN Iiterface: any v
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

@ 1800-209-3444 (Toll Free)
B helpdesk@digisol.com X sales@digisol.com

(P www.digisol.com



DIGISOL

DG-BG4100NU User Manual

SNMP

This page is used to configure the SNMP protocol. Here you may change the setting for

sy stem description, trap ip address, community nhame, etc.

SNMP Protocol Configuration

cormmunity name, ete..

Enable SNMP

System Description

System Contact

System Name

System Location

Trap IP Address

Community name (read-only)

Community name (read-write)

Apply Changes

Technical Support - 1800 209 3444

Thiz page is used to configure the SNMP protocol. Here you may change the setling for system deseription, trap ip address,

ADSL BoHo Router

DG-BG4300MU HAVer B2

public

puhblic

Email Support - helpdesk@adigi

The following table describes the parameters and buttons of this page:

Field Description
Select it to enable SNMP function. You need to enable SNMP
Enable SNMP . .
and then you can configure the parameters of this page.
System Sy stem description of the DSL device.
Description

Sy stem Contact

Contact person and/or contact information for the DSL dev ice.

System Name

An administratively assigned name for the DSL device.

Sy stem Location

The phy sical location of the DSL device.
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Enter the trap IP address. The trap information is sent to the
Trap IP Address .
corresponding host.

Community Name | The network administrators must use this password to read the

(Read-only) information of this router.

Community Name | The network administrators must use this password to configure

(Read-Write) the information of the router.

DNS

Domain Name System (DNS) is an Internet service that translates the domain name into I P
address. Because the domain name is alphabetic, it is easier to remember. The Internet,
however, it is based on IP addresses. Every timeyou use a domain name, DNS translates
the name into the corresponding IP address. For example, the domain name
www. example.com might be translated to 198.105.232.4. The DNS has its own network. If
one DNS sewer does not know how to translate a particular domain name, it asks another
one, and so on, until the correct IP address is returned.

Choose Service > DNS. The DNS page that is displayed contains DNS, IPv6 DNS and
DDNS.

DNS

Click DNS in the left pane, and the page shown in the following figure appears.

DNS Configuration
This page is used to configure the DS senver ip addresses for DNS Relay.

@ Artain DNS Automatically

et DNS Manually

DNS 1: 0.0.0.0
DNS 2

DNS 3:

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and buttons of this page:

Field Description

Select it, the router accepts the first received DNS assignment from
one of the PPPoA, PPPoOE or 1483 Routed enabled PVC(s) during

Attain DNS

Automatically . .
the connection establishment.

Set DNS Select it, enter the IP addresses of the primary and secondary DNS

Manually server.

Apply Changes | Click it to save the settings of this page.

Reset Selected | Click on reset selected to reset the values back to default.

IPv6 DNS

Click DNS inthe left pane, and the page shown in the following figure appears. This page is

used to cornfigure the DNS server IPv6 adresses.

IPvé DNS Configuration
This page is used to configure the DNS server ipvG addresses,

@ Attain DNS Automatically

© Set DNS Manually

DNS 1: Imterface:
DNS 2: Interface:
DNS 3: Imterface:
Apply Changes Reset Selected

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons of this page.

Field Description

Attain DNS | Select it, the router accepts the first received DNS assignment
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Automatically from one of the PPPoA, PPPOE or 1483 Routed enabled PVC(s)
during the connection establishment.

Set DNS Select it, enter the IP addresses and choose the WAN interface of
Manually the primary, the secondary and the tertiary DNS sewer.

Apply Changes | Click it to save the settings of this page.

Reset Selected | Click it to start configuring the parameters in this page.

DDNS

Click DDNS in the left pane, and the page shown in the following figure appears. This page is
used to configure the dynamic DNS address from DynDNS.org or TZO. You can add or

remov e to configure dy namic DNS.

Dynamic DNS Configuration
Thig page is used to configure the Dynamic DNS address from DynDNS.org or TZ0. Here you can Add/Remove to configure
Crynarnic DNS.

DDNS provider: DwvnDNS.org v
Hostname:

Interface: any v

Enable:

DynDns Settings:
Username:

Password:

TZ0 Settings:
Email:

Key:

NO-IP Settings:
Email:

Password:

.2/ Dynamic DDNS Table:

Select State Service Hostname Username Interface

97

@ 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4100NU User Manual

The following table describes the parameters of this page:

Field Description
DDNS Choose the DDNS provider name. You can choose
provider DynDNS.org, TZO or NO-IP.
Host Name The DDNS identifier.
Interface Select the interface form the list.
Enable Enable or disable DDNS function.
Username The name provided by DDNS provider.
Password The password provided by DDNS provider.
FTP Server

Enable start, to run the FTP sewer.

FTP Server

st

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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USB Storage

This page allows you to enable the USB Mass Storage Service.
User can plug the USB Pendrive / Portable drive to upload and download the data.

This Storage can also be accessed remotely usingthe FTP port.

USB Storage
This page is used to configure USB Storage

USE Storage: O Disable & Enable

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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4.7 Firewall

Choose Firewall. The Firewall page that is display ed contains MAC Filter, IP/Port Filter, URL
Filter, ACL, DoS and Parental Control.

MAC Filter

Click MAC Filter inthe left pane, and the page shown in thefollowing figure appears. Entries
in the table are used to restrict cerntain types of data packets from your local network to
Internet through the gateway. These filters are helpful in securing or restricting your local
network.

MAC Filtering

Entries in this table are used ta restrict certain types of data packets from yvour local network to Internet through the Gateway Use
of guch filters can be helpful in securing of restricting your local netwark

Outgeing Default Policy (9] Deny @ Allow
Incoming Default Policy (9] Deny @ Allow
Direction: Qutgoing %

Action: [0} Deny Q Allow

Source MAC: [ |ecooEoseriosnn
Dastination MAC: [ |cooEoseriosng

‘2% Current MAC Filter Table:

Select Direction Source MAC Destination MAC Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Field Description
Outgoing Default Select default Allow OR Deny for Outgoing policy.
Policy
Incoming Default Select default Allow OR Deny for Incoming policy.
Policy
Direction Select Incoming or Outgoing direction.
Action Select Allow or Deny for MAC filter entry.
Source MAC Ty pe the MAC address of the source device or PC.
Destination MAC Ty pe the MAC address of the destination device or PC.
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IP/Port Filter

Click IP/Port Filter in the left pane, and the page shown in the following figure appears.
Entries in the table are used to restrict certain types of data packets through the gateway.

These filters are helpful in securing or restricting y our local network.

IPiPort Filtering
Entries in this table are used to restrict certain types of data packets fram yaur local network to Intemnet through the Gateway. Use
of such filters can be helpiul in securing or restricting your local network,

Outgoing Default Policy Permit  Deny

Incoming Defautt Policy Permit © Deny

Rule Action: @ permit O Deny

WAN Interface: pppoel v

Protocol: P v

Direction: Upstream v

Source IP Address: Mask Address: 255255255255
Dest IP Address: Mask Address: 255266255 255
SPort: = DPort:

Enable:

Apply Changes

27 Current Filter Table:

Rule  Wanltf Protocol Source IPMask SPort Dest IPMask DPort State  Direction Action

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Field Description
. Select Permit to Allow packet route and select Deny to stop
Rule Action
the packet.
Protocol Select the Protocol type for arule.
Direction Select Upstream or Downstream direction.

Source IP Address Ty pe the IPv4 address of source device or host.

Destination IP Ty pe the IPv4 address of destination device or host.
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Address
Mask Address Ty pe the subnet mask address.
S-Port Ty pe the Source port range.
D-Port Ty pe the destination port range.
Select check box to enable the rule or uncheck to disable
Enable
the rule.

IPv6/Port Filter

Click IPv6/Port Filter in the left pane, and the page shown in the following figure appears.
Entries in this table are used to restrict certain types of ipv6 data packets from your local
network to the Internet through the Gateway.

IPv6IPort Filtering

Entries in this table are used to restrict certain types of ipw6 data packets from your lacal network to Internet through the Gateway.
Use of such filters can he helpful in securing or restricting your local network.

Outgoing Default Policy Permit Deny

Incoming Default Policy Fermit Deny

Rule Action: @ permit O Deny

Protocol: lemp6Type:

Source IPv6 Address: l:l Prefix Length:

Dest IPv6 Address:

sPort: C1-C 71 DPort:

Enable:

.2y Cumrent Filter Table:

Prefix Length:

000 g

Rule  Protocol Source IPvé/Prefix SPort  DestIPv6Prefix DPort ICMP§Type State Direction Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Field Description
Rule Action Select Permit to Allow packet route and select Deny to stop the
packet.
Protocol Select the Protocol type for arule.
Direction Select Upstream or Downstream direction.
Ilcmp6Ty pe Select the ICMP v ersion.
Source IPv6 Ty pe the IPv6 address of source device or host.
Address
Destination Ty pe the IPv6 address of destination device or host.
IPv 6 Address

Prefix Length Ty pe the Prefix length value of the IPv6 address.

S-Port Ty pe the Source port range.

D-Port Ty pe the destination port range.

Enable Select check box to enable the rule or uncheck to disable the rule.
104

@ 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4100NU User Manual

URL Filter

Click URL Filter in the left pane, and the page shown in the following figure appears. This

page is used to block a fully qualified domain name, such as twyahoo.com and fitered

keyword. You can add or delete the filtered keyword.

Keyword: httpz

URL Blocking Configuration
This page is used to configure the filtered keyword. Here you can addidelete filtered keyword

URL Blocking Capability:

AddKeyword Delete Selected Keyword

2 URL Blocking Table:

® pisable O Enahble

Select

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Filtered Keyword

The following table describes the parameters and buttons of this page:

Field Description
URL Blocking You can choose Disable or Enable.
Capability ® Select Disable to disable URL blocking function and
key word filtering function.
® Select Enable to block access to the URLs and key words
specified in the URL/KEY WORD Blocking Table.
Key word Enter the URL/key word to block.
Addkey word Click it toadd a URL/keyword to the URL/KEY WORD Blocking Table.
Delete Selected Select a row in the URI/KEYWORD Blocking Table and click Delete
Key word to delete the row.
URL/KEYWORD A list of URL(s) to which access is blocked will be displayed in this
Blocking Table table.
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ACL

ACL

Choose Firewall > ACL, the page shown in the following figure appears. In this page, you
can permit the data packets from LAN or WAN to access the router. You can configure the IP
address for Access Control List (ACL). If ACL is enabled, only the effective IP address in the

ACL can access the router.

I—:] Note: If you select Enablein ACL capability, ensure that your host IP address isin
ACL list beforeit takes effect.

ACL Configuration

‘fou can specify which services are accessable form LAM or WiAN side.

Entries in this ACL table are used to permit certain types of data packets from your local netwaork or Internet netwaork to the
Gateway.

Uging of guch access control can be helpful in securing or restricting the Gateway managment,

LAN ACL Mode: @ wihite List O BlackList

WAN ACL Mode: ® wyhite List O BlackList

Direction Select: © v O wan

LAN ACL Switch: © Enable © Disable

IP Address: || ‘(THE\PDDDDVEWESEMEI’VNP)

Services Allowed:

[7] any

23 Current ACL Table:

Select Direction IP Address/interface Service Port Action

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and buttons of this page:

Field

Description

Direction Select

Select the router interface. You can select LAN or WAN. In this

example, LAN is selected.

LAN ACL Switch

Select it to enable or disable ACL function.

IP Address

Enter the IP address of the specified intefface. Only the IP
address that is inthe same network segment with the IP address

of the specffied interface can access the router.

Services Allowed

You can choose the following services from LAN: Web, Telnet,
SSH, FTP, TFTP, SNMP or PING. You can also choose all the

services.

Add After setting the parameters, click it to add an entry to the Current
ACL Table.

Reset Click it to refresh this page.

Current ACL Table

Displays the sewvices that are added and are active.

Note: DMZ when enabled, the remote access service of the Router web page will be

disabled.

As an alternative, you can use the port forwarding for that IP address/Port. Please

contact technical support for any technical help.
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IPv6 ACL Configuration

You can select which services are accessible from LAN or WAN.
Entries in this ACL table are used to permit certain types of data packets from your local
network or internet network to the gateway. Using of such access control can be helpful in

securing or restricting the Gateway Management.

ACL Configuration

You can specify which services are accessable form LAN or WAN side.

Entries inthis ACL table are used to permit certain types of data packets from your local netwark or Internet network to the
Gateway.

Using of such access control can be helpful in securing or restricting the Gateway managment.

Direction Select: @ tan O wian

LAN ACL Switch: O Enable @ Disable
Apply

IP Address: | i | ‘

Services Allowed:

[ any

‘27 Current IPv6 ACL Table:

Direction IPv6 Address Interface Service Port Action
WHAN any pingf -
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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DoS

Denial-of -Service Attack (DoS attack) is a type of attack on a network that is designed to
bring the network to its knees by flooding it with useless traffic.

A denial-of-sevice attack (DoS attack) is an attempt to make a computer resource
unav ailable to its intended users. One common method of attack involves saturating the
target machine with external communications requests, such that it cannot respond to
legitimate traffic, or responds so slowly as to be rendered effectvely unavailable. Such

attacks usually lead to a sewver overload.

In general terms, DoS attacks are implemented by either forcing the targeted computer(s) to
reset, or consuming its resources so that it can no longer provide its intended service or
obstructing the communication media between the intended users and the victim so that they

can no longer communicate adequately.

Enable DoS Prevention to detect and prevent denial of sewice attacks through automatic
rate filtering or rules to protect legitimate users during the DoS attacks.

Click DoS in the left pane, and the page shown in the following figure appears. In this page,

you can prevent DoS attacks.
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DoS Setting

&"denial-of-senvice' (D0S) attack is characterizad by an explicit attempt by hackers to prevent legiimate users of a senice fram

using that service

Enable DoS Prevention

] whole System Flood: SYN
Clwnole System Flood: FIN
] whote System Flood: UDP
[ whole System Flood: ICMIP
[ per-source IP Fload: SYN
[ per-source IP Fload: FIN
[ per-source IP Fload: UDP
[ per-source IP Fload: ICMP
[] TcPUDP PortScan

O 1emp smure

TP Lana

0 1P spoor

[ 1p TearDrop

O pingoteatn

O 1ep scan

O 1ep synwithpata

O vop omb

[] ubp EchocChargen

Select ALL Clear ALL

] Enable Source IP Blocking

100

100

100

100

100

100

100

100

Low |+  Sensitivity

200

Packets/Secomd

Packets/Secomd

Packets/Secomd

Packets/Secomd

Packets/Secomd

Packets/Secomd

Packets/Secomd

Packets/Secomd

Block time (sec)
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Parental Control

This page is designed to help control children’s time spent online. The specified PC can only
access to internet in the specified time.
Note: Before this feature could work appropriately, make sure the system time is right.

For detailed settings, see page Maintenance-Time. PC is specified by the IP or MAC
address.

Parent Control

This page is designed to help parents to contral children's time spent online. The specified PC can only access to Internet in the
specified time.

Mote: Before this feature could work appropriately, make sure the systern time is right. For detailed settings, see page
Maintenance--Time. PC iz specified by the IP or MAC address.

Parent Controk: OEnable @ Disable

Internet Access Policy:

O Ewveryday
[ man £ Tue [ wied O thu O Fri O 53t [ sun

Time: st |End [ [eeo.neum

Specified PC: @ 1P address O MAC Address

Date

1P Address: [ [ |

MAC Address: P = o noEves71 0507

\_{1; Current Parent Control Table:

Select Date Starting Time Ending Time MAC Address IP Address Action
Delete All
Technical Support - 1800 209 3444 Email Support - helpdesk@dig
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4.8 Maintenance

In the navigation bar, click Maintenance. The Maintenance page that is displayed contains
Update, Password, Reboot, Time, Log and Diagnostics.
Update

Choose Admin > Update. The Update page that is display ed contains Upgrade Firmware
and Backup/Restore.

A Caution:

Do not tum off the router or press the Reset button while the procedure isin
progress.

Upgrade Firmware

Click Upgrade Firmware in the left pane, and the page shown in the following figure

appears. In this page, y ou can upgrade the firmware of the router.

Upgrade Firmware
This page allows you upgrade the Router firmmaware to new version. Please note, do not power off the device during the upload
hecause it rmay crash the system.

Note:System will reboot after file is uploaded.

Select File: Choose File | N file chosen

Automatically reset to factory defaults after firmware is upgraded

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and button of this page:

Field Description
Select File Click Browse to select the firmware file.
Upload After selecting the firmware file, click Upload to start upgrading
the firmware file.
Reset Click it to undo the selection.
Backup/Restore

Click Backup/Restore in the left pane, and the page shown in the following figure appears.
You can backup the current settings to afile and restore the settings from the file that was

saved previously.

Backup/Restore Settings
Once the routet 13 conflgured you can save the configuration settings to a configuration file on your hard drive. You also have the
option to load configuration settings.

Save Settings to File:
Load Settings from File: Choose File | ng file chosen Upload

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and button of this page:

Field Description

Click it, and select the path. Then you can save the

Sav e Settings to File ) o
configuration file of the router.

Load Settings from File Click Browse to select the configuration file.
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After selecting the configuration file of the router, click
Upload Upload to start uploading the configuration file of the

router.

Password

Choose Maintenance > Password, and the page shown in the following figure appears. By
default, the user name and password are admin and admin respectively. The common user

name and password are user and user respectively.

User Account Configuration
This page is used to add user account to access the web server of ADSL Router. Empty user name or password s not allowed.

User Name:

Privilege: Uger |«
Old Password:

New Password:

Confirm Password:

3 X T

.57 User Account Table:

Select User Hame Privilege
@] admin root
o user user

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description
Choose the user name for accessing the router. You can
User Name )
choose admin or user.
Privilege Choose the privilege for the account.
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Field

Description

Old Password

Enter the old password.

New Password

Enter the new password.

Confirm Password

Enter the new password again.

Reboot

Choose Maintenance >Reboot, and the page shown in the following figure appears. You

can set the router reset to the default settings.

Reboot

This page is used to reboot yaur systern or restore to default setting

Restore to Default Setting

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons on this page:

Field Description

Reboot Click it to reboot the router.

Restore to You can choose Factory default

Default Factory default configuration: Reset to the factory default settings
Setting and reboot the router.
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Time

Choose Maintenance > Time, and the page shown in the following figure appears. You can
configure the sy stem time manually or get the system timefrom the time sewer.

System Time Configuration
This page is used to configure the systern time and Network Time Protocol{NTP) server. Here you can change the seftings or
view some information an the system time and MTP parameters.

System Time: ‘ear Manth Day Haour min El sec

Apply Changes m

NTP Configuration:

State: @® Disahle OEnable

Server: ‘time swindows.corm |
Server2: ‘ |
Interval: Every hours

Time Zone: ‘

GMT time: SunJan 1 2012/6:8:6

Apply Changes m

NTP Start: Get GMT Time

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description

System Time Set the system time manually.

Check this option if your location obsewv es day light saving
time. Daylight saving time begins in the southern
Day Light hemisphere between September - November and ends
between March - April. Standard time begins in the

southern hemisphere between March - April and ends
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between September - November. Many countries in the
southern hemisphere may obsewve DST.

NTP Configuration

Select enable or disable NTP function. You need to

State enable NTP if you want to configure the parameters of
NTP.
Server Set the primary NTP server manually.
Server2 Set the secondary NTP server manually.
Time when the NTP client will synchronise with NTP
Interval
server.
) Choose the time zone in which area you are from the
Time Zone

drop down list.

Log

Choose Maintenance > Log, and the page shown in the following figure appears. In this

page, y ou can enable or disable sy stem log function and view the system log.

Log Setting
This page is used to display the system event Iog table. By checking Error ar Motice ¢ or hothwill set the log flag. By clicking the
"==" itwill display the newest log infarmation below.

Error: [J Notice: []

apoy Changes. | Resel |

Event log Table:

((Sawe LogtoFile | [ Clean Log Table |

Time Index Type Log Information

Page: 14

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description

E Enabling this option will display the errors such as wrong
rror
configuration or password is wrong.
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Enabling this will capture the events such as Web

Notice . o
management login , Link is down etc.

Diagnostics

In the navigation bar, click Diagnostics. The Diagnostics page that is display ed contains Ping,

Ping6, Traceroute, Traceroute6, OAM Loopback, ADSL Diagnostic and Diag-Test.
Ping

Choose Diagnostics > Ping. The Ping page that is display ed contains Ping and Ping6.
Ping

Click Ping inthe left pane, and the page shown in the following figure appears.

Ping Diagnostic

Host:

Interface: ~

Technical Suppert - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameter and button of this page:

Field Description

Host Enter the valid IP address or domain name.
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Interface Choose the interface through which the Ping6 diagnostic is
performed.
Ping Click it to start to Ping.
Ping6

Click Ping6 inthe left pane, and the page shown in the following figure appears.

Ping6é Diagnostic

Host:

Interface: A4

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameter and button of this page:

Field Description
Host Enter an IP address for Ping6 diagnostic.
Interface Choose the interface through which the Ping 6 diagnostic
is performed.
119

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4100NU User Manual

Traceroute

Click Traceroute in the left pane, and the following page appears. By Traceroute Diagnostic,

you can track the route path of information flow from y our computer to the other side host.

Traceroute Diagnostic

Host : | NumberOfTries :
Timeout : 5000 ms Datasize :
DSCP: 0 MaxHopCount :
Interface any -

Bytes

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons of this page.

Field Description
Host Enter the destination host address for diagnosis.
NumberOf Tries Number of repetitions.
Timeout Put in the timeout v alue.
Datasize Packet size.
DSCP Differentiated Serwvices Code Point, you should set a value
between 0-63.
MaxHopCount Maximum number of routes.
Interface Select the interface.
Traceroute Click traceroute.
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Traceroute 6

Traceroute6 Diagnostic

Timeowut : 5000 ms Datasize :
MaxHopCount : Interface : any v

[iscrone | smouros

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

OAM Loopback

Choose Diagnostics > OAM Loopback. The page shown in the following figure appears. In
this page, you can use VCC loopback function to check the connectivity of the VCC. The
ATM loopback test is usef ul for troubleshooting problems with the DSLAM and ATM network.

QAM Fault Management - Connectivity Verification

Connectivity verification is supported by the use of the OAM loopback capability for both VP and YC connections. This page is
used to perfarm the VCGC loopback function to check the connectivity of the VGG

Flow Type:

®Fs Segment
O F8End-to-End
S Segment

O F4 End-to-End

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Click Go! to start testing.

ADSL Statistics

Choose Diagnostics > ADSL Statistics. The page shown in the following figure appears. It
is used for ADSL tone diagnostics. Click Start to start ADSL tone diagnostics.

Diagnostic ADSL
Ads| Tone Diagnostic

Downstream Upstream
Hlin Scale
Loop Attenuation{dB)
Signal Attenuation{dB)
SNR Margin{dB)
Attainable Rate(Khps)

Qutput Power{dBm)

Tone Number H.Real H.Image SNR QLN Hlog

0
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Diag-Test

Choose Diagnostics > Diag-Test, the page shown in the following figure appears. In this
page, you can test the DSL connection. You can also view the LAN status connection and

ADSL connection.

Diagnostic Test
The Router is capable of testing your WAN connection. The individual tests are listed below. If a test displays a fail status, click
"Run Diagnostic Test' button again to make sure the fail status is consistent

Select the Internet Connection: | pppoel Run Diagnostic Test

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Click Run Diagnostic Test to star testing.
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5 Smart Menu

Smart Menu consists of all the mostly used features like: Setup wizard, Internet, LAN,
Wireless, DDNS, Reboot, Firmware Update and Port forwarding as shown below for quick

configuration. This is like an easy to use menu.

Y 150MDps Wireless ADSL2/2+
DIGISOL DG-BG4100NU B

Status Wizard Setup Advanced Service Firewall Maintenance

Smart MENU

> Smart MENU

+ Smart MENU

INTERNET

TUP WIZARD

REBOOT

FIRMWARE UPDATE @ PORT FORWARDING
3G/4G

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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6 Appendix

6.1 Technical Specifications

Flash: 2MB
SDRAM: 16MB
Antenna: One fixed dipole 5dBi antenna
Network Interface: 1 x RJ11 interface for ADSL Line
4 x 10/100 Mbps UTP LAN ports
Wireless Features Standard: IEEE802.11b/g/n
Frequency band: 2.400~2.4835GHz
Wireless output power: 11B: 20+1.5dBm
11G: 18+1.5dBm
11N: 17+1.5dBm
Wireless security: WEP (64/128 bit), WPA-PSK (TKIP/AES), WPA2-P SK (TKIP/AES),
WPA/WPA2 Mixed Mode, WPS (PBC/PIN Mechanism), Disable SSID
broadcast
Wireless data rate: 802.11b: 1/2/5.5/11Mbps
802.11g: 6/9/12/24/36/48/54Mbps
802.11n (20MH 2): up to 72 Mbps
802.11n (40MH z): up to 150 Mbps
Status LEDs: Power
WLAN
ADSL

USB
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Internet
WPS
LAN ports 1~4
Environment Requirements: Operating Temperature 0°C—40°C
Storage Temperature -20°C—70°C
Operating Humidity 10%—95%, non-condensing
Storage Humidity 5%—95%, non-condensing
Power Supply: 12 V DC, 1A Switching power adapter
Physical Dimension: Net Dimensions (L x W x H): 166 x 124 x 29 mm
Gross Dimensions (L x W x H): 243 x 168 x 70 mm
Net Weight: 244 g

Gross Weight: 534 g
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6.2 Troubleshooting

If you encounter any problem when you are using this wireless broadband router, don’t panic.

Before you call your dealer of purchase for help, please check this troubleshooting section, the

solution of y our problem could be very simple, and you can solv e the problem y ourself .

Scenario

Solution

All the indicators are off.

b) Check the connection between the power adapter and
the power socket.

c) Check whether the power switch is turned on.

No proper LAN connection

indication.

Check the following:

d) The connection between the device and the PC, the
hub, or the switch.

e) The running status of the computer, hub, or switch.

f) The cables connecting the device and other devices.
Use a cross-over cable to connect the device to a
computer. Use a straight-through cable to connect the
device to a hub or a switch.

ADSL indicator is not on.

g) Check the connection between the ADSL interfface of
the device and the socket.

Unable to access Internet even
when the ADSL indicator is on.

Ensure that the following information is entered correctly.
h) VPI and VCI

i) User name and password

Cannot access the web page.

Choose Start > Run from the desktop. Enter Ping
192.168.1.1 (the default IP address of the device) in the
DOS window.

If the web configuration page still cannot be accessed,
check the following configuration.

j) The type of network cable

k) The connection between the device and the computer
) The TCP/IP properties of the network card of the

computer
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6.3 Glossary

Default Gateway (Router): Every non-router IP device needs to configure a default gateway IP
address. When the device sends out an IP packet, if the destination is not on the same network,
the device has to send the packet to its default gateway, which will then send it to the

destination.

DHCP: Dy namic Host Configuration Protocol. This protocol automatically gives every computer

on y our home network an IP address.

DNS Server IP Address: DNS stands for Domain Name Sy stem, which allows Internet sewers
to have a domain name (such as www.Broadbandrouter.com) and one or more IP addresses
(such as 192.34.45.8). ADNS sewer keeps a database of Internet sewvers and their respective
domain names and IP addresses, so that when a domain name is requested (as in ty ping
"Broadbandrouter.com" into y our Internet browser), the user is sent to the proper IP address.
The DNS server IP address used by the computers onyour home network is the location of the

DNS sewveryour ISP has assigned toyou.

DSL Modem: DSL stands for Digital Subscriber Line. ADSL modem uses your existing phone

lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by special

cables and hubs, and mov e data around at up to 10/100 million bits per second (Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic on the Internet for a

pre-configured amount of time, the connection will automatically get disconnected.
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IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address
consists of a series of four numbers separated by periods, which identifies a single, unique
Internet computer host in an IP network. Example: 192.168.2.1. It consists of 2 portions: the IP

network address and the host identffier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded decimal
numbers separated by “.”: aaa.aaa.aaa.aaa, where each “aaa” can be anything from 000 to
255, or as four cascaded binary numbers separated by

bbbbbbbb.bbbbbbbb.bbbbbb bb.bbbbbbbb, where each “b” can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutiv e leading

1’s followed by consecutiv e trailing 0’s, such as

11111111.11111111.11111111.00000000. Therefore sometimes a network mask can also be
described simply as x” number of leading 1’s.

When both are represented side by side in their binary forms, all bits in the IP address that
correspond to 1’s in the network mask become part of the IP network address, and the
remaining bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.11111111.11110000.0000 0000

It means the device’s network address is

11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111.

This is a convenient and efficient method for routers to route IP packets to their destination.
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ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP addressfor

the Internet router located at the ISP's dffice.

ISP: Internet Sewvice Provider. An ISP is a business that provides connectivity to the Internetfor

individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected together in a

relatively small area (such as home or office). Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware
address of a device connected to a network. MAC address is a unique identifier for a device
with an Ethernet interface. It is comprised of two parts: 3 bytes of data that correspond to the
Manufacturer ID (unique for each manufacturer), plus 3 bytes that are often used as the

product’s serial number.

NAT: Network Address Translation. This process allows all the computers on your home
network to use one IP address. Using the broadband router's NAT capability, you can access
Internet from any computer on your home network without having to purchase more IP

addresses from your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network

application/protocol over another. Below is a list of common applications and protocol/port

numbers:
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Application Protocol [Port Number
Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UDP 161
SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723
PC Anywhere TCP 5631
PC Anywhere UDP 5632

PPPoE: (Point-to-Point Protocol over Ethernet.) Point-to-Point Protocol is a secure data
transmission method originally created for dial-up connections; PPPoE is for Ethernet
connections. PPPoE relies on two widely accepted standards, Ethernet and the Point-to-Point
Protocol. It is a communications protocol for transmitting information over Ethernet between

different manufacturers.

Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so
that when they interface with each other based on such a protocol, the interpretation of their

behavior is well defined and can be made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different

networks based on network lay er address information such as IP addresses.

Subnet Mask: A subnet mask, which may be apart of the TCP/IP information provided by y our
ISP, is a set of four numbers (e.g. 255.255.255.0) configured like an IP address. It is used to
create IP address numbers used only within a particular network (as opposed to valid IP

address numbers recognized by the Internet, which must be assigned by InterNIC).
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TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable
Datagram Protocol (UDP). TCP/IP is the standard protocol for data transmission over the
Internet. Both TCP and UDP are transport lay er protocols. TCP performs proper error detection
and error recov ery, and thus is reliable. UDP on the other hand is not reliable. They both run on

top of the IP (Internet Protocol), a network lay er protocol.

WAN: Wide Area Network. A network that connects computers located in geographically

separate areas (e.g. different buildings, cities, countries). The Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical
user interface that is based on the web browser. This means the user can use the familiar
Netscape or Microsoft Internet Explorer to Control/configure or monitor the device being

managed.

This product comes with limited life time warranty. For further details about warranty policy and

Product Registration, please visit support section of www.digisol.com

132

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com


http://www.digisol.com/

