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COPYRIGHT

Copyright 2016 by DIGISOL SYSTEMS LTD. All rights reserved. No part of this publication may be reproduced,
transmitted, tr anscribed, storedin a retrieval system, or translated into any language or computer language, in
any form or by any means, electronic, mechanical, magnetic, optical, chemical, manual or otherwise, without
the prior written per mission of this company.

This company makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following their
purchase, the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all necessary
servicing, repair, and any incidental or consequential damages resulting from any defect in the software.
Further, this companyreserves the right to revise this publication and to make changes fromtime totime inthe
contents ther eof without obligation to notify any person of such revision or changes.

Trademarks:

DIGISOL™ is a trademark of DIGISOL SYSTEMS LTD. All other trademar ks ar e the property of the respective
manufacturers.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacturer must therefore be allowed at all times to

ensure the safe use of the equipment.
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1 ProductInformation

Thank you for purchasing DG-BG4300NU 300Mbps Wireless ADSL2/2+ Broadband Router with USB port!
This routeris the best choice for Small office / Home office users, all computers and network devices can share
asingle Internet connection at high speed.Easy Installation wizard provided with this routeris designed to setup
an Internet connection in avery short time by accessing the web configuration of the router. With its wireless

speed up to 300Mbps users can experience uninterrupted Intemet and multimedia access.

Other features of this wireless broadband router include:

®High Intemet Access throughput. Downstreamup to 24 Mbps and Upstreamup to 1 Mbps.
®\Vireless speed up to 300Mbps.

®Robust WLAN Security.

®Supports URL bloking & Firewall.

®Dedicated WP S and WLAN push button.

®DynamicDNS and VPN Pass through suppott.

®USB2.0 Port for 3G Dongle & Mass Storage.

® Allows multiple users to share a single ADSL internet connection.
® Access private LAN servers fromthe Intemet.

®Four wired LAN ports (10/100M) and one WAN port (RJ-11).
®Works with IEEE 802 11b/g/in wireless LAN devices.

®Supportts IPv6.

®Supports DHCP (Server/Client) for easy IP -address setup.
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1.1 Safety Precautions

In order to keep the safety of users and your propetties, please follow the safety instructions as mentioned

below:

[N

. This routeris designed for indooruseonly; DONOT place this router outdoor.

N

.DO NOT place this router doseto ahotor humid area, like kitchen orbathroom. Also, DO NOT leave this

router in the carduring summer.

w

.DO NOT pull any connected cablewith force; disconnedt it fromthe router first.

N

. Ifyouwantto place this Router at aheightor mount on the wall, please make sureitis firmly secured. Falling

froma height would damage the router and its accessories and warranty will be void.

(&)

. Accessories ofthis router, like antenna and power supply, aredangerous to small children. KEEP THIS

ROUTER OUTOF REACH OFCHILDREN.

(=2}

. The Router will get heated up when used for a long time (This is normal and is not a malfunction). DO NOT
put this Routeron paper, cloth, orother flammable materials.
7. There’s no user-serviceable partinsidethe router. Ifyou find that the router is not working properly, please

contact your dealer of purchase and ask for help. DONOT disassemble the router, warranty will be void.

oo

. Ifthe router falls into waterwhenit’s powered, DO NOT use your handsto pick itup. Switch the electrical
poweroffbefore you do anything,or contact an experienced electrical technician forhelp.
9. Ifyousmell something strange, or even seesome smoke coming out fromthe router or power supply, remove

the power supply orswitch the electrical power offimmediately, and call the dealerof purchase for help.
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1.2 System Requirements

The following systemrequirements are recommended:

®Notebook ordesktop P Cwith network adgpter (wired WLAN)
©® Windows 98/Me2000/XP/Mista

®\Web browser

® AC powersocket (100 — 240V, 50/60Hz)

1.3 Package contents

Before you start using this router, please check ifthere’s anything missing in the package, and contact your
deder ofpurchaseto claimfor missing items:

©®DG-BG4300NU ADSL 2/2+ Broadband Router With 3G
®POTS splitter

O AC power adgpter

®Quick Installation Guide

®Installation Guide CD (includes user manual,QIG & Utility)
®Patch cord (1 No.)

®RJ-11 cables (2 Nos.)
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1.4 LEDs and Interfaces

Top Panel

“'BQQ 2 >
<SS . - w_
o Y <
Q’\st@ o - - ®
NN
8-

The following table describes the LEDs ofthe device.

LEDs Color Status Description
Red On Deviceisinitializing orinitiaization has failed.
e
Power Off Power is off.
Green On Power is on.
On Physical link isup
DSL Green L ADSL handshaking process is on or ADSL line
Blinking
unplugged.
On Internet connection is established.
Green
Internet Blinking Data is being transmitted or received.
Off Deviceisnot connected to intemet.
Red On PPPOE/PPP0OA usemame-password not set orwrong.
LAN On PCis connected to the LAN port
Green
1/2/3/4 Off PCisunplugged/not connected.
USB Green On USBdeviceisplugged.
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Off USBdeviceisnotplugged.

On Wireless is enabled.
WLAN Green Blinking Data is being transmitted or received.

Off Wireless is not enabled.

Blinking WP Snegotiaion is enabled waiting for the clients.
WPS Green

Off WP Snegotiation isnot enabled on thedevice.
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Rear Panel

& ppope B __J

The following table describes theinterfaces ofthedevice.

Item Description

Antennas Two 5dBi fixed dipole antennas.

DS RJ-11 interface, for connecting to the ADSL interface or a splitter using a
telephone cable.
RJ-45 interface, for connecting to the Ethernet interface of a computer or the

LAN4/3/2/1
Ethemet devices through an Ethemet cable/LAN Cable.

Power Power interface, for connecting to the power adapter.

ON/ OFF Power switch, to poweron or poweroffthe device.
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Side Panel
3 — -
' -
Item Description
usB To connect USB 3G Dongleor USB Mass Storage.
Reset to the factory default configuration. Keep the device powered on, and insert
Reset a pin into the reset hole for 3 seconds, then release it. The device will reset to the
factory default configuration.
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2 Hardware Installation

o Connect the ADSL interface of the device and the router interface of the splitter through a telephone
cable. Connedt the phone to the Phone interface of the splitter through a telephone cable. Connect the

incoming lineto the Lineinterface ofthe splitter.

The splitterhas three interfaces:

) Line: Connedt to a wall phonejack (RJ-11 jack).
) Modem: Connect to the ADSL jack ofthedevice.
) Phone: Connect to a telephoneset.

o Connect the LAN interface of the device to the network card of the PC through an Ethemet cable

(MDUMDIX).

I—:] Note: Use twisted-pair cables to connect to the hubor switch.

° Plug one end of the power adapter to the wall outlet and the other end to the Power interface of the

device.
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The following figure shows the gpplication diagram for the connection of the router, PC, splitter and the
telephonesets.

& popoe @
-

R-11
Wl outhet RJ45
wih ADSL Servce P Mg
MOOEM
- N
EHo

o =
v -

Telephone Sot  Telephone Set
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3 Software Installation

] Insertthe Setup CD into your CD-ROM drive of notebook/desktop computer.

) Explore the CD and execute the “ India_autorun.EXE” file. Screen given below will be displayed.

Click ‘Start’ to continue.

DIGISOL

WELCOME TO QUICK SETUP WIZARD

To run the utility and configure this router you just
require a computer, with a LAN card set to obtain

an IP address automatically. If there is any difficulty,
then please refer the User Manual.

Note :
To use this WIZARD, the Router configuration

must be factory defaults or reset if required.

DG-BG4300NU User Manual | QIG start Exit
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Connect the ADSL line and thephone line to the router. Click * Next’.

DIGISOL

Connection : Splitter SRTERRET

© Connect ADSL Line from
ISP to the Line port (L] Pots
on the POTS Splitter Splitter
Phone | | Modem

© Connect the Modem port L (2]

on the POTS Splitter to —
e interface on the
router

© Connect the Phone port

on POTS Splitter to the
Phone instrument

DG-BG4300NU —p—
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

Connect the power adapter to the AC Mains and the other end to the power interface on the router.Push

the power button on the router to powerup the device. Click ‘Next’ .

DIGISOL

Connection : Power Adapter INTERNET

©Connect the Supplied S
Power Adapter to the Splitter
AC Mains and the other
end to the Power interface
on the router —

Phone Modem

© Push the Power
Button on the router
to power up the device

DG-BG4300NU
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Connect the Ethernet interface on the router to the LAN card on the computer using the Ethemet cable.

Click ‘Next’.

DIGISOL

Connection : Computer / Laptop

© Connect the Ethernet 2
interface on Router to Splitter

the LAN card on Phone Modem
the computer using
Ethernet cable. =

Power
Desktop Source

Computer

[ Ethernet LAN

(1]

DG-BG4300NU

www.digisol.com Tech Support 1800 209 3444

Atter powering up the router, verify the status of the LED indicators on the front panel of the router.

Click ‘Next’.

@ DIGISOL

LED : Status

oN tializing or Initialization has falled.
oFF
on
oN Physical ik is UP.

Biinking __ ADSL handshaking process is ON or ADSL Line unplugged
ON  internet connection Is established.

Binking  Data s boing transmitted or received.

Internet
OFF Dovice is not connocted to Internet.

PPPOA USOMAMe-password not 5ot o Is Wrong.

LAN (1-4)
oFF PC is Unplugged ! Not Connacted

oN USB dovice Is plugged.
uss
OFF USB device s not plugged.
oN Wireloss ts enablod.
wLAN sroen Binking  Data Is being transmitted or received.
OFF Wireloss is
Biinking
wps
OFF ___ WPS negor

DG-BG4300NU T R
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Below as shown please select the “WAN Mode” type. Supposeyou select “ ADSL and 3G” option to

setup 3G failover click “Next”.

DIGISOL

Configure : WAN Mode

WAN Mode: <--- Click Dropdown for more options

ADSL and 36

DG-BG4300NU

RELESS L2/2 OADBAND ROUTER

N M
A
3G

Next Exit

www.digisol.com Tech Support 1800 209 3444

Please select your  Country’ and ADSL service provider. VPl and VCI values will auto fill.

Configure : ADSL (ve1,vcr)

Please select your ‘Country’ and ADSL Service
Provider. The values for VPI and VCI will auto fill

Country: [rr—
Service Provider: [l hd

VPI: (0 ~ 255)
ver: (32 ~ 65538)

Note: You can set different values for VPI and VCI as provided
by your ISP. If your ISP is not listed in the ‘Service Provider’ list
then select "OTHERS'.

DG-BG4300NU

WIRELESS ADSL2/ ROADBAND ROUTER

Next Exit

www .digisol.com Tech Support 1800 209 3444
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o Select thenetwork protocol for WAN interface. Click  Next’.

DIGISOL

T

Configure : ADSL Protocol

Please select the type of network protocol for IP
over Ethernet as WAN interface

Ulore oo Cthemet recey |
Encapsulation Mode

LLC/EMCAPSULATION hd

DG-BG4300NU Rp—
'WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com

Tech Support 1800 209 3444

All theutility installation steps till here arethe common steps to be followed forthe modes.
Following are the steps for configuring PPPOE connection:

[ ] Entertheusemame and password provided by your ISP. Click  Next’.

(=] [c][{=]H

Configure : ADSL P

Please enter the Username and Password
provided by your ISP

User ID:
Password: _

DG-BG4300NU
W

Next Exit
SS ADSL2/2+ BROADBAND ROUTER

www digisol.com

Tech Support 1800 209 3444
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Configurethe 3G Diaup parameters and click “Next”

DIGISOL

ure : 3G Dialup

Please connect the 3G USB Dongle and then enter the
dlaler parameters for 3G Dongle provided hy your ISP
USB dongle conr

Username :
Password :
APN Code :

Pin Code :
Dialup Number :

DG-BG4300NU ——
'WIRELESS ADSL2/2+ BROADBAND ROUTER

www digisol.com Tech Support 1800 209 3444

Configure a wireless name (SSID) for your outer. Click * Next’.
DIGISOL

Configure : Wireless Name (SSID)

Configure a name (SSID) for your wireless network,
s0 you can always identify your wireless network.

Wireless Name (SSID):

[Example: MyNetwork, WIFI123]

Wireless Channel: futo Scan -

DG-BG4300NU ——

SS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Configure the wireless security. Click ‘Next’.

(33| DiGISOL

R

Configure : Wireless Security

less security helps to protect your wir twork from hackers and
malicious users. WPA Pre-Shared Key is the most secured encryption for general
e WPA Pre-Sha and enter a 8 to 63 ct
sitive) key in the n field below

Security Mode: WPAZ-Mixed -
Pre-Shared Key: [

DG-BG4300NU R——
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

The nextscreenis asummary ofthe wireless settings ofthe router.

| DIGISOL

Ry

Summary eless Configuration

Intarnet Connection Type:
Wircless Name (ss10): [T
Wireless Security: WPAZ-Mized

Security Key: DIGIZ 34t

After click "Next” please wait for the next page to appear.

DG-BG4300NU

WIRELESS ADSL2/. ROADBAND ROUTER

www digisol.com Tech Support 1800 209 3444

Next Exit
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Click on ‘Next’,the following screen will appear.

r
Saving......please wait
FE 0 00 1 0 T 0 0 |

A

Once the connection is established, the router connection status will appear.

DIGISOL

Status : WAN

WAN Link Type
WAN IP

Default Gateway
Primary DNS
Secondary DNS

Note: If the IP Address appears 0.0.0.0, then click 'Refresh’ for
retrying the connection to Intern a valid IP address appears
(other than 0.0.0.0) then click ‘Finish’ button to complete the setup.

Please reboot the Router after click “Finish” (Recommended).

DG-BG4300NU e TiET
WIRELESS ADSL2/2+ BROADBAND ROUTER

www._digisol.com Tech Support 1800 209 3444
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Bridaing Mode:
° To configure the router in the bridge mode select “Bridging” option. Click ‘ Next’ .

(23] DiciIsoL

g

Configure : ADSL Protocol

Please select the type of network protocol for IP
over Ethernet as WAN interface

L 1PPP over ATH (PPPoA)

FFP aver Ethernet (FFRoE)

[ ]MacC Encapsulation Routing (MER)

IP over ATM (IPoA)

] Eridai

Encapsulation Mode

LLCJENCAPSULATION -

DG-BG4300NU Tp—
5SS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

[ ] Configure a wireless name (SSID) for your router. Click © Next’.

| DIGISOL

s

Configure : Wireless Name (SSID)

Configure a name (SSID) for your wireless network,
so you can always identify your wireless network.

Wireless Name (SSID):

[Example: MyNetwork, WIFI123]

Wireless Channel: uta Scan -

DG-BG4300NU ——
'WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444
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Configure thewireless security.

| DIGISOL

o,

Configure : Wireless Securi

Security Mode: WP AZ-Miced hd
Pre-Shared Key: I

DG-BG4300NU

Next Exit
WIRELESS ADSL2/2+ BROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

Click on ‘Next’ the following screen will appear.

(=][c][={=]H

Bridge Mode

Please use a third party Dial-up software or
“Windows New Connection Wizard” to configure
the Internet Dial-up access

e your current settings and reboot the router.
ots, you can connect s clients to the router

DG-BG4300NU Finish

WIRELESS ADSL2/ ROADBAND ROUTER

www.digisol.com Tech Support 1800 209 3444

Click on ‘Anish’ to completethe configuration ofthe routerin Bridge mode.

23

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com I sales@digisol.com (9 www.digisol.com



DIGISOL DG-BG4300NU User Manual

4 About the Web Configuration

This section describes how to configure the routerby using the Web -based configuration utility.

4.1 Access the Router

The following is the detailed description ofaccessing the router for the first time.
®Open the Intemet Explorer (IE) browser and enter http:/192.168.1.1.
®|n theLogin page thatisdisplayed, enterthe usemame and password.
®The usemame and password ofthesuperuser are admin and admin.
®The usemame and password ofthe common user are user and user.

Authentication Required 3

The server 192.168.1.1:80 requires a username and password.
The server says: index.htrm.

User Name: | | |

Password: | |

Log In H Cancel

If you log in as a super user, the page shown in the following figure appears. You can check, configure and
modify al thesettings.

24
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=] [c][={=]B DG-BGA300NU e e

Wizard Setup Advanced Service Firewall Maintenance Smart MENU
ADSL Router Status
This page shows the current status and some basic setiings of the device
2 System
= Device Info
+ 361 Model Name DG-8G4300NU
Uptime 13 days, 6:45:28
= ADSL
DateTime SatJan 14 2012/12:15:28
v Statistics Firmware Version 200
Built Date Jul 16 2016 13:05:49
Serial Humber 00177CB4D54
£ DSL
Operational Status G992.5
Upstream Speed 509 kbps
Downstream Speed 2463 kbps

Ifyou log in as a common user, you can check thestatus ofthe router, but cannot configure/modify most ofthe
settings.

r:!.:l Note: In the Web configuration page, you can click Apply Changes to save the settings.

25
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4.2 Wizard

When subscribing to a broadband service, you should be avare ofthe method by which you are connected to

the Internet. Your physical WAN device can be PPP, ADSL or both. The technical information about the

propetties ofyour Intemet connection is provided by your Intemet Service P rovider (ISP). For example,your

ISP should informyou whether you are connected to the Internet using a staticor dynamic IP address and the

protocol that you use to communicateonthe Intemet.

In the navigation bar, choose Wizard. The page shown in the following figure appears. The Wizard page

guides fast and accurate configuration of the Internet connection and other important parameters. The

following sections describe these various configuration parameters. Whetheryou configure these parameters
or use thedefault ones, click NEXT to enable your Intemet connection.

= Wizard

Fast Config
“The wizard will hekp you do sorme basic canfigurations step by step
Step 2 WLAH Connection Seting
Step 3. Save Setiing
Stop mode
VPIVCE vei o |wass) ver [o (31-85535)
Encapsutation: @ uemnap OveMu
Osrigge
OrPoE
Comection Wode: @pppoe
Orproa
© 1483 Routed
P Protocak: W -
#0215 OEnatie ® Disatle
VLAN 10140955
PPP Settings: semanme Password
DN Setings: 1 attain DS Automatcally
© el DNS Manually
=1

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters in this page:

Field

Description

VPI

Virtual path identifier (WP1) is the virtual path between two points in an ATM
network. Itsvalid valueis in the rangeof0 to 255.Enter the correct VP | provided by

26
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Field

Description

your ISP. By default, \P1 is set to 0.

VCI

Mirtua channel identifier (VCI) isthe virtual channel between two points in an ATM
network. Its valid value is in the range of 32 to 65535. (0 to 31 is reserved for local
management of ATM traffic) Enter the correct VCI provided by your ISP. By default,
VCl issetto35.

Atter the setting is done, click Next, the page as shown in the following figure gppears.
There are three WAN connection types: PPP over ATM (PPPoA), PPP over Ethemet (PPPOE) and1483

Routed. Thebelow mentioned topics describethe modes.

27
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PPPOE/PPPOA

In the Connection Type page, set the WAN connection type to PPP over Ethemet (PPPOE), the encapsulation
mode to LLC/SNAP.

Step 1: WAN Connection Setting: Please selectthe wan connection mode
VPINCE WPl |0 (0-255) VCI: |0 (32-655349)
Encapsulation: @ LLoiEmap Owo-hoy

(4] Bridge

CipoE
Connection Mode: E PPPOE

CFPPPoA

© 1483 Routed
IP Protocol: lpwd v
802.1q; OEnable ® Disable
VLAN ID{1-4095):
PPP Settings: Usermarne: Password

DNS Settings: @ Attain DNS Automatically

O St DNS Manually :

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters in this page:

Field Description

There are three WAN connedtion types: PPP over ATM
(PPPoA), PPP over Ethernet (PPPOE) and 1483 Routed. In
28
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Field Description

this example, the connection type is set to PPPOE.

You can select LLC/SNAP or VC-Mux. In this exanple, the
encapsulation mode is setto LLC/SNAP.

Encapsulaion Mode

IP Protocol Select the IMP protoool: IPv4, IPv6 or IPv4/IPv6.
802.1q You can enable or diseble 802.1q

VLAN ID (1-4095) Enterthe VLAN ID here. Thevalid rangeis 1-4095.
PPP Settings Enterthe usemame and password.

DNS Settings Select the DNS settings.

Atter the settings are done, click Next, the page a shown in the following figure appears.

Fast Config
Step 2Wireless Fast Settings: Please config basic settings aboutwireless,
WLAN: @Enable O Disable
Band: 2.4 GHz (B+G+N) w
SSI: DIGISOL
Encryption: HNone v
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters in this page:

Field Description
WLAN You can enable or disable the WLAN.
Band Hereselectthe gppropriate band formthe list.
SSID Enterthe SSID.
Encryption Seled the encryption fromthe list.
29

@ 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4300NU User Manual

Atter the settings are done, click Next, the page a shown in the following figure appears.

Fast Config
Step 3:Save Ifyou need finish settings in the fast conflg please click "Apply Changes" otherwise please click
Settings "Cancel ar" Prev

Settings as follow:

VPL 1}

VCE 122
Encapsulation: LLCISNAP
Channel Mode: PPPOE

IP Protocol: Iovd

PPp uUsername: digisoltech

ppp password: goalzld

DNS Setting: DMNS Autarmnatically
WLAN: Enable

=2 =1
Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Ifyou need finish settings in the fast config, please click "Apply Changes" otherwise please click "Cancel" or

Prev™.

E—-] Note:

If the WAN connection type is set to PPPoA, the parameters of the WAN connection type are the same as
thatof PPPoE.
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1483 Routed

In the Connection Type page, set the WAN connection type to 1483 Routed, the encgpsulation mode to
LLC/SNAP.

Fast Config

The wizard will help you do some basic configurations step by step
Step 1: WAN Connection Setting

Step 2: WLAN Connection Setting

Step 3: Save Setting

Step 1: WAN Connection Setting: Flease selectthe wan connection made
VPIVCE: VP |0 (0-25%) vCI. [0 (32-65533)
Encapsulation: @ L Ove-mux

(0] Bridge

CipoE
Connection Mode: CPPPoE

CPPPos

© 1483 Routed
IP Protocol: Ipwd -
80214 OEnable @ pisable

VLAN ID{1-4095);

WAN IP Settings: O attain IP Autornatically
@p Manually:

IP Address

Metmask:

Gateway:

DNS Settings: @ attain DMS Autornatically

O get DNE Manually:

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Atter the settings aredone, click Next, the page a shown in the following figure appears.

Fast Config

Step Z:Wireless Fast Settings: Please config basic settings aboutwireless

WLAN: @ Enable O Disable
Encryption:

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

For subsequent configuration, refer to thedescription in the above section PPPOE/PPPOA.
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4.3 Status

In the navigation bar, choose Status. The Status page that is displayed contains: Device Info, 3G Info and
ADSL.

Device Info

Choose Status > Device Info. The page that is displayed shows the current status and some basic settings of
the router, such as firmware version, upstream speed, downstream speed, LAN status, DNS status, ADSL
WAN interfaces etc.

DIGIEDL DG-BG4300NU

33
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3G Info

Choose Status > 3G Info. This page shows the Signal strength, Connection status, SIM card status, IP
address details of3G etc.

3G Status

This menu shows 3g status of the device.

Signal Strength:

Connection Status Mo dongle conhected
SIM Card Status Mo SiM Card
Received 0.000 MBe

Sent 0.000 MB

IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Gateway Address 0.0.0.0

DNS1 Address 0.0.0.0

DNS2 Address 0.0.0.0

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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ADSL

This pageshows thesettings ofthe ADSL Router.

ADSL Configuration
This page shows the setting ofthe ADSL Router.

* Device Info AdslLine Status ACTIVATING.
= 3GInfo AdsiMode
= ADSL Up Stream

Down Stream
Attenuation Up Stream
'SNR Margin Down Stream

SNR Margin Up Stream

Vendor ID RETK
Firmware Version 4926002
CRC Errors

Up Stream BER

Down Stream BER
Up Output Power
Down Output Power
Down Stream ES
Up Stream ES

Down Stream SES
Up Stream SES
Down Stream UAS

Up Stream UAS

LCLELC Retrain [ Refresh |

Statistics

Choose Status > Stafistics.

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

= Statistics
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4311 Statistics

Click Statistics in the left pane. The page shown in the following figure appears. In this page, you can view
thestatistics ofeach network port.

Statistics
This page shows the packet statistics for transmission and reception regarding to network interface:
‘2; Statistics:
Interface Rx pkt Rx err Ry drop Tx pkt Tx err Tx drop

larv! a a a 0 a a
lan2 a a a 0 a a
lan3 2808 ] 1 4698 [t} [t}
land o o o o a a

pppoel a a a a a il
wl 62529 o o 4323 36 22989
w2 o o o 0 [t} [t}
w3 o o o o a a
wed a a a 0 a a
w5 o o o 0 [t} [t}
Wb o o o o a a
T o o o 0 a a
el a a a 0 a a
w3 o o o 0 [t} [t}
wel 0 o o o o a a
Wl a a a 0 a a
wi2 o o o 0 [t} [t}
w13 o o o 0 [t} [t}
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4.4 Setup

In the navigation bar, click Network. The Network page that is displayed contains WAN, LAN and
Wireless.

WAN

Choose Network > WAN. The WAN page that is displayed contains WAN, 3G, Auto PVC, ATM Settings and
ADSL Settings.

37
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4411 WAN

Click WAN in the left pane, the page shown in the following figure appears. In this page, you can configure
WAN interface ofyour router.

WAN Configuration
ThE page k 166l DeONNTe e FARMEE 15 Trtie WAN IVE oe onotr ADSL @ ENeIetModkinRover, NOB ke | coniecttpe of
PPPOEaucl PPPoR ol “HANaT, te "Coniect and"Dhconiect biton willle aiik.

AN Physleal Type @ ADSL WAN O Ethemst WAl {Port-LANT)

Cetault Fouts Selsction: ® o O specinea

WPl | vk [

Eneap ulation ®uc Oucoms

Channs! Mods: PPPOE v Enabls NAPT:
Enabls 1P Fl

IF Protocol s

PRP sethings:

WAN 1P Settings:
Tips: Fsed IP DHEP

Lacal IP Addrs 1

Netash:

I

CHIMEGEN =8 Cisable Enabls auto

Unnum bered:

1PVE WAN Setting

Agdrsss Mo Sk W
DHCPYE Mods: an v
Faqus t DHCPYE PD:

I I I I I I

20 WAN Irterfaces Table:

Uer sty

SEE nt omede VP vCl Encap WRT GMP TP ipadar  Remots P MetMask =
+ . Name 1
O P pepoe 0 3 ue o of or oao 0oop f‘-'_i:';ﬁ dn T
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The following table describes the parameters of this page:

Field

Description

WAN physical type
WAN (Port-LAN1)

Ethernet

When this option is selected the unit will auto reboot.

Default Route Selection

You can select Auto or Specified.

The virtual path between two points in an ATM netwolrk, ranging from 0

VPI
t0255.
Vel The virtual channel between two points in an ATM network, ranging from
321065535 (1to 31 are reserved for known protocols)
Encapsulaion You can chooseLLC and VC-Mux.
Channel Mode You can choose PPPoE, PPPoA and 1483 Routed.
Select itto enable Network Address Port Translation (NAPT) function. If
you do not select it and you want to access the Internet normally, you
Enable NAPT . . .
must add a route on the uplink equipment. Otherwise, the access to the
Internet fails. Normally, it is enabled.
You can enable or diséble Internet Group Management Protocol (IGMP)
Enable IGMP

function.

PPP Settings

Enter the correct user name for PPP did-up, which is provided by your

User Name

ISP.

Enter the correct password for PPP dial-up, which is provided by your
Password

ISP.
Type You can choose Continuous, Connect on Demand, or Manual.

Idle Time (min)

If set the type to Connect on Demand, you need to enter the idle timeout
time. Within the preset minutes, if the router does not detect the flow of
the user continuously, the router automatically disconnects the PPPoE

connedtion.
WAN IP Settings
You can choose Fixed IP or DHCP.
Type ® [fselected Fixed IP,you should enterthelocal IP address,

remote IP address and subnet mask.

39
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® Ifselected DHCP, the router is aDHCP dient, the WAN IP
address is assigned by the remote DHCP server.

Local IPAddress Enterthe IP address of WAN interface provided by your ISP.

Remote IP Address Enterthe remote IP address.

Net mask Enterthesubnet mask ofthe local IP address.

Unnumbered Seledt this checkbox to enable IP unnumbered function.

Default Route Enable/Disable thedefault route.

Add Atter configuring the parameters of this page, dick it to add anew PVC
into the Current ATM VC Table.

Modiy Select PVC inthe Current ATM VC Table, then modify the parameters of
thisPVC. After finishing, dickitto gpply the settings ofthisPVC.

Delete Select PVVC in the Current ATM VC Teble, then deletethePVC.

Reset Click reset to undo the settings entered in this page and retain them to
default settings.
This table shows the existing PVCs. It shows the interface name, channel

Current ATM VC Table mode, W I/VCI, encapsulation mode, local IP address, remote IP address

and otherinformation. The maximumitemofthis table is eight.
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4412 3G

This page isused to configure the parameters for your 3G network access.

3G Settings
This page is used to configure the parameters for your 3G network access.
36 WAN: Cpisable @Enable
3G Status: Mo dongle connected
PIN Cade: | |
APN: | |
Dial Number: [*ao¥ |
Authentication:
User Name:
Passwor:
Connection Type:
NAPT: C Disable @ Enable
Default Routte: O Disable © Enable
mTU: 1500 |
P Type:
3G to Wired switch time(s): |1 1] |
=3
\5’,4 WAN 3G Connections
Interface Droute Protocol IP Address Gateway Status
[ Refrosh |
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Field Description
3GWAN Selection will Engble or Disable 3G WAN.
(Enable/Disable)

Pincode EnterthePincode — Chedk with 3G Sewviceprovider.
APN EntertheAP N - Chedk with 3G Service provider.
Dia Number Enterthedial number eg: *99#,#777 etc as per ISP.
Username Enterusername — Check with 3G sewvice provider.
Password Enter password — Check with 3G service provider.

Connection type

Persistent means Automatic dial & Manua means manual dial.

NAPT WAN IP/Port sharing (Network Address Port Translation)

Default Route Enable or Disable Default route. Router will select thedefault routeto intemet.
MTU Set as per3G Serviceprovider (Do not modify).

IP Type Select the IMP type: IPv4, IPv6 or IPv4/IPv6.

3G to wired switch
time

Set the switch over time in seconds.

Note: Kindly refer to the 3G USB compatihility list uploaded on the website.
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4413 Auto PVC

Click Auto PVC in the left pane, pageshown in the following figure appears. In this page,you cangetPVC
automatically through detecting function, and add or delete the P VC that you want ordo notwant.

lAuto PVC Configuration

[This page is used to configure pyc auto detect function. Here you can add/delete auto pvc search tahle.

Probe WAN PVC
L vee [ ] A

220 Current Auto-PVC Table:

PVC

=
=
=
o

0 35

1 35
43
51
39
43

51

@ oW e e o @ @ o

59

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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44.14 ATM Settings

Click ATM Settings in theleft pane, the page shown in the following figure gppears. In this page, you can
configure the parameters ofthe ATM, including VPI, VCI, QoS,PCR, CDVT, SCR and MBS.

ATM Settings
This page i=s used to configure the parameters for the ATM of your ADSL Router. Here you may change the setting for QoS
PCR,COVT, SCR and MBS,

VP VCIE Qos: | UBR v

PCR: COVT: SCR: MBS:

Adsl Retrain: Apply Changes m

5 Current ATM VC Table:

Select VPl Vel QoS PCR covT SCR MBS

o] ] 35 UBR 6144 0

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description
VPI The virtua path identifier ofthe ATMPVC.
VCI The virtual channel identifier oftheATMPVC.
QoS The QoS category of the PVVC. You can choose UBR, CBR, rt-VBR or
nrt-VBR.
PCR Peak cel rate (PCR) is the maximum rate a which cells can be

transmitted along a connection in the ATM network. Its value ranges
from1 to 65535.

CDVT Cell delay variation tolerance (CDVT) is the amountofdelay permitted
between ATM cells (in microseconds). Its value ranges from 0 to
4294967295.

SCR Sustained cell rate (SCR) is the maximum rate that traffic can passover

44
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PVCwithout the risk ofcell loss. Its value ranges from0 to 65535.

MBS Maximumburstsize (MBS)is the maximumnumberofcells that can be
transmitted at the PCR. Its value ranges fromO to 65535.

44.15 ADSL Settings

Click ADSL Settings in the left pane, the page shown in the following figure appears. In this page, you can
select the ADSL modulaion. Mostly, try to retain the factory default settings. The router supports these
modulations: GLite, GDmt, T1.413, ADSL2 and ADSL 2+. The router negotiates the modulation modes with
theDSLAM.

ADSL Settings

This page allows you to choose which ADSL modulation settings your modern router will support.

O 6 Lite
G Dmt
ADSL modulation: T1.413
ADSL2
ADSL2+
AnnexL Option: Enahled
AnnexM Option: [ Enatled
Bitswap Enable

ADSL Capability:
SRAEnable

Technical Sup

Choose Network > LAN. The LAN page that is displayed contains LAN IP,DHCP and DHCP Static IP.
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4.4.1.6 LAN

Click LAN IPin theleft pane, the page shown in the following figure appears.
In this page, you can change the IP address ofthe router. The default IP address is 192.168.1.1,which is the
private IP address ofthe router.

LAN Interface Setup
This page is used to configure the LAN interface of your Router. Here you may change the setting for IP address, subnet mask,
etc.

Interface Name: Ethemnet1
IP Address: [192.168.1.1 |
Subnet Mask: |255.255.255.0 |

[ secondary IP

IGMP Snooping: O Disable & Enable
Apply Changes
MAC Address Control: Cleant Ceanz Ceanz COiand Clwean

Apply Changes
New MAC Address: [ | (m

25 Current Allowed MAC Address Table:

MAC Addr Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description
Enter the IP address of LAN interface. It is recommended to use an

IP Address address from a block that is reserved for private use. This address block
for example is1921681.1 - 192.168.1254.

Enter the subnet mask of LAN interface. The range of subnet mask is
from255.255.00 - 255.255255254.

Select it to enable the secondary LAN IP address. The two LAN IP
addresses must bein different networks.

Subnet Mask

Secondary IP

When IGMP snooping is enabled, only hosts tha belong to the group
IGMP Snooping receive the multicast packets. Ifa host is deleted fromthe group, the host
cannot receive the multicast packets any more.

It is the access control based on MAC address. Seledt it, and the host
MAC Address Control whose MAC address is listed inthe Current Allowed MAC Address table
can access the router.

Add Enter MAC address and then dickitto add a new MAC address.

Current allowed MAC All the allowed MAC addresses added will belisted here.
address table
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44.1.7 DHCP

Dynamic Host Configuration Protocol (DHCP) allows the individual PC to obtain the TCP/IP configuration
from the centralized DHCP server. You can configure this router as a DHCP server or disable it. The DHCP
server can assign IP address, IP default gateway and DNS server to DHCP dients. This router can also act as a
DHCP server (DHCP Relay) where it relays IP address assignment from an actual real DHCP server to clients.
You can enable or disable DHCP server.

Click DHCP in the left pane, the page shown in the following figure appears.

DHCP Mode

Thig page can be used to config the DHCP mode:None,DHCP Relay or DHCFP Server.

(1)Enahle the DHCP Server ifyou are using this device as a DHCP server. This page lists the IP address pools available to host
anyour LAN. The device distributes numbers in the poal to host on your network as they request Intermet access

(21Enahle the DHCP Relay if you are using the other DHCP serverto assign IP address to your host on the LAM. You can setthe
DHCP server IF address.

(3 you choose "Mone”, then the moderm will do nothing when the host request a IP address

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0
DHCP Mode: DHCP Server w

Fliant Mranz Moanz Foang Flwen Fusro Fluser Fluapz

Interface: VAP

1P Poal Range: 192.168.1. |2 - 192.168.1. 754 [Show Client]
Subnet Mask: 265.255.255.0

Default Gateway: 19216811

Max Lease Time: minutes

=
=
=

Domain Name: domain.name

DNS Servers: 19216811

it

appy changes [l undo |
Set VendorClass IP Range

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description

If set to DHCP Server, the router can assign IP addresses, IP default gateway and
DHCP Mode DNS Serversto thehost in Windows95, Windows NT and other operation systems

that support the DHCP dient.

It specifies the first and the last IP address in the IP address pool. The router
IP P ool Range : m

assigns IP addressthat isinthe IP pool range to thehost.

Click it, the Active DHCP Client Table appears. It shows IP addresses assigned to
Show Client

clients.
Subnet Mask Enterthesubnet mask here.

Default Gateway

Enterthe default gateway ofthe IP address pool.

Max Lease Time

The lease time determines the period that the host retains the assigned IP addresses
before the IP addresses change.

Enter the domain name if you know. If you leave this blank, the domain name
obtained by DHCP fromthe ISP is used. You must enterhost name (systemname)

Domain Name o i .
on each individual P C. The domain name can be assigned fromthe router through
the DHCP server.

DNS Serers You can configurethe DNSserver ip addresses for DNS Relay.

Set \VendorClass IP

Range

Click it, the Device IP Range Table appears. You can configure the IP address

range based on thedevicetype.
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Click Show Client in the DHCP Mode page, the page shown in the following figure appears. You can view
the IP address assigned to each DHCP client.

[ Active DHCP Clien
(@ 192.168.1.1/dhcptbl him
Active DHCP Client Table

This table shows the assigned IP address, MAC address and time expired for each DHCP leased clisnt,

able - Google Chrome =[=] = ]

llame IP Address MAC Address Expiry(s) Type
antiroicl-4109as0d53024745 19216812 dDb33t1bd2S0 InOdays 20:31:04  Automatic
antiroil- 58037607 c02530 1 19216814  9063:c32S0ch In0days 230702 Automatic
antiroicl-Tehed 781 7abeal 77 19216815 309157300haT In0days 2326116 Automatic
Windows-Phone 19216816  54:44.08:4360:30 In0days 234222 Automatic
android-14584286168c1405 19216817 7E:521adEcs (T In0days 234347 Automatic
android-T5ce5a0a68HC0b1S 19216813 4021:dDE501:08 InOdays 235831 Automatic

The following table describes the parameters and buttons in this page:

Field Description

IP Address It displays the IP address assigned to the DHCP dient fromthe router.

It displays the MAC address ofthe DHCP dient.

Each Ethemet device has a unique MAC address. The MAC address is
MAC Address

assigned a the factory and it consists of six pairs of hexadecimal

characters, for example, 00-17-7C-00-02-12.
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Click Set VendorClass IPRange in the DHCP Mode page, the page as shown in the following

figure appears. In this page, you can configure the IP address range based on the device type.

3 Untitled - Google Chrome

(@ 192.168.1.1jdhepvendortbl.htm

Device IP Range Table
I This page is used to configure the IP address range hased on device type

start address: 1921681, |
end address: 1921881 |
Rowter address: :l
option60 I:l

i) IP Range Table:

select:  device name: start address: end address: default gateway: option6:

In the DHCP Mode field, choose None. The page shown in the following figure appears.

DHCP Mode

This page canh be used to config the DHCP mode:Mone DHCP Relay or DHCP Server.

(13Enable the DHCP Server ifyou are using this device as 3 DHCP server. This page lists the [P address pools available to host
onyour LAN. The device distributes numbers in the pool to host on your network as they request Internet access

(ZEnable the DHCP Relay ifyou are using the ather DHCP server to assign IF address to your host an the LAN. You can setthe
DHCF server [P address.

(3Ifyou choose "Mone", then the modem will do nothing when the host request a IP address.

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0

[unee |
Set VendorClass IP Range

Technical Support - 1800 209 3444 Email Support - helpdesk@

In the DHCP Modefield, choose DHCPRelay. The page shown in the following figure gopears.
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DHCP Mode

This page can he used to config the DHCP mode:Mone,DHCP Relay or DHCP Server.

{13Enable the DHCP Server ifyou are using this device as a OHCP server. This paoe lists the IP address pools availahle to host
onyour LAN. The device distributes numbers in the pool to host on your netwark as they regquest Internst access

(ZEnable the DHCP Relay ifyou are using the other DHCP server to assian IP address to your host an the LAN. You can setthe
DHCP server [P address.

(3)Ifyou choose "None", then the modern will do nothing when the host request a IP address

LANIP Address: 192.168.1.1 Subnet Mask: 255.255.255.0

DHCP Mode: DHCP Relay

Relay Server: 192.168.2.242

apptyChanges [l undo |
Set VendorClass IP Range

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description
If set to DHCP Relay, the router acts a DHCP Server and relays the DHCP
DHCP Mode )
requests and responses between the remote server and the dlient.
Relay Server Enterthe DHCP server address provided by your ISP.
Apply Changes Click itto save the settings ofthis page.
Undo Click itto refresh this page.
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4.4.1.8 DHCP Static

Click DHCP Static IPinthe left pane,thepage shown in the following figure appears. You can assign the IP
addresses on the LAN to the specific individua P Cs based ontheir MAC address.

DHCP Static IP Configuration
This page lists the fixed IP/MAC address on your LAN. The device distributes the number configured to hosts on your network as
they requestInternet access.

IP Address: 0000

Mac Address: 0naaooooaaon (ex. D0EOSET10502)

Cros [ et suces o |

%) DHCP Static IP Table:

Select IP Address MAC Address

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description

IP Address Enter the specified IP address in the IP pool range, which is assigned
tothehost.

MAC Address Enterthe MAC address ofa hostonthe LAN.

Add After entering the IP address and MAC address, click it. A row will be
added in the DHCP Static IP Table.

Delete Selected Select a row in the DHCP Static IP Table, then dick it, this row will
be deleted.

Undo Click itto refresh this page.

DHCP Satic IP Table It shows the assigned IP addressbased on the MAC address.
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4.4.1.9 LAN IPv6

Click LAN IPin the left pane, the page shown in the following figure appears. In this page, you can change
the IP address of the router. The default IP address is 192.168.11, which is the private IP address of the
router.

LAN IPv6 Setting
This page is used to configurate ipvd lan setting. User can setlan RA server work mode and lan DHCGPYE server wark mode.

‘,ﬂ; Lan Global Address Setting

Global Address: | ! | |
Apply Changes

\9,‘ RA Setting

Enable:

MFlag: O

0 Flag:

Min Interval: 200 Secs

Prefix Mode:

ULA Enable: O

RA DNS Enable: [l

<) DHCPv Setting

DHCPvG Mode: Auto Mode v

IPvB Address Suffix Pool: [ BREL e o
1PV DNS Mode:
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The following table describes the RA parameters of this page.

Field Description
Global Address Specify the LAN global ipv6 address, which may be assigned by 1SP.
RA Setting
Enable Enable or disable the Router Advertisement feature.
M Flag Enable or disable the“Managed address configuration” flagin RA packet.
O Flag Enable or disable the “Other configuration” flag in RA packet.
The maximum time allowed between sending unsolicited multicast Router
. Advertisements fromthe interface, in seconds.
Max interval
Note: The Max Interval must not be less than 4 seconds and not greater than 1800
seconds.
The minimum time allowed between sending unsolicited multicast Router
. Advertisements fromthe interface, in seconds.
Min Interval X
Note: The Min Interval must not be less than 3 seconds and not greater than
0.75 * Max Intenal.
Specify the RA feature prefix mode:
Prefix Mode “Auto™ The RA prefix will use Wan dhep pd prefix.“ Manual”: User will specify
theprefixAddress, Length, Preferred time and Valid time.
When enabled the following parameters gppear.
ULA Enable:
ULA Enable Pt Address:
P— -0
P— oo 2147453847 o113
Valid Time: (600 - 2147483647 5] or 1 5]
When enabled the following parameters appear.
RADNS Enable:
RADNS Enable RADNS Mode: Aule
Manual
Apply Changes
DHCP Setting
DHCPv6 Mode | Specify the dhopv6 server mode:
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Field Description

“None”: Closedhcpvo server.

“Manual”: dhepvo server is opened and user specifies the dhepvo server address
pool and other parameters.

“Auto™ dhepvé server is opened and it can use Wan dhcp-pd prefix to generate

address pool.
IPv6 address suffix pool Type the IPv6 address suffix range for the DHCPv6 LAN clients
IPv6 DNS Mode Type the IPv6 DNS address
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44110 Wireless

Choose Setup > Wireless. The WLAN page that is displayed contains Basic, Security, MBSSID, Access
Control List, Advanced, WPS and WDS.

4.41.11 Basic

Choose Wireless > Basic and the following page appears. In this page, you can configure the parameters for

wireless LAN clients that may connect to the router.

Wireless Basic Settings
This page is used to configure the parameters for your wireless network

[J pisable Wireless LAN Interface

Band: 2.4 GHz (B+G+MN) »

SSID: DIGISOL

Channel Wicdth: 40MHZ hd

Control Sideband:

Channel Number: Current Channel: 6
Radio Power (Percenty: 100%

Associated Clients: Show Active Clients

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description
Choose theworking mode ofthe router. You can choose fromdrop -down list.
24 GHz (B+G+N)
2.4 GHz (B)
Band 2.4 GHz (G}
2.4 GHz (B+5)
2.4 GHz (N}
2.4 GHz [G+1)
Mod Choose the network modeofthe router, which varies acoording to the software.
e
By default, the network model ofthe routeris AP.
The service set identification (SSID) is a unique name to identify the router in
Ssib the wireless LAN. Wireless stations assodiating to the router must have the
same SSID. Enter a descriptive name that is used when the wireless dient is
connecting to the router.
Channel Width Options available are40 MHZ, 20 MHz and 40/20 MHz

Control Sideband

There are two sidebands upper and lower bands. The lower band comprises of
channel numbers 1-7. The upper band comprises of channel numbers 5-11.

Channel Number

A channel is the radio frequency used by 802.11b/g/n wireless devices. There
are 11 channels (from 1 to 11) available depending on the geographical area.
When You may have a choice of channels (for your region) you should use a
different channel froman adjacent AP to reduce the interference and degrading
performance occurs when radio signa from different APs overlap. Choose a

channel fromthedrop-down listbox.

Radio Power (Percent)

You can choose the transmission power of the radio signa. The default one is
100%. Itis recommended to choose the default value 100%.

Show Adtive Clients

Click it to view the information ofthe wireless clients that are connected to the
router.

Apply Changes

Clickitto apply thesettings.
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44.1.12 Security

Choose Wireless > Security and the following page appears.

Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any unauthorized
access to your wireless netwark

SSID TYPE: ©Rroot Ovaro Ovap1 Owarz Ovap3
Encryption: Mone -

[CJuse 802.1x Authentication WEF G4hits WWEF 128hits

WPA Authentication Mode: Enterprise (RADIUS) Personal (Fre-Shared Key)

Pre-Shared Key Format:
Pre-Shared Key:

Authentication RADIUS Server: Port 1812 IP address |0.0.0.0 Password

ote: When encriotion WEP s sefectsd, vou must set WEP iey vaiue.
Apply Changes
Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Field Description

Configure the wireless encryption mode. You can choose None, WEP,
WPA (TKIP), WPA (AES), WPA2 (AES), WPA2 (TKIP) or WPA2
Mixed.
® Wired equivalentprivacy (WEP) encrypts data frames

before transmitting over thewireless network.
Encryption ® Wi-Fi protected access (WPA) s a subset ofthe

IEEE80211i security specification draft.
® WPA2 Mixed is the collection of WPA and WPA2

encryption modes. Thewireless client establishes the

connection between the router through WPA or WPA2.

Key differences between WPA and WEP are user authentication and
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improved data encryption.

Select Persona (Pre-Shared Key), enter the preshared key in the
Pre-Shared Key field.

Select Entemprise (RADIUS); enter the port, IP address and password
ofthe Radius server.

WPA Authentication Mode
You need to entertheusername and password provided by the Radius
server when the wireless client connects to the router. If the
encryption is set to WEP, the router uses 802 1x authentication, which

is Radius authentication.

Select WEP encryption, as shown in thescreen below and the following screen gppears.

Wireless Security Setup
This page allows you setup the wireless security. Turn on WEP o YWPA by using Encryption Keys could prevent any unautharized
access o yourwireless network,

SSID TYPE: @root Ovaro Ovarr Owarz Owars
Encryption:

Key Length:

Key Format:

Default Tx Key: Key1 v

Encryption Key 1:

Encryption Key 2:

Encryption Key 3:

iiﬂllli%

Encryption Key 4.
[Fluse 802.1x Authentication @ weP B4bits O WEP 128bits
WPA Authentication Mode: Enterprise (RADIUS) * Personal (Pre-Shared Key)

Pre-Shared Key Format:

Pre-Shared Key:

Authentication RADIUS Server: Fort 1812 IP address ‘EI 000 | Passward

Note: When encryption WEP Js selected, vou must set WEP fey value

Ctoon crmes |

!

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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44113 MBSSID

Choose Wireless > MBSSID and the following page appears. In this page, you can configure the multiple

SSID onthe access point.
Wireless Multiple BSSID Setup

This page allows you to setvitual access points(VAP). Here you tan enable/disable vitual AP, and setits SSID and
authentication type. click "Apply Changes" o take it effect.

[ Enable vaPD

SSID: DIGISOL1

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap1

SSID: DIGISOLZ

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap2

SSID: DIGISOL3

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

[ Enable vap3

SSID: DIGISOL4

Broadcast SSID: Enable Disahle

Relay Blocking: Enable Dizahle

Authentication Type: Cpen Systermn Shared Key Auto

Apply Changes

It supports four virtual access points (VAPs). It is a unique name to identify the router in the wireless LAN.

Wireless stations associating to the router must have the same name. Enter a descriptive name that is used

whenthewireless client connects to the router.
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4.4.1.14 Access Control List

Choose WLAN > Access Control List and the following page appears. In this page, you can configure the
access oontrol ofthewireless dients.

Wireless Access Control

Ifyou chonse Wiowed Listed!, only those clients whose wireless MAC addresses are in the access control list will be able to
connect to your Access Point. When 'Deny Listed' is selected, these wireless clients on the listwill not be able to connect the
Access Point

Wireless Access Control Mode: Apply Changes
WACAdaress: | | (ex.00E086710502)

‘2> Current Access Control List:

MAC Address Select

Delete Selected Delete All

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Choose Allow Listed as the access control mode to enable white list function. Only the devices whose MAC
addresses are listed inthe Current Access Control List can access the router.

Choose Deny Listed & the access control mode to enable black list function. The devices whose MAC
addresses are listed in the Current Access Control List aredenied to access the router.
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44115 Advanced

Choose WLAN > Advanced and the following page appears. In this page, you can configure the wireless
advanced parameters. Itis recommended to use the default parameters.
Il_] Note: The parameters in the Advanced link are modified by the professional personnel, it

is recommended to keep the default values.

Wireless Advanced Settings
These settings are only for more technically advanced users who have a sufiicient knowledge about wireless LAN. These
settings should notbe changed unless you know what effectthe changes will have on your Access Point.
Authentication Type: © open System O Shared Key & Auto
Fragment Threshold: 2346 (256-2348)
RTS Threshold: 2347 (0-2347)
Beacon Interval: 100 (20-1024 ms)
DTIM Interval: 1 (1-245)
Data Rate: Auto L4
Preamble Type: @ Long Preamble O Short Preamble
Broadcast SSID: @ Enabled O Disabled
Relay Blocking: O Enabled ® Disabled
Ethernet to Wireless Blocking: O Enabled @ Disahled
Wifi Multicast to Unicast: ® Enabled O Disabled
Aggregation: © Enabled O Disabled
Short GI: @ Enabled O Disabled

The following teble describes the parameters of this page:

Field Description

Select the router operating in the open systemor encryption authentication.

o You can choose Open System, Shared Key,or Auto.
Authentication type i . _
® Intheopen system, the wireless dient can directly conned to the

device.
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® In Shared key,thewireless client connects to the routerusing the
shared key.

® Thedefaultisset to Auto, which allows either Open Systemor
Shared Key authentication to beused.

Fragment treshold

This value should remain a its default setting of 2346. It specifies the
maximum size for a packet before data is fragmented into multiple packets.
If you experience a high packet error rate, you may slightly increase the
“Fragment Threshold” value within the value range 0256 to 2346. Setting
this value too low may result in poor network performance. Only minor

modifications ofthis value are recommended.

RTS Treshold

This value should remain at its default setting of 2347. If you encounter
inconsistent data flow, only minor modifications are recommended. If a
network packet is smaller than the preset “RTS threshold” size, the
RTS/CTS mechanismwill not be enabled.

Beacon Interval

The Beaoon Interva value indicates the frequency interva of the beacon.
Enter avaluebetween 20 and 1024.

DTIM Interval

Data beacon proportion (transmission quantity indication). Its value range is
1-255 and thedefault valueis 100.

Data Rate

Choose thetransmission rate ofthe wireless data.
You can choose Auto, 1 M,2 M,5.5M,11 M,6 M, 9 M, 12 M, 18 M, 24
M, 36 M,48 M, 54M, MSC0 ~ MSCI5.

PreambleType

® LongPreamble: It means this card always uses long preamble.
® ShortPreamble: It meansthis card can support short preamble
capability.

Broadcast SSID

Select whether the router broadcasts SSID or not. You can select Enable or

Disable.

® Select Enable, the wireless dient searches the routerthrough
broadcasting SSID.

® Select Disableto hide SSID, thewireless clients cannot find the SSID.

Relay Blocking

Wireless isolation. Once this field is Enabled, the wireless dients that are

connected to the router cannot intercommunicate.

Ethemet to Wireless
Blocking

Whether the wireless network can communicate with the Ethemet network

or not.
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Wifi Multicast to Unicast Enable it to useunicast to transmit multicast packets.

Aggregaion It is applied when the destination end ofall MPDU are for one STA.

It is not recommended to enable G1in obvious envionment of Multi-path
Short Gl

effect.
Apply Changes Click on this button to apply thesettings.

44116 WPS

Choose WLAN > WPS and the following page gppears.

Wi-Fi Protected Setup
This page allows you to change the setting for WPS &Wi-Fi Protected Setup). Wsing this feature could let vour wireless client
autornically syncronize its setting and connect to the Access Pointin a minute without any hassle

[ pisable wrs

WPS Status: Configured UnConfigured
Self-PIN Number: | (Regenerate PIN_]
Push Button Configuration: Start PEC

)

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

There are two ways for the wireless client to establish connection with the router through WPS. Click
Regenerate PIN to generate a new PIN. In the wireless client tool, enter the PIN which is generated by the
router, start connection. The client will auttomatically establish the connection with the router t hrough the
encryption mode, and you need not enter the key. The other way is the wireless client generates PIN. In the
above figure, enterP IN ofthewireless dient in the Client P IN Number field, then click Start P IN to establish

the connection.
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|_ _ | Note: The wireless client establishes the connection with the router through WPS negotiation. The
wireless clientmust support WPS.
44117 WDS

Choose WLAN >WDS, and the following page appears. In this page you can enable wireless distribution
system (WDS) so that the router can communicate with another AP.

WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet does. To do this, you must
setthese APs in the same channel and set MAC address of other APs which vou want to communicate with in the table and then
enable the WDSE.

Enable WDS

5 Add WDS AP

MAC Address: l:l

Apply Changes m

57 Current WDS AP List:

MAC Address Comment Select
Delete Selected Delete All

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description

Enable WDS Chedk thishox to enable WDS.

MAC Address Wireless MAC address ofthe AP to be connected.

Comment Add comment for the WDS AP.

Current WDSAP List hAII the MAC addresses of the AP to be connected will be listed
ere.
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45 Advanced

In the navigation bar, dick Advanced. In the Advanced page that is displayed contains Routing, NAT, QoS,
CWMP, Port Mapping and Others.

Routing

Choose Advance > Routing, and the page shown inthe following figure appears. The pagethat is displayed
contains Static Route, IPv6 Static Route and RIP.

451.1 Static Route

Click Static Routein the left pane, and the page shown in the following figure appears. This page is used to

configure the routing information. You can add ordelete IP routes.

Routing Configuration
This page 15 used to configure the routing information. Here you can addidelete IP routes

Enable:

Destination: [ ]
Subnet Mask: [ ]
Next Hop: [ ]
Metric:
Interface:

Add Route Update Delete Selected Show Routes

.27 Static Route Table:

Select State Destination Subnet Mask HextHop Metric It

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and buttons ofthis page:

Field Description

Enable Select it to usestatic IP routes.

Destination Enterthe IP address ofthe destination device.

Subnet Mask Enterthesubnet mask ofthedestination device.

Next Hop Enter the IP address of the next hop in the IP route to the destination
device.

Metric The metric cost for thedestination.

Interface The interface for the specified route.

Add Route Click itto add the new static route to the Static Route Table.

Update Select a row in the Static Route Table and modify the parameters. Then
clickittosave the settings temporarily.

Delete Selected Select a row in the Static Route Table and didk it to deletethe ow.

Show Routes Click it, the IP Route Table appears. You can view a list of destination

routes commonly accessed by yournetwork.

Static Route Alistofthepreviously configured static IP routes.
Table

Click Show Routes, the page shown in the following figure appears. The table shows a list of destination

routes commonly accessed by yournetwork.
" Untitled - Google Chrome ~~~~~[=[&][ x|

(@ 192.168.1.1routetbl. htm

IP Route Table
[This taltle shaws a list of destination rautes cammanly aceessed by your netwark

Destination Subnet Mask NextHop Interface
19216811 265.255.255.256 @ Ethemett

192.168.1.0 255.255.255.0 & Ethermett

reron | oo |
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451.2 IPv6 Static Route

Click 1Pv6 Static Route in the left pane, and the page shown in the following figure appears. This page is
used to configure the routing information. You can add ordelete IP routes.

IPv6 Routing Configuration
This page is used to configure the ipws routing information. Here you can addidelete IPYB routes

Destination:
Prefix Length:
Next Hop:

Interface: -

Add Route Delete Selected

2 IPv6 Static Route Table:

Select Destination HextHop Interface

Technical Support - 1800 209 3444 Email Suppart - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page.

Field Description
Destination Enterthe IPv6 address ofthe destination device.
Prefix Length Entertheprefix length ofthe IPv6 address.
Next Hop Enter the IP address of the next hop in the IPv6 route to the destination
address.
Interface The interface for the specified route.
Add Route Clickitto add the new static route to the IPv6 Static Route Table.
Delete Selected Select arowinthe IPv6 Static Route Table and dickiitto delete the ow.
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4513 RIP
Click RIP in the left pane, the page shown in the following figure appears. If you are using this device a a
RIP-enabled router to communicate with others using Routing Information Protocol (RIP), enable RIP. This

page is used to select the interfaces on yourdevices tha use RIP, and the version ofthe protocol used.

RIP Configuration

Enable the RIP ifyou are using this device as a RIP-enabled router to communicate with others using the Routing Information
Protocal

RIP: @ o O on Apply
interface: LAM v

Recv Version: RIP1 »

Send Version: RIPT %

Ctor | et |

‘5 Rip Config List:

Select interface Recv Version Seml Version

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description

RIP Select Enable, the router communicates with other RIP-enabled
devices.

Apply Click itto save the settings ofthis page.

Interface Choose the routerinterface that uses RIP.

Receive \krsion Choose the interface version that receives RIP messages. You can
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choose RIP1, RIP2 or Both.

Choose RIP1 indicates the router receives RIP vl messages.

Choose RIP2 indicates the router receives RIP v2 messages.

Choose Both indicates the router receives RIP vl and RIP v2

messages.

Send \ersion The working mode for sending RIP messages. You can choose RIP1
or RIP2.
Choose RIP1 indicates the routerbroadcasts RIP1 messages only.

Choose RIP2 indicates the router multicasts RIP2 messages only.

Add Clickitto add the RIP interface tothe RIP Config List.
Delete Select arowintheRIP Config List and click it to delete the ow.
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NAT

Choose Advanced > NAT, and the page shown in the following figure gppears. The page that is displayed
contains DMZ, Virtual Server, ALG,NATExclude IP,Port Trigger, FTP ALG Port and NAT IP Mapping.

4514 DMZ

Demilitarized Zone (DMZ) is used to provide Internet services without sacrificing unauthorized access to its
local private network. Typically, the DMZ host contains devices accessible to Internet traffic, such a web
(HTTP) servers, FTP servers, SMTP (e-mail) servers and DNSservers.

Click DMZin theleft pane, the pageshown in the following figure gopears.

The following steps describe how to configure manual DMZ.

Step 1Select Enable DMZto enablethis function.

Step 2Enter an IP address ofthe DMZ host.

Step 3Click Apply Changes to savethe settings.

DMZ

A Demilitarized Zone is used to provide Intemet services without sacrificing unauthorized access to its [ocal private netwark.
Typically, the DMZ host contains devices accessihle to Internet traffic, such as Weh (HTTP ) servers, FTP servers, SMTP (e-mail)
servers and DMNS servers.

'WAN Interface: pppoel (s
DMZ Host IP Address: [ ]

Apply Changes

2 Current DMZ Table:

Select WAHN Interface DMZIP
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Note: DMZ when enabled, the remote access service of the Router web page will be
disabled.
As an alternative, you can use the port forwarding for that IP address/Port. Please

contact technical support for any technical help.
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4515 Virtual Server

Click Mirtual Server in the left pane, and the page shown in the following figure appears.

Virtual Server
This page allows you to config vitual server,s0 others can access the server through the Gateway.

Service Type:
@ Usual Service Name: AUTH v

O User-tefined Service Name:

Protocol: TCP

'WAN Setting: Interface

‘WAN Interface: pppoet s

'WAN Port: 113 (e G001:5010)
LAN Open Port: 113

LANIP Address:

-.fi; Current Virtual Server Forwarding Table:

Serverlame Protocol Local IP Address Local Port WAH IP Address WANPort  State  Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page.

Field Description
You can seledt the common service type, for example, AUTH,

DNS or FTP. You can also define a servicename.

. Ifyou select Usual Service Name, the corresponding parameter has
Service Type .
thedefaultsettings.

If you select User-defined Service Name, you need to enter the

corresponding parameters.
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Protocol Choose the transport layer protocol that the service type uses. You
can choose TCP or UDP.

WAN Setting You can choose Interface or IP Address.

WAN Interface Choose the WAN interface that will gpply virtual server.

WAN Port Choose the access port on the WAN.

LAN Open Port Enterthe port number of the specified servicetype.

LAN IP Address Enter the IP address ofthe virtual server. It is in the same network
segmentwith LAN IP address ofthe router.

4516 ALG

Click ALG in the left pane, and the page shown in the following figure appears. Choose the NAT ALG and
Pass-Through options, and then dick Apply Changes.

NAT ALG and Pass-Through
Setup MAT ALG and Pass-Through configuration

IPSec Pass-Through: Enable Auto-PYC: Search Made
L2TP Pass-Through: Enable Auto-PYC Search Mods
PPTP Pass-Through: Enable Auto-PYC Search Mode
FTP: Enahle Auto-PVC Search Mode
H.323: Enahle Auto-PYC Search Mode
SIP: Enahle Auto-PVC Search Mode
RTSP: Enafile Auto-PYC Search Made
Ica: Enahle Auto-PVC Search Mode
MSHN: Enable Auto-PYC Search Mode

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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45.1.7 NAT Exclude IP

Click NAT Exclude IP in the left pane, and the page shown in the following figure gppears.
In the page, you can configure some source IP addresses which use the purge route mode when accessing
intemet through the specified interface.

NAT EXCLUDE IP
This page is used to confly some source ip address which use the purge route mode when access internet through the
specified intarface.

interface:

1P Range: [ |-

Apply Changes

25 Current NAT Exclude IP Table:

WAH Interface Low IP High IP Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description
Enter the IP address range, which do not require NAT translation

IP range

entries to be permitted by the router.
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45.1.8 Port Trigger

Click Port Trigger in theleft pane, and the page shown in the following figure appears.

Nat Port Trigger
Entries in this table are used to restrict certain types of data packets from your local network to Internet through the Gateway, Use
of such filters can be helpful in securing of restricting your local network,

Nat Port Trigger: O Enable® Disakle

Apply Changes

Application Type:

@ Usual Application Name: Select One v
O User-defined Application Name: l:l

Start Mateh Port  End Match Port  Trigger Protocol  Start Relate Port  End Relate Port  Open Protocol  lat Type

\ | | [up ] | | (e v [ouseing v
[ | | [uor %] ] | [uop ] [outaeing ]
[ | | [ur w] | ] | [uop | [ouigeing ]
\ | | | | [ur ] | | | | | [uop v [ougoing v
[ || | [ ] | ]| | [wor )] [ovtgang ]

LIDP v LIDP v outgoing

‘2: Current Port Trigger Table:

Serverlame Trigger Protocol Direction Match Port Open Protocol Relate Port Action

al Support - 1800 209 3444 Email Support - helpdesk@d H
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Click the Usua Application Name drop-down menu to choose the application you want to setup for port
triggering. When you have chosen an application thedefault Trigger settings will populate thetablebelow.

If the application you want to setup isn’t listed, click the User-defined Application Name radio button and
type in aname for the trigger in the Custom application field. Configure the Start Match Port, End Match
Port, Trigger Protocol, Start Relate Port, End Relate Port, Open Protocol and NAT type settings for the port
trigger you want to configure.

Whenyou have finished click the Apply changes button.

45.1.9 FTP ALG Port

Click FTP ALG Port in the left pane, the page shown in the following figure appears. The common port for
FTP connection is port 21, and a common ALG monitors the TCP port 21 to ensure NAT pass through of
FTP. By enabling this function, when the FTP server connection port is not port 21, the FTP ALG module
will beinformed to monitor other TCP ports to ensure NAT pass-through of FTP.

FTP ALG Configuration
This page is used to configure FTF Server ALG and FTF Client ALG ports

Add Dest Ports Delete Selected DestPort

i) FTP ALG ports Table:

Select Ports

o} 21

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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45.1.10 NAT IP Mapping

NAT is short for Network Address Translation. The Network Address Translation Settings window allows
you to share one WAN IP address for multiple computers on your LAN.

Click NAT IP Mapping inthe left pane,the page shown in the following figure appears.
Entries in this table alow you to configure one IP pool for specified source IP address from LAN, so one
packetwhosesource IP is in rangeofthespecified address will select one IP address fromthe pool for NAT.

NAT IP MAPPING
Entries in this table allow you to config one [P pool for specified source ip address from lan,so one packetwhich's source ip is in
range ofthe specified address will selectone IP address from pool for MAT,

Local Start IP: [ ]
Local End IP: I:I
Global Start IP: [ ]
Global End IP: ]

Apply Changes

22 Current NAT IP MAPPING Table:

Local Start IP Local End IP Global Start IP Global End IP Action
Delete Selected Delete All
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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QoS

Choose Advanced >Q oS, and the page shown in the following figure appears. Entries in the QoS Rule List
are used to assign the precedence for each incoming packet based on physical LAN port, TCP/UDP port

number, source IP address, destination IP address and otherinformation.

IP QoS

IP Gos: O disable ® enable

Schedule Mode: strictprior

‘2 QoS Rule List

src MAC dest MAC sre P sPort destIP dPort proto phy port

= 00S Rule List{Continue)

PP TOS DSCP TC 802.1p  Prior IPP Mark TOS Mark DSCP Mark TC Mark 302.1p Mark sel
e
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

[ Enable IP QoS and dick Apply to enable IP QoS function.
[ ] Click add rule to add anew IP QoS rule. Thescreen shown below will appear.
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Conee J recru |

.27 Add Or Modify QoS Rule

Source MAC:

Destination MAC:

Source IP:

Source Mask:

Destination IP:

Destination Mask:

Source Port:

Destination Port:

Protacol: v
Phy Port: v
IPPIDS Field: OIppmos @psce

1P Precedence Range: -

Type of Service:

DSCP Range: - (Value Range:0~63)
Traffic Class Range: = (Value Range:0~255)
802.1p: 3| - 3

Priority: p3flowest) v

[ insert or modity Gos mark
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description

Source IP The IP address ofthe source datapacket.
Source Mask The subnet mask ofthesource IP address.
Destination IP The IP address ofthe destination data packet.
Destination Mask The subnet mask ofthedestination IP address.
SourcePort The portofthesourcedata packet.
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Destination Port The port ofthe destination datapacket.

Protoool The protoool responds to the IP QoS mules. You can choose TCP, UDP, or
ICMP.

Phy Port The LAN interface responds to the IP QoS rules.

IPP/DS Field Select the IP packet header field type, Select IPP/TOS (IP Precedence/Type

of Service) for defining the IPP Range or Select DSCP (Differentiated
Services Code Point) for defining the DSCP Range.

IP Precedence Select the IP Precedence rangevalues for IPP/TOS.
Range
Type ofservice Select the type ofsemvice.

.

Mormal ServiceiDx0)
Minimize Cost(0x2)
Maximize Reliability(0x4)
Maximize Throughput(0xe)
Minimize Delay(0x10)

DSCP Range Type theDSCP Vdue Range from0~63.
Traffic Class Type the Traffic Class range from0~255.
Range
802.1p You can choose from0 to 7.
Priority The priority of the IP QoS rules. PO is the highest priority and P3 is the
lowest.
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CWMP

TR-069 is aprotocol for communication between a CPE and Auto-Configuration Server (ACS).
Choose Advanced > CWMP, and the page shown in the following page appears. In this page, you can

configure the TR-069 CPE.

[TR069 Configuration

ALS
Enable:

URL

User Name:

Password:

Periodic Inform Enable:

Periodic Inform Interval:

Connection Request,
User Name:
Password:

Path:

Fort

Debug
ACS Certificates CPE
Shaw Message:

CPE Sends GatRFC
Skip MReboot

Delay:

Puto-Execution

Certificate Managemert:

CPE Certifioate Password:

CPE Certificate:

CA Certificate:

This page is used to configure the TR-058 CPE. Here you may change the setting forihe ACE's parameters.

5}

Obisable @enabla

©One Ovres

@pisabte Oknable
@pisavte Oknatle
©pisable Cenatle
Obisale @ensble
Opisabte @enasie

t

Choose Fie ] o file shosen
Choase Fie ] No file shossn ipload

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters of this page:

Field Description

ACS

URL The URL ofthe auto-configuration serverto connectto.
User Name The user name for logging into the ACS.

Password The password for logging in to the ACS.

Periodic InformEnable

Select Enable to periodically connedt to the ACS to check whether

the configuration updates.

Periodic Inform Interval

Specify the amount of time between connections to ACS.

Connection Request

User Name The connection username provided by TR-069 service.
Password The connection password provided by TR-069 service.
Path Identifies the PATH that the service should use.

Port Identifies theport number that the serviceshould use.
Debug

ACS Cettificates CPE

Asvita data (like user names and passwords) may be transmitted to
CPE via TR-069 protocol it is essential to provide secure transport
channel and aways authenticate the CPE against the ACS. Secure
transport and authentication of the ACS identity can easily be
provided by usageof HTTP S and verification of ACS certificate.

Show Message Select Enable to display ACS SOAP messages on theserial console.
CPEsends GetRPC Select Enable, the router contacts the ACS to obtain configuration
updates.
Skip MReboot Specify whether to send an MReboot event code in the inform
message.
Delay Specify whetherto startthe TR-069 programafter a short delay.
Auto-Execution Specify whether to automatically start the TR-069 after the router is
powered on.
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Port mapping

Choose Advanced > Port Mapping, and the page shown in the following figure appears. In this page, you
can bind the WAN interface and the LAN interface to the same group.

Port Mapping Configuration
To manipulate a mapping group
1. Selecta group from the table:
2. Select interfaces flom the availableigrouped interface list and agd itto the groupeciavailable interface list using the arrow,
butions fa manipulate the required mapping of the poris
3. Click "Apply Changes" button to save the changes
Note that the selected interfaces will be removed from their existing groups and added to the new group.
© pisable O Enable
AN
Lan
Select Interfaces status
Detaut L1 LANZLANS.LANA wian, wianiap0 wian-ait wier-ve2 wian-vap3 pppost Enabledt
O roupt
O groupz
O croup3
O craupa
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The procedure for manipulating a mapping group is as follows:
Select Enable to enable this function.
Select a group fromthe table.
Seled interfaces romthe WAN and LAN interface list and add themto the grouped interface list using
the arrow buttons to manipulate the required mapping oftheports.
Click Apply Changes to save the changes.
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Others

Bridge Setting

Choose Advanced > Others>Bridge Setting, and the page shown in the following figure gppears. This page
is used to configure the bridge parameters. You can change the settings or view some information on the

bridge and its attached ports.

Bridge Setting
This page is used to configure the bridge parameters. Here you can change the seftings or view some information an the bridge
and its attached parts

Ageing Time: (seconds)
802.1d Spanning Tree: @ Disabled O Enabled

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and button ofthis page:

Field Description

Ageing Time Ifthe host is idle for 300 seconds (default value), its entry is deleted
fromthe bridge table.

802.1d Spanning You can select Disableor Enable.

Tree Select Enable to provide path redundancy while preventing

undesirable loops inyournetwork.

Show MACs Click ittoshow a listofthe learned MAC add resses for the bridge.
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Click Show MACs, and the page shown in the following figure appears. This table shows a list of learned

MAC addresses for this bridge.
¥ Untitled - Google Chrome

(@ 192.168.1.1Fdbtbl.htm

Forwarding Table
MAC Address Port
01:80:c2:00:00:00 [
00:06:1d:02:04:08 0
01:00:5¢:00:00:09 0
d0:27:88:5e:he:12 101
TR 0

Type

Static

Static

Static

Oynamic

Static

=S|

Aging Time
200
200
200
200

300

Client Limit

Choose Client Limit in the left pane, and the page shown inthe following figure appears. This page is used

to configure the capability offorcing how many devices can access to the Internet.

Client Limit Configuration

Client Limit Capability: O Disable ©Enable
Maximum Devices:
Apply Changes

This page is used to configure the capability of force how marny dewice can access to Internetl

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Tunnel

Choose Tunnel in the left pane, and the page shown in the following figure appears. You may configure
tunnels to connect to ipv4 and ipv6 networks.

Tunnel Configuration
This page is used o configure vBinv4 tunnel or v4inué tunnel
V6inV4 Tunnel:
Enable:
Interface: | (Only supportiPvs Wan Interface)
Mode: Bto4 Tunnel v
Relay Router:
Apply Changes
DS-Lite Tunnel:
Enable:
Interface: | (Only supportIPvE Wan Interface)
Mode: At v
Apply Changes
Technical Support - 1800 209 3444 Email Support - helpdesk@digisel.com

The following table describes the parameters and button of this page.

Field Description
v6inv4 Tunnel
Interface Select the tunnel interface name; user can set 2 v6inv4 tunnel.

Mode: 6to4 Tunnel Enable or disable special tunnel.

DS-L.ite Tunnel
Enable Enable or disable the DS-Lite tunnel.
Interface Select currentwan interface used as tunnel interface.

Mode: Auto/Manual Select Auto or Manual.
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Telnet

This page isused to configure telnet function.

Telnet Configuration
This page is used to configure telnet function,

Telnet: Cpisable @ Enable

Apply Changes

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Others

Choose Others in the left pane, and the page shown in the following figure appears. You can enable haf
bridge so that the PPPOE or PPPoA connection will beset to Continuous.

Other Advanced Configuration
Here you can set other miscellaneous advanced settings.

Half Bridge: When enable Half Eridge, that PPPoE(PPPoA)'s connection type will set to Continuous.

Half Bridge: Opisable @ Enable

Interface:
oo |

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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4.6 Service

In the navigation bar, click Service. The Service page that is displayed contains IGMP, UPNP, SNMP, DN'S,
DDNS, FTP server and USBstorage.

IGMP

IGMP Proxy

Choose Service > 1G MP Proxy, and the page shown in the following figure appears. IGMP proxy enables
the system to issue IGMP host messages on behalf of hosts that the system discovered through standard
IGMP interfaces. Thesystemacts a a proxy forits hosts after you enable it.

IGMP Proxy Configuration
IGMP proxy enables the system to issue IGMP host messages an behalf of hosts thatthe systern discovered through standard
IGMP interfaces. The systern acts as a praxy for its hosts when you enable it by doing the follows:

Enable IGMP proxy on WAN interface (upstream), which connects to a router running IGMP

Enable IGMP on LAN interface {downstream), which connects to its hosts

I1GMP Proxy: O pisable @ Enable
Multicast Allowed: O Disable @ Enable

Robust Count:

Last Member Query Count:

Query Interval: (seconds)
Query Response Interval: (*100ms)
Group Leave Delay: 2000 (ms)

=
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description

Robust Count The Robust Count allows tuning for expected packet loss on a
network. By default, the value issetto 2.
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Last member query | This parameter indicates last member query inteva. It is the
count maximum response time in seconds for an IGMP host in reply to

group-spedific queries. By default, thevalueissetto 2

This parameter indicates the query interval. It is the interva in

Query Interval
seconds (s) between general queries sentby the querier. Default is 60
Secs.
Query response This parameter indicates the query response interval. It is the
Interval maximum response time in seconds for an IGMP host in reply to

general queries. By default, the value is set to 100.

The message is sent when a host leaves a group. Default value is
Group Leavedelay
2000.
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MLD

MLD Proxy and snooping can be configured here.

MLD Configuration
MLD Proxy and Snooping can be conflaured here.

WLD proxy: @ Disagle O Enable

MLD snooping: @ pisable O Enable

Robust Counter:

Query Interval: (Second)
Query Response Interval: (millisecond)
Response Interval of Last Group Member: (Second)
Apply Changes m
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

UPnP

Choose Service > UPnP, and the page shown in the following figure gopears. This page is used to configure

UPnP. Thesystemacts as a daemon afteryou enableit.

UPnP Configuration
This page is used ta configure UPnP. The systern acts as a daemon when you enable UPnP,

UPnP: O pisanle @ Enatle

WAN Interface:

any

Apply Changes

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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SNMP

This page is used to configure the SNMP protocol. Here you may change the setting for systemdescription,

trap ip address, community name, etc.

SNMP Protocol Configuration
This page is used to configure the SMMP protocol. Here you may change the sefting for system description, trap ip address,
comrmunity name, ete

Enable SNMP

System Description ADSL SoHo Router

System Contact

System Name D3-BG4300MU HAY Ver B2
System Location

Trap IP Address
Community name {read-only} public

Community name {read-write) public

=1
Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description
Select it to enable SNMP function. You need to enable SNMP and
Enable SNMP .
thenyou can configurethe parameters ofthis page.
System Description Systemdescription ofthe DSL device.
System Contact Contact person and/or contact information for the DSL device.
System Name An administratively assigned name for the DSL device.
System Location The physical location ofthe DSL device.
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Enter the trap IP address. The trap information is sent to the
Trap IP Address i

corresponding host.
Community Name The network administrators must use this password to read the
(Read-only) information ofthis router.
Community Name The network administrators must use this password to configure the
(Read-Write) information ofthe router.

DNS

Domain Name System (DNS)is an Internet service that translates thedomain name into IP address. Because
the domain name is alphabetic, it is easier to remember. The Intemet, however, it is based on IP addresses.
Every time you use a domain name, DNS translates thename into the corresponding IP address. For exanple,
thedomain name www.example.commight betranslated to 198.105.232 4. The DNS has its own network. If
one DNS server does not know how to translate a particular domain name, it asks another one, and so on,
until the correct IP address is retumed.

Choose Service > DNS. The DNSpage thatisdisplayed contains DNS, IPv6 DNS and DDNS.

DNS

Click DNS in the left pane, and the page shown in the following figure appears.

DNS Configuration
This page is used to configure the DMS server ip addresses for DNS Relay.

@ Attain DNS Automatically

) Set DNS Manually

DNS 1: 0.0.0.0
DNS 2:

DNS 3:

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and buttons ofthis page:

Field Description

i Seledt it, the router accepts the first received DNS assignment from
Attain DNS .

i one of the PPPOA, PPPOE or 1483 Routed enabled PVC(s) during the
Automatically
connedion establishment.
Set DNS Seledt it, enter the IP addresses of the primary and secondary DNS
Manual ly server.
Apply Changes Click ittosave the settings ofthis page.
Reset Selected Click on reset selected to reset the values badk to default.
IPv6 DNS

Click DNS in the left pane, and the page shown in the following figure appears. This page is used to

configure the DNS server IPv6 addresses.

IPvé DNS Configuration
This page is used to configure the DNS server ipvG addresses,

@ Attain DNS Automatically

© Set DNS Manually

DNS 1: Imterface:
DNS 2: Interface:
DNS 3: Imterface:
Apply Changes Reset Selected

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page.

Field Description

Attain DNS Seled it, the router accepts the first received DNS assignment fromone ofthe
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Automatically PPPOA, PPPoE or 1483 Routed enabled PVC(s) during the connection
establishment.

Seledt it, enter the IP addresses and choose the WAN interface ofthe primary,
Set DNSManualy .
thesecondary and the tertiary DNS server.

Apply Changes Click itto save the settings of this page.
Reset Selected Click ittostart configuring the parameters in this page.
DDNS

Click DDNS in the left pane, and the page shown in the following figure appears. This page is used to
configure the dynamic DNS address from DynDNS.org or TZO. You can add or remove to configure
dynamicDNS.

Dynamic DNS Configuration
Thig page is used to configure the Dynamic DNS address from DynDNS.org or TZ0. Here you can Add/Remove to configure
Crynarnic DNS.

DDNS provider: DwvnDNS.org v
Hostname:
Interface: any v

Enable:

DynDns Settings:
Username:

Password:

TZ0 Settings:

Email:

Key:

NO-IP Settings:

Email:
Password:

.2/ Dynamic DDNS Table:

Select State Service Hostname Username Interface
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The following table describes the parameters of this page:

Field Description
DDNS provider Choose the DDNS provider name. You can choose DynDNSorg, TZO
or NO-IP.
Host Name The DDNS identifier.
Interface Select the interface formthe list.
Enable Enable or disable DDNS fundion.
Username The name provided by DDNS provider.
P assword The password provided by DDNS provider.
FTP Server

Enable start, to run the FTP server.

FTP Server

st

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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USB Storage

This page allows you to enablethe USB Mass Storage Service.
User can plug the USBPendrive / Portabledriveto upload and download the data.

This Storage can also be accessed remotely using the FTP port.

USB Storage
This page is used to configure USB Storage

USE Storage: O Disable & Enable

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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4.7 Firewall

Choose Firewall. The Firewall page that is displayed contains MAC Filter, IP/Port Filter, URL Filter, ACL,
DoS and Parental Control.

MAC Filter

Click MAC Filter in the left pane, and the page shown in the following figure appears. Entries in the table
are used to restrict certain types of data packets from your local network to Intemet through the gateway.
These filters arehelpful in securing or restricting yourlocal network.

MAC Filtering

Entries in this table are used ta restrict certain types of data packets from yvour local network to Internet through the Gateway Use
of guch filters can be helpful in securing of restricting your local netwark

Outgeing Default Policy (9] Deny @ Allow

Incoming Default Policy (9] Deny @ Allow

Direction: Qutgoing %

Action: [0} Deny Q Allow

Source MAC: [ |ecooEoseriosnn
Dastination MAC: [ |cooEoseriosng

‘2% Current MAC Filter Table:

Select Direction Source MAC Destination MAC Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

98

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4300NU User Manual

Field Description
Outgoing Select default Allow OR Deny for Outgoing policy.
Default Policy
Incoming Select default Allow OR Deny for Incoming policy.
Default Policy
Direction Select Incoming or Outgoing direction.

Action Select Allow orDeny for MAC filter entry.
Source MAC Type the MAC address ofthe source deviceorPC.
Destination Type the MAC address ofthe destination device orPC.
MAC
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IP/Port Filter

Click IP/Port Filterin the left pane, and thepage shown in the following figure gppears. Entriesin thetable
are used to restrict certain types ofdata packets through the gateway. These filters are helpful in securing or
restricting your local network.

IPiPort Filtering
Entries in this table are used to restrict certain types of data packets fram yaur local network to Intemnet through the Gateway. Use
of such filters can be helpiul in securing or restricting your local network,

Outgoing Default Policy Permit  Deny

Incoming Defautt Policy Permit © Deny

Rule Action: @ permit O Deny

WAN Interface: pppoel v

Protocol: P v

Direction: Upstream v

Source IP Address: Mask Address: 255255255255
Dest IP Address: Mask Address: 255266255 255
SPort: = DPort:

Enable:

Apply Changes

127 Current Filter Table:

Rule  Wanltf Protocol Source IPMask SPort Dest IPMask DPort State  Direction Action

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Field Description
. Select Permit to Allow packet route and select Deny to stop the
Rule Action
packet.
P rotocol Select theProtocol type foramle.
Direction Select Upstreamor Downstreamdirection.
Source IP Address Type the IPv4 address of sourcedeviceor host.
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Destination IP Type the IPv4 address of destination device or host.

Address

Mask Address Type the subnet mask address.

S-Port Type the Source pott range.

D-Port Type thedestination port range.

Enable Select check box to enable the ruleor unched to disable the rule.

IPv6/Port Filter

Click 1Pv6/Port Flter in the left pane, and the page shown in the following figure appears. Entries in this
table areused to restrict certaintypes ofipvé data packets fromyour loca network to the Internet through the
Gateway.

IPv6IPort Filtering

Entries in this table are used to restrict certain types of ipw6 data packets from your lacal network to Internet through the Gateway.
Use of such filters can he helpful in securing or restricting your local network.

Outgoing Default Policy Permit Deny
Incoming Default Policy Fermit Deny
Rule Action: @ permit O Deny

Protocol: lemp6Type:

Source IPv6 Address: Prefix Length:

Dest IPv6 Address: Prefix Length:

L
L

000 g

sPort: C1-C 71 DPort:

Enable:

.2y Cumrent Filter Table:

Rule  Protocol Source IPvé/Prefix SPort  DestIPv6Prefix DPort ICMP§Type State Direction Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Field Description
Rule Action Select Permit to Allow packet route and select Deny to stop the packet.
Protoool Select theProtocol type foramle.
Direction Select Upstreamor Downstreamdirection.
lcmp6Type Select the ICMP version.
Source IPv6 Type the IPv6 address of sourcedeviceor host.
Address
Destination IPv6 Type the IPv6 address of destination device or host.
Address
Prefix Length Type thePrefix length value ofthe IPv6 address.
S-Port Type the Source port range.
D-Port Type thedestination port range.
Enable Select check box to enable the ruleor unchedk to disable the rule.
102
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URL Filter

Click URL Filter in the left pane, and the page shown in the following figure appears. This page is used to
block afully qualified domain name, such as twyahoo.comand filtered keyword. You can add or delete the
filtered keyword.

URL Blocking Configuration
This page is used to configure the filtered kevword. Here you can addidelete filtered kevword.

URL Blocking Capability: ® piganle O Enable

Keyword: http.#

AddKeyword Delete Selected Keyword

5+ URL Blocking Table:

Select Fittered Keyword

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page:

Field Description

URL Blodking Capability You can choose Disable orEnable.

® Select Disabletodisable URL blocking function and
keyword filtering function.

® Select Enable to block access to the URLs and keywords
specified in the URL/KEYWORD Blocking Table.

Keyword Enterthe URL/keyword to block.

Addkeyword Clickitto add a URL/keyword to the URL/KEYWORD Blocking Table.
Delete Selected Keyword Select a row in the URL/KEYWORD Blocking Table and click Deleteto

deletethe row.

URL/KEYWORD A list of URL (s) to which access is blocked will be displayed in this
103

& 1800-209-3444 (Toll Free)
B4 helpdesk@digisol.com X sales@digisol.com (@ www.digisol.com



DIGISOL DG-BG4300NU User Manual

Field Description
Blocking Table table.

ACL

ACL

Choose Firewall > ACL, the page shown in the following figure appears. In this page, you can permit the
data packets from LAN or WAN to access the router. You can configure the IP address for Access Control
List (ACL). IfACL is enabled,only the effective IP address in the ACL can access the router.

I—:] Note: If you select Enablein ACL capability, ensure that your host IP address
is in ACL listbeforeit takes effect.

ACL Configuration
You can specify which senices are accessable form LAN or WAN side

Entries in this ACL tahle are used o permit certain types of data packets from your local netwark or Infernet netwark to the
Gateway.

Using of such access control can be helpful in securing or restricting the Gateway mananment

LAN ACL Mode: @ wihite List © BlaskList

WAN ACL Mode: @ vihite List O BlatkList
Apply

Direction Select: @ L O wan

LAN ACL Switch: O Enable @ Disable
Apply

1P Address: l:l I:l (The IP 0.0.0.0 represent any IP )

Senvices Allowed:

Any

{; Current ACL Table:

Select Direction IP Address/nterface Service Port Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and buttons ofthis page:

Field

Description

Direction Select

Seledt the router interface. You can select LAN or WAN. In this example,
LAN isselected.

LANACL Switch Select it to enableor disable ACL function.
Enter the IP address ofthe specified interface. Only the IP address that is in
IP Address the same network segment with the IP address ofthe specified interface can

access the router.

Services Allowed

You can choose the following services from LAN: Web, Telnet, SSH, FTP,
TFTP, SNMP orP ING. You can also choose all theservices.

Add

Atter setting the parameters, dick it to add an entry to the Current ACL
Table.

Reset

Click itto refresh this page.

Current ACL Table

Displays the services that are added and are active.

Note: DMZ when enabled, the remote access service of the Router web page will be

disabled.

As an alternative, you can use the port forwarding for that IP address/Port. Please

contact technical support for any technical help.
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IPv6 ACL Configuration

You can select which services are accessible from LAN or WAN.
Entriesin this ACL table are used to permit certain types of data packets fromyour local network or internet

network to the gateway. Using of such access control can be helpful in securing or restricting the Gateway
Management.

ACL Configuration
*You can specify which services are accessahle form LAN or WAN side.

Entries in this ACL table are used to permit certain types of data packets from your local network or Internet network to the
Gateway.

Using of such aceess control can be helpful in securing or restricting the Gateway managment.

Direction Select: @ Lan O wian

LAN ACL Switch: O Enable ® Disable
Apply

IP Address: ‘ ! ‘ |

Services Allowed:

Any

5} Current IPv6 ACL Table:

Direction IPV6 Address/Interface Service Port Action

VAN any ping =

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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DoS

Denial-of-Service Attack (DoS attack) is a type ofattack on a network that is designed to bring the network
toits knees by flooding it with useless traffic.

Adenial-of-service attack (DoS attack)is an attemptto make a computer resource unavailable to itsintended
users. One common method of attack involves saturating the target machine with exemal communications
requests, such that it cannot respond to legitimate traffic, or responds so slowly as to be rendered effectively

unavailable. Such atacks usually lead to aserveroveroad.

In general terms, DoS attacks are implemented by either forcing the targeted computer(s) to reset, or
consuming its resources so that it can no longer provide its intended service or obstrucing the
communication media between the intended users and the victim so that they can no longer communicate
adequately.

Enable DoSPrevention to detect and prevent denial of service atacks through automatic rate filtering or rules
to protect legitimateusers during the DoS attacks.

Click DoSintheleft pane, and the page shown in the following figure appears. In this page,you can prevent
DosS attacks.
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DoS Setting
A"denial-ofservice” (D0S) attack is characterized by an explicit attermpt by hackers to prevent legitimate users of a service from
using that service

Enable DoS Prevention

] whole System Flood: SYN 100 Packets/Secomd
Clwnole System Flood: FIN 100 Packets/Secomd
[ whole System Flood: UDP 100 Packets/Second
[ whole System Flood: ICMIP 100 Packets/Second
[ per-source IP Fload: SYN 100 Packets/Second
[ per-source IP Fload: FIN 100 Packets/Secomd
[ per-source IP Fload: UDP 100 Packets/Secomd
[ per-source IP Fload: ICMP 100 Packets/Secomd
[] TcPUDP PortScan Low |+  Sensitivity

O 1cmp smurt

[l 1P Land

O 1p spoof

[ 1p TearDrop

O pingoteatn

O 1ep scan

O 1ep synwithpata
O vop omb

[] ubp EchocChargen

Select ALL Clear ALL

] Enable Source IP Blocking 300 Block time (sec)
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Parental Control
This page is designed to help control children’s time spent online. Thespecified PC can only accessto intemet
inthespecified time.

Note: Before this feature could work appropriately, make sure the system time is right. For detailed
settings, see page Maintenance-Time. PC is spedfied by the IPor MAC address.

Parent Control

This page is designed o help parents o control children's time spent online. The specified PC can only access to Internet in the
specified time

Mote: Before this feature could work appropriately, make sure the system time is right. For detailed setlings, see page
Maintenance--Time. PC is specified by the |P or MAC address

Parent Control: CEnable @ Disable

Apply Changes

Internet Access Policy:

] Everyday
[ mon O Tue [ wied O Thu O Fri O sat [ sun

Time Start |:| End l:l(e . 09:45)

Sperified PC; @Ip address O MAC Address

Date:

IP Addrass [ - |

MAG Address: P e 0. 00En8e:T1:05:02)

\.{1; Current Parent Control Table:

Select Date Starting Time Ending Time MAC Address IP Address Action

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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4.8 Maintenance

In the navigation bar, click Maintenance. The Maintenance pagethat is displayed contains Update, P assword,
Reboot, Time, Log and Diagnostics.
Update

Choose Admin > Update. The Update page that is displayed contains Upgrade Firmware and
Backup/Restore.

A Caution:

Do not tum off the router or press the Reset button while the procedure isin
progress.

Upgrade Firmware

Click Upgrade Firmware in the left pane, and the page shown inthe following figure appears. In this page,

you can upgrade the firmware ofthe router.

Upgrade Firmware
This page allows you upgrade the Router firmmaware to new version. Please note, do not power off the device during the upload
hecause it rmay crash the system.

Note:System will reboot after file is uploaded.

Select File: Choose File | N file chosen

Automatically reset to factory defaults after firmware is upgraded

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com
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The following table describes the parameters and button ofthis page:

Field Description
Select File Click Browse to select the firmware file.
Upload Atter selecting the firmware file, click Upload to start up grading
the firmware file.
Reset Clickittoundo theselection.
Backup/Restore

Click Backup/Restore intheleft pane, and the page shown in the following figure appears. You can backup

the current settings to a file and restore thesettings fromthe fil e that was saved previously.

Backup/Restore Settings
Once the routet 13 conflgured you can save the configuration settings to a configuration file on your hard drive. You also have the
option to load configuration settings.

Save Settings to File:
Load Settings from File: Choose File | ng file chosen Upload

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and button ofthis page:

Field Description

Click it, and select the path. Then you can save the

Save Settings to File .
configuration file ofthe router.

Load Settings romFile Click Browse to select the configuration file.

After selecting the configuration file of the router, dick
Upload

Upload to start uploading the configuration fileofthe router.
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Password

Choose Maintenance > Password, and the page shownin the following figure appears. By default, the user
name and password are admin and admin respectively. The common user name and password are user and

user respectively.

User Account Configuration
This page is used to add user account to access the web server of ADSL Router. Empty user name or password is not allowed

User Name: l:l
Privilege:

Old Password: 1
New Password: l:l
Confirm Password; l:l

Crso [ wous oo J s

'2: User Account Table:

Select User Hame Privilege

&) admin root

@] user user
Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Descri ption
Choose theuser name for accessing the router. You can choose admin or
User Name
user.
Privilege Choose theprivilege for the acoount.
Old Password Entertheold password.
New Password Enterthenew password.
ConfirmPassword Enterthenew password again.
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Reboot

Choose Maintenance >Reboot, and the page shown in the following figure appears. You can set the router
reset to the default settings.

Reboot

This page is used to reboot yaur systern or restore to default setting

Restore to Default Setting

Technical Support - 1800 209 3444 Email Support - helpdesk@digisel.com

The following table describes the parameters and buttons on this page:

Field Description

Reboot Click itto reboot the router.

Restore to Reset to the factory default settings and reboot the router.
Default

Setting
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Time

Choose Maintenance > Time, and the page shown in the following figure appears. You can configure the
systemtime manually or get the systemtime fromthe time server.

System Time Configuration
This page is used to configure the systern time and Network Time Protocol{NTP) server. Here you can change the seftings or
view some information an the system time and MTP parameters.

System Time: ‘ear Manth Day Haour min El sec

Apply Changes m

NTP Configuration:

State: @® Disahle OEnable

Server: ‘time swindows.corm |
Server2: ‘ |
Interval: Every hours

Time Zone: ‘

GMT time: SunJan 1 2012/6:8:6

Apply Changes m

NTP Start: Get GMT Time

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters of this page:

Field Description

System Time Set thesystemtime manualy.

Chedk this option ifyour location observes daylight saving time.
Daylight saving time begins in the southem hemisphere between
Day Light September - November and ends between March - Apiil.
Standard time begins in the southern hemisphere between March
- April_and ends between September - November. Many
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| countries in the southem hemisphere may observe DST.

NTP Configuration

Select enable or disable NTP function. You need to enable NTP
St ifyou want to configurethe parameters of NTP.
Server Set the primary NTP server manually.
Server2 Set thesecondary NTP server manually.
Interval Time when theNTP client will synchronisewith NTP server.
Time Zone Choose the time zonein which area you are fromthe drop down
list.

Log

Choose Maintenance > Log, and the page shown in the following figure appears. In this page, you can

enableor disablesystemlog function and view thesystemlog.

Log Setting
This page is used to display the system event Iog table. By checking Error ar Motice ¢ or hothwill set the log flag. By clicking the
"==" itwill display the newest log infarmation below.

Error: [J Notice: []

apoy Changes. | Resel |

Event log Table:

((Sawe LogtoFile | [ Clean Log Table |

ol New

Time Index Type Log Information

Page: 14

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

Field Description
£ Enabling this option will display the errors such a wrong
rror
configuration or password iswrong.
Enabling this wil | capture the events such a Web management login
Notice

, Linkisdown efc.
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Diagnostics

In the navigation bar, dick Diagnostics. The Diagnostics page that is displayed contains Ping, Ping6, Traceroute,
Traceroute6, OAM Loopback, ADSL Diagnostic and Diag-Test.

Ping
Choose Diagnostics > Ping. ThePing page that is displayed contains Ping and Ping6.
Ping

Click Pinginthe left pane, and the pageshowninthe following figure appears.

Ping Diagnostic

Host:

Interface: ~

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameter and button ofthis page:

Field Description
Host Enterthevalid IP address or domain name.
Interface Choose the interface through which the Ping6 diagnostic is
performed.
Ping Clickittostartto Ping.
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Ping6

Click Ping6 in theleft pane, and the page shown in the following figure appears.

Ping6é Diagnostic

Host: |

Interface:
[ PG|

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameter and button ofthis page:

Field Description
Host Enter an IP address forPing6 diagnostic.
Interface Choose the interface through which the Ping6 diagnostic is
performed.
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Traceroute

Click Traceroute in the left pane, and the following page appears. By Traceroute Diagnostic, you can track

the routepath ofinformation flow fromyour computer to theotherside host.

Traceroute Diagnostic

Host : | NumberOfTries :
Timeout : 5000 ms Datasize :
DSCP: 0 MaxHopCount :
Interface any -

Bytes

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

The following table describes the parameters and buttons ofthis page.

Field Description

Host Enterthe destination host address fordiagnosis.

NumberOfTries Number of repetitions.

Timeout Putin the timeout value.

Datasize Packet size.

DSCP Differentiated Services Code Point, you should set a value between
0-63.

MaxHop Count Maximumnumberofroutes.

Interface Select the interface.

Traceroute Click traceroute.
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Traceroute 6

Traceroute6 Diagnostic

Host: l:l HumberOfTries :
Timeowut : 5000 ms Datasize :

MaxHopCount : Interface : any v

[iscrone | smouros

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com

OAM Loopback

Choose Diagnostics > OAM Loopbadk. The page shown in the following figure gppears. In this page, you
can use VCC loopbadk function to check the connectivity ofthe VCC. The ATM loopback test is useful for
troubleshooting problems with the DSLAM and ATM network.

QAM Fault Management - Connectivity Verification

Connectivity verification is supported by the use of the OAM loopback capability for both VP and YC connections. This page is
used to perfarm the VCGC loopback function to check the connectivity of the VGG

Flow Type:

®Fs Segment
O F8End-to-End
S Segment

O F4 End-to-End

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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Click Go! to start testing.

ADSL Statistics

Choose Diagnostics >ADSL Statistics. Thepage shown in the following figure gopears. It is used for ADSL
tonediagnostics. Click Starttostart ADSL tonediagnostics.

Diagnostic ADSL
Ads| Tone Diagnostic

Downstream Upstream
Hlin Scale
Loop Attenuation{dB)
Signal Attenuation{dB)
SNR Margin{dB)
Attainable Rate(Khps)

Qutput Power{dBm)

Tone Number H.Real H.Image SNR QLN Hlog

0
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Diag-Test

Choose Diagnostics > Diag-Test, the page shown in the following figure appears. In this page, you can test
theDSL connedction. You can also view the LAN status connection and ADSL connection.

Diagnostic Test
The Router is capable of testing your WAN connection. The individual tests are listed below. If a test displays a fail status, click
"Run Diagnostic Test' button again to make sure the fail status is consistent

Select the Internet Connection: | pppoel Run Diagnostic Test

Technical Support - 1800 208 3444 Email Support - helpdesk@digisol.com

Click Run Diagnostic Test to start testing.
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5 Smart Menu

Smart Menu consists of all the mostly used features like: Setup wizard, Intemet, LAN, Wireless, DDNS,
Reboot, Firmware Update and Port forwarding as shown below for quick configuration. This is like an easy

touse menu.

u 300Mbps Wireless ADSL2/2+
DIGISOL DG e —

Status Wizard Setup Advanced Service Firewall Maintenance

= Smart MENU

SETUP WIZARD INTERNET

WIRELESS

REBOOT

FIRMWARE UPDATE @ PORT FORWARDING

Technical Support - 1800 209 3444 Email Support - helpdesk@digisol.com
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6 Appendix

6.1 Technical Specifications

Flash: 2MB
SDRAM: 16MB
Antennas: Two fixed dipole 5dBi antennas
Network Interface: 1 x RJ11 interface for ADSL Line
4 x10/100 Mbps UTP LAN ports
Wireless Features Standard: IEEE802 11b/g/n
Frequency band: 2400~24835GHz
Wireless output power: 11B: 1641 5dBm
11G: 15#15dBm
11N: 14+1.5dBm
Wireless security: WEP (64/128 bit), WPA-P SK (TKIP/AES), WPA2-PSK (TKIP/AES),
WPAMWPA2 Mixed Mode, WP S (PBC/PIN Mechanism), Disable SSID
broadcast
Wireless data rate: 802.11b: 1/2/55/11Mbps
802.11g: 6/9/12/24/36/48/54 Mbps
802.11n (20MHz): up to 144 Mbps
802.11n (40MHz): up to 300 Mbps
Status LEDs: Power
WLAN
DSL

usB
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Internet
WPS
LAN ports1~4
Environment Requirements: Operating Temperature 0°C—40°C
Storage Temperature -20°C—70C
Operating Humidity 10%—95%, non-condensing
Storage Humidity 5%—95%, non-condensing
PowerSupply: 12 V DC, 1A Switching power adapter
Physical Dimension: Net Dimensions (L xXW x H): 181 x 124 x29 mm
Gross Dimensions (L xW x H): 268 x 166 x 82 mm
Net Weight: 215 g

Gross Weight: 609 g
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6.2 Troubleshooting

If you encounter any problem when you are using this wireless broadband router, don’t panic. Before you call

your dealer of purchase for help, please check this troubleshooting section, the solution of your problem could

be very simple, and you can solvetheproblemyourself.

Scenario

Solution

All theindicators areoff.

® Check the connection between the power adgpter and the power
socket.
® Chedk whether the powerswitchisturned on.

No proper LAN connection

indication.

Check the following:

® The connection between thedevice and the PC,the hub,or the
switch.
The running status ofthe computer, hub, or switch.
The cables connecting the device and otherdevices. Use a
cross-over cableto connect thedeviceto a computer.Use a
straight-through cableto connect the device to a hub ora
switch.

ADSL indicator is noton.

® Chedk the connection between the ADSL interface ofthedevice
and thesocket.

Unable to access Internet even when
the ADSL indicatorison.

Ensure that the following information is entered correctly.
® VPland VCI

® User name and password

Cannot access the web page.

Choose Start > Run from the desktop. Enter Ping 192.168.11 (the
default IP address of the device) in the DOS window.

If the web configuration page still canot be accessed, check the
following configuration.

® Thetypeofnetwork cable.

® The connection between thedevice and the computer.

® The TCP/IP properties ofthe network card ofthe computer.
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6.3 Glossary

Default Gateway (Router): Every non-router IP device needs to configure a default gateway IP address. When
thedevice sends out an IP packet, ifthedestination is not on the same network, thedevicehas to send the padket

toits default gateway, which will then send it to thedestination.

DHCP: DynamicHost Configuration Protocol. This protocol automatically gives every computer on yourhome

network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which alows Intemet servers to have a
domain name (such as www.Broadbandrouter.com) and one or more IP addresses (such as19234458).A DNS
server keeps a database of Intemet servers and their respective domain names and IP addresses, so that when a
domain name is requested (as in typing "Broadbandrouter.com” into your Intemet browser), the user is sent to
the proper IP address. The DNS server IP address used by the computers onyour home network is the location

ofthe DNS serveryour ISP has assigned toyou.

DSL Modem: DSL stands for Digital Subscriber Line. ADSL modemuses your existing phone lines to transmit

data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by specia cables and hubs, and

move data around at up to 10/100 million bits persecond (Mbps).

Idle Timeout: Idle Timeout is designed so tha after there is no traffic on the Intemet for a pre-configured
amount oftime, the connection will automatically get disconnected.
IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address consists ofa seriesoffour

numbers separated by periods, which identifies a single, unique Intemet computer host in an IP network.
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Example: 192.1682.1. It consists 0f2 portions: the IP network address and the hostidentifier.
The IP address is a 32-bitbinary pattem, which can be represented as four cascaded decimal numbers separated
by “.” aaa.aaa.aaa.aaa, where each “aaa” can be anything ffom000 to 255, or as four cascaded binary numbers

separated by ““.” bbbbbbbb bbbbbbbb bbbbbbbb bbbbbbbb, where each “b” can either be0 or1.

Anetwork maskis also a32-bitbinary pattem, and consists of consecutive leading

I’s followed by consecutive trailing 0’s,such as

11111111.11111111 11111111 00000000. Therefore sometimes a network mesk can also be described simply &

“x” numberofleading 1’s.
When both are represented side by side in their binary forms, all bits in the IP address that correspond to 1’s in

thenetwork mask become part ofthe IP network address, and the remaining bits correspond to thehost ID.
For example,ifthe IP address for a deviceis,inits binary form,

11011001.10110000.10010000.00000111, and ifits network mask is,
11111111.11111111 11110000 00000000

It means the device’s network addressis

11011001.10110000.10010000.00000000, and its host ID is,

0000000000000000.00000000.00000111.

This is a convenient and efficient method for routersto route IP padkets to their destination.

ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP address for the Intemet

router located a the ISP's office.

ISP: Intemet Service Provider. An ISP is a business that provides connectivity to the Intemet for individuals and

otherbusinesses ororganizations.

LAN: Local Area Network.A LAN is a group of computers and devices connected together in a relatively small
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area (such ashome oroffice). Yourhome network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware address of a device
connected to a network. MAC address is a unique identifier for a device with an Ethemet interface. It is
comprised oftwo parts: 3 bytes ofdata that correspond to the Manufacturer ID (unique for each manufacturer),

plus 3 bytes that are often used as theproduct’s serial number.

NAT: Network Address Translation. This process allows all the computers on your home network to use one IP
address. Using the broadband router’s NAT capability, you can access Intemet fromany computeron yourhome

network without having to purchase more IP addresses fromyour ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network application/protocol over

another. Below is a list of common applications and protocol/port numbers:

Application Protocol |Port Number
Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UDP 161
SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723
PC Anywhere TCP 5631
PC Anywhere UDP 5632

PPPoE: (Point-to-Point Protocol over Ethemet.) Point-to-Point Protocol is a secure data transmission method
originaly created for dial-up connections; PPPOE is for Ethemet connections. PPPOE relies on two widely
accepted standards, Ethernet and the Point-to-Point Protocol. It is a communications protocol for transmitting

information over Ethernet between different manufacturers.
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Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so that when they
interface with each other based on such a protocol, the interpretation oftheir behavior is well defined and can be

made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different networks based on

network layer address information such as IP addresses.

Subnet Mask: A subnet mask, which may be a part ofthe TCP/IP information provided by your ISP, is a set of
four numbers (e.g. 255255.255.0) configured like an IP address. It is used to create IP address numbers used
only within a particular network (as opposed to valid IP address numbers recognized by the Intemet, which must
be assigned by InteNIC).

TCP/IP, UDP: Transmission Control P rotocol/Intemet Protocol (TCP/IP) and Unreliable Datagram P rotocol
(UDP). TCP/IP is the standard protocol for datatransmission over the Intemet. Both TCP and UDP are transport
layer protocols. TCP performs proper emor detection and error recovety, and thus is reliable. UDP on the other

handisnot religble. They both run on top ofthe IP (Intemet Protocol), anetwork layer protocol.

WAN: Wide Area Network. A network that connects computers located in geographically separate areas (eg.

differentbuildings, cities, countries). The Intemetis awide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical user interface
that is based on the web browser. This means the user can use the familiar Netscape or Microsoft Intemet

Explorer to Control/configure or monitor the device being managed.

This product comes with limited life time warmranty. For further details about warranty policy and Product
Registration, please visit support section of www.digisol.com
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